CSCT 1510

Thie lLecture:
* Factoring /RSA & DLot/ (DH / DDPH Mmyﬂw ( continued)

+ Koy Bxchange Defimition & Construction
+ Public—¥ey Enuryption Definitions
+ ElGomad / RSA  Entryption
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GenModulus (1"). PPT Mlgerithm , fenerates (N, p.4)

P4: n-bit primes, p#q-

N=p-q,

£ F“&"T'K X hord relakive t GenModulug i

YPPT A, Anegigible funckim £0) st Pr[ piq=N] < g(n).

C (1)

(N, P, 4) & GenModulus (4")

N

A (1)
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o\,\w P', 1’>1,

Facteriv% = OWF  ( GenModulug )




GenModulus (1). fererate (N, p.4).  P4: n-bit primes, p+q-  N=p:q
AG").
(N, P, 4 )& GenModulus (4")
CP(N) = (P-l)(‘t—n /rrime
Chosie €51 sit. qed (e, dIN))=1
Conpuie d:=e med P(N)
Output (N, &, d)

Rl The RSA problem % hovd relative v GenRSA i}
YPPT \A, 3nggiyible funckim £() st. Pr[x¢=y mod N} < §(v)

C (1) A (1)
(N.e.d)e GumRsA(L")
1é (Ney)
Outpat X
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GU:. PPT ogorithm, gemerates (6., i
dum‘rﬁw of a tydic Grump 6 of orvder § With ﬂemrmlvv 9.
hfbu‘l' Fnl’z&u

f Disuete-Log (Dloe) & hord relabive v G if
VPPT A, 3ngfigible funckim £() st PrT g*=h J< &lv).

C (1) A (1)
(6.9.9)«< G601
het g ﬂ’x s x
/XA—ZL/ k_;a'x JQJ_?LA_@JL)
OMW X
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QUY. PPT wigerithm, qenerates (6, 5. )

v

f CPH X hord relative & G f
YPPT W, Inggwible funckim £0) st PrTh=4 3] < &ln)

C (1)

(6.9.9)< 601"
'x.\aAZ}

(6.%.9 949,

A (1)

Output  h

(DH = DlLoa

(5 4°) —— 4™
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QUY. PPT wigerithm, qenerates (6, 5. )

E DDH X hovd relative v G f
VPPT A, 3Inggugible funckim () sk P b=b J< L+ &)

C(1) A (1)

(6.9.9)« G0
’Xc‘a,zéizt
bet $0, 1 (4 29 2%0) £ (X o8
I—f b=o0, }\.-:ca*':j 01 9 )-(%'ﬁrﬁi)
If b=1, k::cﬁ

(6' q": ﬁl ﬂ«, %ﬂ, k) o

Oucipct Y

DPH = (PH



CPA-Enc
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! vt CCA (§euwj)

B Unfwgpble (Tntegeity)



I(_q Exgka%g‘
Mice Peb
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Eve k="
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+ Covretaness: k=ka=Kp

- Sewmha (Ir\fovmu“\a): Eve ww;nﬁ on thi channed Showldn't be oble +o quess k.



KQ,34 EXQL&%L: ngzijjj

Def A key exchage pvtocol T i seoure if
VPPT A, Jnggigible funckim () st PrTb=b T L1+ &),

C(1") A (1Y)

Two parties k»ldxué 1" execute .

= tramonpt T Codoining 1 the messoges
A okey k ouput by ench porty

l;étﬁo, 13

I b=o, B-k

I b=1, k54
(T, k)

Oudpt b




Duffie-Hellman key Exchange

Mice -
(6.9.9) <G (1"

x &2,

hy: = ﬂlx (&, y 2 [ ha) >
W<z
hB:z %3

& hB
. |
S ke = bt

thn If DDH i hardl rletive t» G, Han +his is & Soure keyy @xchange pretoce.
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Pub\TQ—KZ_L’_Ew_QL\l_M

' g\.(\/\‘cooc;
A PubRe-Key enuryption (PKE) Schewe ¥ defined by PPT algorithms
(Gew, Bnc, Dec).

(l?lc. k) & Gem (1Y)

C < Enpy ()

m/L:= Decg ()

+ (ovretiness, (pk.sk) ouctuck by Gen(1"), V(€ Mp).
Decgy ( B\L[*(W) =m.

. Swu‘ena: Samantic / CPA / CCA 7
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Qe_{—_ A P‘W —l@d mwy?h‘om scheme ((Gew. Bnt, Der)
% §o,maM'(Calltd seave i VPPT (A, T negligible f\muﬂ‘w $() st
Prlb=bJe<+4m

C (1) A (1Y)

(Flt. Sk) & Gem(1Y)
pk

v

y: MQ, mi c %0; 13*
b & $0.1) | Mo| = |y |
C < By lm,)

C

1

owt]m- b

CPA gewn‘w 7



Chown Gphorest Atade (CCAY Seruity
Qq;?_ A PAHtc.—kmd emwryf*hom scheme (Gem, Bae, Dec) & CCA- &wm. P?
VPPT A, Elnegl %lb'@ ‘FIAWUWM ¢() sk Pr(b b ] < 'i t+ ¢(n)

C (1" A (1Y)
(FIL. k) & Gem (1Y)

pk R

. c
m: = Decgy (¢) m 9 Phose 1 Queries

, MO, mﬁ.é%ooiﬁ* ]
b o1} \mo=iml

C*é’ EV\D‘*(MB) c_j’

Challeme Phase

>

. cfdt
m:= Decgy (¢) " 9 Phose 2 Queries
Ouctpret b




ElGomd Bnury priow

. G (1")
(6.9.9) <G (1Y)
x &2, peg¥
PK:= (6.4, 9, h)
Sk: =X

© Engylm). me G
YA-Z%
C:= (%Y, l\r.m)

¢ Detgle): =001, )

7

Thm ‘.[f PDH s hard rltive tv G, Hon ElGamod entryption s CPA-SLure .



RSA=bacd Entryption
lein RSA G\Uryrﬁm :

. Genl1").
(N.e.d)e GmRsA(LY)
Pk: = (N,@)
sk: = (N, d)

* Entpy (m). m € Zn
C:=m® mod N

‘ DU.S\L(C): 4

Ts % CPA-Srwure 7



RSA—bacdl Entryption
Padolesl  RSA Fnuy]m‘w\
G 1").
(N,Q,d)éGmRQAU,“)
Pk‘ = (N/Q)
sk: = (N, d)

*© Engpplm).  m € 3o, 1‘2|/ Least ;.\ahi-ficanr bt
mEZE st feblim)=m
C:= r/v\\e’ mool N

‘ D(Lgk(c)" K

|

h If the RSA problem % hordl relative o GonRSA, than Hhis enuryption Scheme
s CPA-secure .



