
CSCI 1510

This Lecture :

· Basic Group Theory

· Factoring/RSA Assumptions

· DLOG/ CDH / DDH Assumptions



Basic Number Theory
· alb : a divides b (b = a. c)
· Primes : an integer p > 1 that only has 2 divisors : 1 & 4.

Modular Arithmetic :

a mod N : remainder of a when divided by N
ab mod N = (a mod N) . (b mod N) mod N.

a = b (modN) : a and b are congruent modulo N

How to compute ab mod N ? Time complexity ?
a , b,N all O(n) bits



Basic Number Theory
· gcd (a, b) : greatest common divisor

How to compute gcd(a ,b) ? Time complexity ?
a , b both O(n) bits

Euclidean Al . gcd (17, 12) = 1 gcd (18, 12) =6

17 mod 12= 5 18 mod 12= 6

12 mod 5 = 2 12 mod 6 =0

5 mod z = 1

2 mod 1 = 0

· gcd(a , N) = 1 : a & N are coprime

=> Eb St .
a. b = 1 (modN) : a is invertible modulo N,

b is its inverse , denoted as at
How to compute b ?

Extended Euclidean Al . gcd (17, 12) = 1 gcd (a,N) = 1

17 mod 12= 5 5= 17- 12x1 ↓V
-

12 mod 5 = 2 2 = 12- 5x2
1 = a . x+Ney↳-

5 mod z = 1 1 = 5 - 2x2 ↓modi
2 mod 1 = 0

1 = a- x



Basic Number Theory

& = Sala - [z , N-1)
, gcd (a , N) = 13

Euler's philtotient) function $(N) : =/*

Thm Let N=P , Pi : distinct primes .
eiz1.

Then P(N)= Pei+ (4-1) .

Example : Nisprime. $(N)= N-1.
N =p . q . P(N) = (p-1) · (q-1) .

O(N)
Euler's Theorem Va ,N where ged(a , N) = 1

, a = 1 (modN).

Corollary If d =etmod P(N) ,
then (ad)" = a mod N.



Factoring Assumption
GenModulus (14) : PPT algorithm , generates (N, p ,9) How to generate ?

P.g : n-bit primes , P+9 . N =p .9

Def Factoring is hard relative to GenModulus if
APPT A , Enegligible function [C .) Sit . Pr[piq =N] = E(n).

((1n) A(14)

(N
, p, 9)+ GenModulus (11)

N
>

Output p,, g'> 1.

Factoring => OWF(GenModulus (



RSA Assumption
GenModulus (14) : generates (N, p .9) . P.9 : n-bit primes , P+9 · N= :9

GenRSACI") :

(N
, p, 9)+ GenModulus (11) xe

q(N) : = (p-1)(q-1) X Joy
Choose e>1 Sit . god(e , P(N)) =1 yd
Compute : = etmod P(N)

Output (N , e, d) * *

Def The RSA problem is hard relative to GenRSA if
APPT A , Enegligible function [C .) Sit . Pr[x = y modN] = E(n)·

((1n) A(14)

(N
, e ,d)<GenRSA(1")
Y***

(N ,e, y) >

Output X

RSA => Factoring



Basic Group Theory

Def A group is a setalong with a binary operation o with properties :

① closure : Vg , LEG , goht G

② Existence of an identity : Ee-G Sit. EgEG , eog = goe = g.

③ Existence of inverse : VgzG , EheG Sit
. goh = hog = e

Inverse ofa denoted as gt
↑ Associativity : Vgz , 92 . 93 &G , (91092)093 = 910 (92093)

/

Exercises : Is this a group?

· (2
,

+)

· (2,

· (G = 50 , 1, . . . , N-13 ,
+ mod N)

· (E,

· modN)



Basic Group Theory

Def We say a group is abelian if it satisfies :

⑤ Commutativity : Eg , hEG , goh= hog
For a finite group , we use IG1 to denote its order (# of elements)

(H , ·) is a subgroup of (G , 0) if (H . %) is a group and -G.

Group Exponentiation
For a group (G , . ) . gM :=gge

go =1 g
-m

. = (g
+1)m

gMM2Mtm (gmymz = gmemn gMh = (gh gm = It

Thm Let G be a finite group of order M , then UgE G . gh= 1.

Vinteger X , g*= gX modm



Basic Group Theory

Def Let G be a finite group of order M.

VgtG , <g) : = Eg, g7, ..., gm-z] is a subgroup of G.

kg)) is the order of g.
G is a cyclic group if EgEG Sit . (g) = G

. g is a generator of G.

Examples : DIf G is a group of prime order, then G is cyclic.

VgEG , g+1 . g is a generator of G.

P, q primes P= 29+ 1 .

Let gE *p
* be an element of order 8

H = <g) is a group of prime order.

② ** for a prime p is a group of order p-1.

p =7 , (3) = 31 , 3,
2,
6 , 4 , 53



Discrete-Log Assumption
G(1") : PPT algorithm , generates (G , g , 9)

↑

description of a cyclic group G of order 9 With generator g.
↑
n-bit integer

Def Discrete-Log (DLOG) is hard relative to G if
APPT A , Enegligible function [C .) Sit . PrTgX = h] = E(n).

((1n) A(14)

(G .q, 9) < G(14)

h G
(G

, g , g , h) >

Output X

DLOG = CRHF



CRHF from DLOG Assumption
· Gen (14) :

<Prime
(G .q, 9) < G(14)

h G

output s = (G , g, g , h)

· HP(xIly) : = g
* hY



Computational Diffie-Hellman (CDH) Assumption
G(1") : PPT algorithm , generates (G , g , 9)

Def CDH is hard relative to G if
APPT A , Enegligible function [C .) Sit .

PrTh=g
*Y] = E(n).

((1n) A(14)

(G .q, 9) < G(14)

X ,y Zy (G
, g , g , gx, g3)

>

Output h

CDH E DLOG



Decisional Diffie-Hellman (DDH) Assumption
G(1") : PPT algorithm , generates (G , g , 9)

Def DDH is hard relative to G if
APPT A , Enegligible function [C .) Sit .

PrTb = b'J = *+ <(n)·

((1n) A(14)

(G .q, 9) < G(14)

X , y ,
z Ig

b<$50
, 17

If b=0, hi = gXY

If b=1,
h : =gz

(G
, g , g , gx, g3

, h) >

Output b

DDH = CDH
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