
CSCI 1510

This Lecture :

· CCA-Security & Unforgeability

· Authenticated Encryption
· Generic Constructions



Authenticated Encryption

Alice Bob
O C-C
A ↑

> ⑫

m K C K 2'K

↓ ↓ m=? ↓ ↓ ↓ ↓

Encrypt & Decrypt Decrypt
↓ ↓ ↓C

Security Guarantees :
- Message Secrecy : CCA Security
- Message Integrity : Unforgeability



Chosen Ciphertext Attack (CCA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure
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Unforgeability
Def A symmetric-key encryption scheme T= (Gen , Enc, Dec) is unforgeable

if FPPT A , Inegligible function 31 . ) Sit. PrtEncForget
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Def A symmetric-key encryption scheme is authenticated encryption if it
is CCA-secure and unforgeable.



Exercises

Is the CPA-secure encryption from PRF CCA-secure ? Unforgeable?
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Generic Constructions

LetE= (GenE, EncE, DecE) be a CPA-secure encryption scheme.

Let #M= (Gen", Mac UrfyM) be a strongly secure MAL scheme.

How to construct an authenticated encryption scheme?

① Encrypt-and-Authenticate

② Authenticate-then-Encrypt

& Encrypt-then-Authenticate



Encrypt-and-Authenticate M
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Q1 : Is it CPA-secure ?

Q2 : Is it CCA-secure ?

Q3 : Is it unforgeable?



Authenticate- then- Encrypt

Gen (14) :
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output c If b=1 , output m
otherwise output

Q1 : Is it CPA-secure ? (exercise)

Q2 : Is it CCA-secure ?

Q3 : Is it unforgeable? (exercise



Encrypt-then-Authenticate
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output (= (cE, t) If b=1 , output m
otherwise output

Q1 : Is it CPA-secure ? (exercise)

Q2 : Is it CCA-secure ?

Q3 : Is it unforgeable? (exercise



Intuitions

Can we have an encryption scheme that is unforgeable but not CCA-secure?

Can we have an encryption scheme that is CCA-secure but not unforgeable?


