
CSCI 1510

This Lecture :

· CPA-Secure Encryption from PRF (continued

· Hybrid Argument

· Message Authentication Code (MAC)



Chosen Plaintext Attack (CPA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure

against chosen plaintext attacks , or CPA-secure , if FPPT A,
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Constructing CPA-Secure Encryption

Pseudorandom Function (4RF)
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Pseudorandom Function (PRF)

Def1 Let F : 50, 13" x 50, 13"-So, 13" be a deterministic , poly-time , keyed
function. F is a pseudorandom function (PRF) if APPT A,

Enegligible function El . ) Sit . Pr[b=b] = * + <(n)
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CPA-Secure Encryption Scheme

Let F : 20 , +3" x 30 ,13"- 50, 13" be a PRF ,

· Gen (1) : sample K*30 , 23" , output K. ~ 50, 23"

W

· Enck(m) : me So , 13 Fk
r 50 , 134

W

output ( : = <r, FpIr)@m>
⑦ m

· Deck(c) : c = < r, S >
S

output m : = F((r) #S C = <r, S >



Theorem If F is a PRF, then T= (Gen , Enc, Deal is CPA-secure.
↑

Proof FPPT A,
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1PrTA outputs 1 in Game 0] - PrTA outputs 1 in Game 1) / < Nest (n) ?



C(14) HybridO A(14) C(14) Hybrid1 A(14)
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kGen(1n) f Func
r50 , 132 , MESaR

*

Phase = Queries r50,13 < MES01
*

Phase = Queries
C: = < r

, F((r)My C: = < r
, f(r)My

r#50,132) Mo ,
Me 50, 13

*

>
Mo, M1E 50, 13

*

Imol = Ima)
&
r 50, 134 Imol = Ima)

*
C: = < +

, F((r)#M1) C
Challenge Phase c= (r

, f(r)M1) C
Challenge Phase

> >

r50 , 132 > MESa
*

Phase 2 Queries r50, 137 < MES01
*

Phase 2 Queries
C: = < r

, F((r)My C: = ( r
, f(r)My

output 6 output 6



1PrTA outputs - in Game 0] - PrTA outputs 1 in Game 1)

= IPrTA outputs 1 in Hybrid of -PrTA outputs 1 in Hybrid a] +

PrTA outputs 1 in Hybrid 1) - PrTA outputs 1 in Hybrid 2] +

PrTA outputs 1 in Hybrid 2) - PrTA outputs 1 in Hybrid 3)/

= IPrTA outputs 1 in Hybrid of -PrTA outputs - in Hybrid =]1 +

i PrTA outputs 1 in Hybrid 1) - Pr[A outputs 1 in Hybrid 2] 1 +
PrTA outputs 1 in Hybrid 2) - PrTA outputs 1 in Hybrid 3)/



Lemma 1 FPPT A . Enegligible function E1C. ) Sit.

1PrTA outputs 1 in Hybrid of - PrTA outputs 1 in Hybrid =]1 = E= (n)
Prof Assume not, then EPPT A that distinguishes Hybrid o & Hybrid 1.

We construct PPT B to break the pseudorandomness of F.
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Lemmaz FPPT A . Enegligible function E2)) Sit.

1PrTA outputs 1 in Hybrid 1) - PrTA outputs 1 in Hybrid 2]1 = Er (n)
Prof

Lemmas YPPT A . Enegligible function Est.) Sit.

1PrTA outputs 1 in Hybrid 2) - PrTA outputs 1 in Hybrid 3]1 = Es(n)



Message Integrity

Alice Bob
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Message Integrity vs. Secrecy

Does encryption solve the problem ?- Enc(m)

· OTP ? t= kom

· Pseudo OTP ? + = G(k) Om

· CPA-secure encryption from PRF ?

t =(r
,
Fk(r)@m >



Message Authentication Code (MAC)
· Syntax :
A message authentication code (MAC) scheme is defined by PPT algorithms
(Gen , Mac , Vrfy) :
kGen (11)

tMack(m) meso, 13
*

0/1 : = Vrfyk(m ,t)

· Correctness : En , UK output by Gen (14) , XmE50, 13
*

Vrfy (m , Mack(m)) = 1

· Canonical Verification :

If Mack(m) is deterministic, then Vrfy(mit) is straightforward.



Message Authentication Code (MAC)

Def 1 A message authentication code (MAC) scheme T = (Gen , Mac , Vrfy) is

existentially unforgeable under adaptive chosen message attack , or EU-CMA-secure,
or secure

, if FPPTA , Enegligible function 31.) S.t.
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Message Authentication Code (MAC)

Def 2 A message authentication code (MAC) scheme T = (Gen , Mac , Vrfy) is

strongly secure if FPPTA , Enegligible function 31.) S.t.

Pr[MacForge==] = E(n) .

C(14) A(14)
Q : = & (m ,t) / in queried by it,

kGen(1n) t is the response?
meso , 13

*

<
MacForget

,+
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t=Mac(m) D (m*, t*) Q , and

- D ② Urfy,(m*, +
*) = 1 .

output (m*, t
*)

Thm If T= (Gen , Mac , Urfy) is a secure MAC With canonical Verification (Mac is
a deterministic algorithm) , thenIt is also strongly secure.



Exercises

Let F : 20 , +3" x 50 ,13"- 50, 13" be a PRF .

Construct a MAC scheme :

· Gen (1) : Sample K*30 , 23" , output K.

· Mack(m) : me So , 132n-z
m =Moll Me

,
Mo
,MeeSo , 13"

+

output : = Filollmo) 11 Fi(= llma)
· Vrfy(mit) : Mack(m) Et

Is this MAC scheme necessarily secure?



Exercises
Given a secure MAC scheme T = (Gen , Mac , Vrfy) , construct another MAL

scheme F = (Gen , Mac , Vify) that is secure but not strongly secure.

Step 1 : Construct it fromIt

Step 2 : If It is secure , then # is also secure.

Step 3 :
It is not strongly secure.


