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· Message Authentication Code (MAC)

· Fixed - Length MAC

· CBC-MAC
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Message Authentication Code (MAC)
· Syntax :
A message authentication code (MAC) scheme is defined by PPT algorithms
(Gen , Mac , Vrfy) :

k = Gen (1)

+ < Mack(m) m = 50, 135

011 : = Vrfyx(m ,t)

· correctness
:
An , UK output by Gen(1") , XmE50, 13

*

Vrfy,(m , Mack(m)) = 1

· Canonical Verification :

If Max(m) is deterministic, then Urfyx(m ,t) is straightforward .



Message Authentication Code (MAC)

Def 1 A message authentication code (MAC) Scheme it= (Gen , Mac , Vrfy) is

existentially unforgeable under adaptive chosen attack , or EU-CMA-secure,
or secure

, if UPPTA , I negligible function 31) S.t.
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Message Authentication Code (MAC)

Def 2 A message authentication code (MAC) Scheme it = (Gen , Mac , Vrfy) is

strongly secure if UPPTA , Enegligible function 3() S.t.

Pr[MacForge. i==] = E (n)
.

C(17) A(1")
Q :
= E (m ,t) /m queried by i ,

k - Gen(1") t is the response?
>me 0, 13

*

MacForge
,
== (A succeeds) if

t= Mac
,(m) I ① (mY +Y) & Q , and

t
>

② Urfyx(m+, +4)
= 1

.

output (m+, +
*)

Thi If it= (Gen , Mac , Urfy) is a secure MAC with canonical Verification (Mac is
a deterministic algorithm) , then it is also strongly secure .



Exercises

Let F : 30 , 73"x 30 ,13"- So, 13" be a PRF .

Construct a MAC scheme :

· Gen (1) : sample k& So , 23", Output K .

· Mack(m) : m = 40 , 132-2
M = Moll M1

,
Mo
,M1E So, 13-

output t: = Fx(011Mo) 1) Fx(1(1m1)

· Vrfyx(m ,t) : Mack(m) =t

Is this MAC scheme necessarily secure?



Exercises
Given a secure MAC Scheme it= (Gen , Mac , Vrfy) , construct another MAL

scheme F = (Gen , Mac , Vify) that is secure but not strongly secure .



Fixed- Length MAC
Let F : 30 , 73"x 30 ,13"- So, 13" be a PRF .

Construct a MAC scheme :

· Gen (1) : sample k& So , 23", Output K .

· Mack(m) : m = 50 , 13 "

output t : = F((m)

· Vrfyx(m ,t) : Film) =t

Thin If F is a PRF, then it = (Gen , Mac , Urfy) is a secure MAC scheme

for fixed-length messages of length n .



Proof FPPT A :
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k - Gen(1") f Func

L
me so, 13" >me 0, 13
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t : = Fx (m)

t I +: = f(m)
t I

> >

output (m+, +
*) output (m+, +

*)

Q :
= Em1m queried by 3 Q :

= Em1m queried by 3
A succeeds if m*& and Fic(mY)= t* A succeeds if m*&Q and f (m)= t*

Step 1 : / PrT succeeds in 70] - PrIA succeeds in 72]/= negl(n) .

Step 2 : PrIA succeeds in 127 < negl(n) .



CBC- MAC (for fixed-length messages
Let F : 30 , 73"x 30 ,13"- So, 13" be a PRF .

Construct a MAC scheme for messages of length /(n) . n :

· Gen (1) : sample k& So , 23", Output K .

· Mack(m) : m = %0 , =3
e(n) ·n

m= M11/mell ... I me Mie 50,13
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· Vrfyx(m ,t) : Mack(m) =t

Thin If F is a PRF, then it = (Gen , Mac , Urfy) is a secure MAC scheme

for fixed-length messages of length &(n) . n .



Exercises
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show this is not a secure MAC for fixed-length messages of length &(n) . n .



Exercises
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IS CBC-MAC a secure MAC for messages of arbitrary length (multiple of n) ?



MAC for messages of arbitrary length (multiple of n)

Approach 1 : MAC of CBC-MAC
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MAC for messages of arbitrary length (multiple of n)

Approach 2 : CBC-MAC on Im111m
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Exercises
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Show this is not a secure MAC for messages of arbitrary length (multiple of n) .


