CSCT 1510

. Psst\m\emr\o\bm FW\(A’TM\ ( cowtinwed)
+ (PP -Sewure Enuryptiva frowm PRF
. H\lbn‘ol Arau\mwt

. N\cesugc Authentioxtion Code (MAC)



Chocn Plointent Awock (CPA QLm’@_

Q&f: A Gldmmzth‘c—kaa wc'cy?ﬁom Stheme (Gem, Bnt, Dec) 5 Seoure
Ogotnst choen plantext attatks, or CPA-eue, § VPPT \A,

Inegligible fwnrm £0) st PrUb=bJ ¢ £+ ¢n)

C (1) A1)
K& Gen(1")

, mc¢ %o, :ﬁ*
C & EN’V-(M) B C R PM‘L 1 @w;n‘%

. Ma,nhé%o,f]* o]
b fo1) o= imal

C*é’ E“Lt(.mb) C_;*

Challeme Phose

>

. meSatf"
¢ & Bngylm) ° 5 R Phose 2 Queries

oukpet b




Pegudorandom Function (PRE)

M_ Ld' F= $°413"" QO, 1’7\“"’ §°l 17)“ LQ o oleteyrminstc, FO(\,l-—ﬁ\Mz, |L0A12.0‘
f\mdﬁw\. F s a T%\Adomm‘om ‘F‘MCﬁW(?RF) ‘:F VPPT A,
Inegigtble function €05 st Prlb=b] € < + ¢(n)

C () AL

b<i§01’]

I bt k6§ |F 5] '
f b1, thm fet Fune?

X

I‘F b=—o, 'H\IM ‘3:=Fk(’5()
of b=4, Y Y=F(«x) Y

w]mb'




Exertices
let F. S0 x §0,43" = 0. 13"

he a PRF.

sz—?m, F'.- {01} x %o, 1))“-‘% %o, 13" o follows,

I, F hecessarily o PRF ?

) F ()= FeloW) N Fi Lol x) F(o=) || Ko=)
b) R ()= Frlola) Il Fie alno) F(o=2) || R(2 =)
¢) R = Felo) I Fex o) F(o=x3) || R(=0)
d) R )= Felo) Il Felxig) R(o=3) || R(=1)
n C
) L A ¢) Célx=o A d) C¢M.=o---o A
‘Qullu; S ‘Al"ul S ‘dl"ul >
$=% 3.;3,, 41)(230"'1
‘65"%4> ?




b) FUx)= Felowx) I FellX) % a PRF

M_ Acsume not, tham TPPT A Hot breaks the Féauolorandomne% of F'
We constiuk PPT B o break the Féwolorandomnzss of F.

c éam (F) B C’?ﬂMC(F‘) A
4 X
| Ouiput b
Output 7




PRE & PRG.

= Lt FooSoaV 5043 > 5013 boa PRF,
Construck G- $°' 1))“ —> ?0, 1‘52“

\W\ \

& Lei' C"\: ?o,j_))“q ?0, 1’32’“ be o PRGI,
Construcx F: $o.a % §0,43" > S0, 1}



_Conéhrwﬁn& (PA -Setunre E’LU(\‘I Hw

Pswdo random Fw\ ctvon (PR |:)

!

(PA- Seeure vary Ft?om



CPA -Seture Emmzq‘w Scheme

LC" Ff %041\3“"§0,13“—’$°'13“ IJ-L /N PRF.

+ Gem (£) . Sample ket §o,43" owipet k.
© Baeg(m). m ¢ 413"

ret$oa3”

owtput C:=<r, RN®m>
. DCL\L((/\: Cc =<4<7$>

ouipct . = Fylr) @5 @

VallaEllgi

]

Thesvesm I]e F & a PRF, tham TT=(Gem. Bne, Dec) 5 CPA-Secure .



ré-ﬁo. 13”

C:=<r, fr)dm)

ré—ﬁo. 13‘"

= <r, R)®Me)

r(j- ﬁo. 13“

C:=<r, fyOM)

A (")

%4

Mo, s € 0,43
| Mo| = |y | :| Ckal\waz Fl\h“!-

. me %o, ﬁ*
) C | Phose 2 Queries

w}m—l,‘

Thesvesm If F % a PRF, tham TT=(6em, Ene, Dec) % CPA-Socure .

C (1"
K Gen(1")
reiio.ﬂ"

C:=<r, fr)®m)

réj- ﬁo. 13"

= <r, RO

réj’—ﬁo. 1?‘

C:=<r, Rr)®m)

Game 1

A (")

me %o, ﬁ*
C R P"\%l 1 &mn‘u

N

%4

rd

. me %o. ﬁ*
) C | Phose 2 Queries

md-}wtl,'

Mo, e € 0,13
(o = e ] Gullo. P

‘FrRA Owtpicts L B G 0] - P TA owtpds £ i Gone 17| € negl ) 2




C (1M Hybrid O A (1)
Ke—Gen(1")

¥
retgeay” ¢ Met'ﬁ DPMi Querres

C:=<r, Rlr)om)

;Mo, ﬂh é %0, 13*
retgoay" Mol =g
& = <r, )OS o

Challenge Phoce

>
r

K
retfand’ Méi/’ﬁ DPM«Z Queries

C:=<r, Fr)Om) ‘
w}m b

C (1"
< Funt,
ré-ﬁo. 1‘5“

C:=<r, fr)om)

r(j—io. 13"

= ¢r, fWem)

réj-ﬁo' 13"

C:=<r, fyom

Hybrid ¢ A1)

 me§asy”
= 5 - Phose 1 Queries

. Mo, My € %0:13*

e =) Challenge Phove
¢ .
. me %o, :ﬁ*
€ 5 | Phose 2 Queris
Ouctprct b

!

C (1) Hybrid 3 A"
K Gen(1")

¢ §o 13"
redoa® hose 1 W
Comcr Fr_(\')em) C S P amﬂl&

Ma, mi G %oliﬁ*
ret 4oy | Wo] =g
&= <r pWom,) o

N

Challenge Phoce

>
r 4

*
Yé-io. 13" < "e %c/‘ ﬁ D P"\D@L 2 (Qw.n‘q

C: = <r Rom)
Ouctprct b

C (1M
< Func,
r é- io. :ﬂn

C:=<r, fyom)

réj— io. 13“

&= <r, fomy

réj-ﬁo. 1\57‘

C:=<r, fryom>

H\(\;\—io\ 2 A (1Y)

me %o, :ﬁ*
C R Phose 1 Queries

Ma, f\\a. é %ol 13*

N

L

| Mo =4
= ) Challenge Phoce
. m € §o, ﬁ*
= 5 A Phose 2 Queries
Ouctprct b




\

(N

Pe T A owtpts £ 2 Goma 0] - Pr T owtpers £ i Guowe 11|

A Owtpets Lt Hybrid 0)- r A Owtpicts L 2 Hybrid 4] +
KTA Owtpets 1t Hybrid 1)1-BTA Owtpets L Hybrid 2] +
PrTA Ouctprcks Lt Hybrid 2)-BTA Ouctpicts L Hybrid 3]

PrTA Owtpets 1t Hybrid 0)- A TA Owtpts Lt Hybrid 1] | +
Pr T A owtpiaks £ 3 Hybrid 13- Pr [A owtpts Lt Hybrid 27 | +
[ A Owtpets 4 Hybrid 2)-KTA Owtpits L M Hybrid 37 |




n

Ahcz

(mec,éo«ac)

(m, t)

Aueclmm

; 2) »

‘t
(tog)

Peb

=

(m, t)

oy
Verity

y

0/1




M code Ihfa’rifb V5. gmg,% .
g u m "
L Ft?tw\ Solve the Frvbz
Deer eniry
- 0TP 7

. PQMB(O ()Tl7 ?

PRF ?
CPA -4ecure muYFhM -Frm



Mfﬁsa\@a Authentication Code. (MAC)

' g\(\n’cu:
A message anthentiontion tode (MACY stheme & defoedd by PPT algorithmy
(Gem, Mac, Vrfy).
k< G (2)
t —Moaey(m) mefo3”
0/1 - =\rfy, (m.t)

+ Lorreckness,  Wn, b oudput by G (4%), e $o0.1Y
Vrf-&KCM. Macgtm))=1

¢ Cononitad Vexificarion:
I Magm) s dertominiiie, thun Vrfy mt) i stragirforodd.



Mfﬁsa\@a Authentication Code. (MAC)

Def L A message anthertiotion tode (MAC) Stheme T =(Gew, Mac, Vrfy) i
uistentinlly unforgeable Under adaptive Chowen attack, or BU-CMA-Seeure,
or Seture, Ff- VOPT A, 3 negigible function £0) st

Pr TMacRonge , =17 € £ln).

C (1" A (1Y)
K& Gen(1") , me o3 R:=$m| m queried by AJ
Macery. An L (A succeeds) Ff
3 © Urfy, (v, ¢)=1.
Qupwr (¥ t*)




Mfﬁsa\@a Authentication Code. (MAC)

Def2 A message awthenticetion tode (MACY Stheme T =(Gew, Mac, Vrfy) s
Strogly Semve - VOPT WA, 3 neglyibe {funciion £0) s.t.
Pr[Mvaraci-,‘:l]é ¢n).

C (1"
K Gem(1")

t & Mac,(w)

£

me §o,33

A (")

Quipwr (¥ £F)

Q;:Q(m,t) I m qw?ed Lu A,
t s ta I'¢$]7m€n.2;
MALFWSL;'-“=1 (A succeeds) Ff
O(m' )& Q. and
© Urfy, (w, #)=1.



Exertices
let o $o1) % $043" =504} be a PRE

Construct o MAC Scheme.
+ Gam (2). Sample ket §o, 13 Outpet k.

 Mocg(m) . me oy
M =M, || My, My,My € SO. i%“-\
owrput t:= F(olimo) Il Fe(2 1l my)

Ny (mt):  Magm)2¢

Ts Hws MAC Schewe necessan l‘ﬁ Secure 2



Exertices
Given o Seswrt. MAC Scheme Ti=(Gen, Mac, Vrfy), Construek anothex MAL

schuve T = (Gew, Mac, Vrﬂ) that s Seuve but net strongly Setre.



