
CSCI 1510

· Limitations of Perfect Security
· Definition of Computational Security : Concrete vs . Asymptotic
· Definition of Semantic Security
· Pseudorandom Generator (PRG)



Last Lecture

Perfectly secure symmetric- key encryption
- Definitions 1 , 2 , 3
I Mo

,
M1 GM , F c- 2 :

Pr[Ec, (Mo) = c] = Pr[Ec(M1) = c]

-Construction : OTP

- Limitations :(51=1k1
.

How to relax the security definition ?



Limitations of Perfect Security
Thi If T= (Gen , Enc, Decl is a perfectly secure encryption scheme

with message space M & key space K,

then 151=1K1
.

Proof : Assume (KK</) .

Pick an arbitrary c - C where PrtC=c] <0
.

MCC) = = 5m/m= DeclC) for some k - K3 .

(c) 1 = 1K1 < / Ul .

Emt M sit
.
m' * M(c) ·

PrtM=m'/c=c) = 0 = PrtM = m'] .



Computational Security

Perfect Security :
① Absolutely no information is leaked

② A has unlimited computational power

Relaxation (Practical Purpose) :
① "Tiny" information can be leaked

② A has limited computational power

How to formalize?



Computational Security
· Concrete Approach :

A scheme is It , 2)-secure if A running in time =I succeeds

in breaking the scheme with probability = S .

Example : (2,
-Y - Secure encryption scheme .

What's the problem ?



Computational Security
· Asymptotic Approach : X

, measuring how "hard" it is for A

Introduce a security parameter n (public)
to break the scheme .

All honest parties run in time poly(n) .

Security can be tuned by changing n .

Poly(n) "negligible" in n

A scheme is It,-secure if FA running in time poly(n) succeeds
in breaking the scheme with probability negl(n) .



Polynomial & Negligible "Efficient" : Probabilistic polynomial time (PPT)

Def A function f : M -> Rt is polynomial if
EcEN sit . f(n) - O(nY

Def A function f : M -> Rt is negligible if

Epolynomial p .
ENAN Sit . UncN , f(n) < us

> Xc-N
, f(n) -o (rY

Examples : 2"" , 2 ,
nilogh

Exercise : Is this a negligible function ?

f(n): = 2
-

if n is evenEAr if n is odd



Negligible Function

Def A function f : M -> Rt is negligible if

Epolynomial p .
ENAN Sit . UncN , f(n) < us

Claim : If f, g are negligible functions , then + g is also negligible .

Claim2 If f is negligible , p is polynomial , then fop is also negligible .

Corollary If g is non-negligible , p is polynomial , then I is also
non-negligible .



Concrete -> Asymptotic
A scheme is It , 2)-secure if A running in time =I succeeds

in breaking the scheme with probability = S .

W

A scheme is secure if UPPT A succeeds

in breaking the scheme with probability = negligible .



Computationally Secure Encryption
· Syntax :

A symmetric-key encryption scheme is defined by PPT algorithms
(Gen , Enc, Dec) :

k = Gen (1)

2 = Enc(m) me 50, 137

m/1 =
= Deck(C)

· correctness
:
An , OK output by Gen(1") , XmE50, 13

*

Deck (Enc(m)) = m



Computationally Secure Encryption
Def = A symmetric-key encryption scheme (Gen , Enc, Dec

is semantically secure if UPPTA , E negligible function 3(.) Sit.7

computationally Pr[b= b'] = + 3(n)
indistinguishable

C(17) A(1")

>
Mo, M1 E 50, 13

*

Imo)= /M11
k = Gen

b 50, 13

c= Enc(Mb)
2

>

but b'out



Computationally Secure Encryption
Def2 A symmetric-key encryption scheme (Gen , Enc, Dec

is semantically secure if UPPTA , E negligible function 3() Sit.7

computationally 1Pr[b = 1 (b=0) - Pr[b = 1(b= 1)) = (in)
indistinguishable

C(1
, b) A(1")

>
Mo, M1 E 50, 13

*

Imo)= /M11
k = Gen

c= Enc(Mb)
2

>

but b'out



Computationally Secure Encryption
Def = A symmetric-key encryption scheme (Gen , Enc, Dec

is semantically secure if UPPT A :

X

PrIb=b'] = + neg/(n) in Game 1
.

W

Defz /PrIb= 1 /b=0) - Prtb = 1/b= 1)/= neg/(n) inGamez
.



Constructing Secure Encryption

Pseudorandom Generator (4RG)

V

Semantically Secure Encryption



Ipsendo)randomness
What does it mean to be random ?

Is this string random ?

011011010110001

010101010101010

What does it mean to be pseudorandom ?



Pseudorandomness

· Concrete Definition :

D
: a distribution over n-bit strings .

D is It, 2)- pseudorandom if &A running in time = t ,

I Pr TA(x) = 1) -EntA(x) = 13) = a .

X=D

· Asymptotic Definition :
D = ED1

,
D2
,

--- 3 an ensemble of distributions ,

Dr
:
a distribution over n-bit string .

D is pseudorandom if UPPTA , Enegligible function 2() Sit.

I Pr TA(x) = 1) -ETA(x) = 13) = 3 (n) ·

x=Dn



Pseudorandom Generator (PRG)

n poly(n)
- -
random seed C > "looks random"

↑$ public N

50, 13 deterministic ? UPPT A
W

truly random

G : 30 , 23"- 30 , 131(n) ((n) < n



Pseudorandom Generator (PRG)

G : 30 , 23" -> 30 , 191(n) e(n) > n

Def = G is a pseudorandom generator (PRG) if
UPPT A ,

I negligible function negl. ) Sit .

I Pr TACG(s)) =1) -Pr [A(x) = 13) = negl(n)
=Un x= Ve(n)



Pseudorandom Generator (PRG)

G : 30 , 23"- 30 , 131(n) ((n) < n

Def 2 G is a pseudorandom generator (PRG) if
UPPT A ,

I negligible function negl. ) Sit .

Prtb= b'] = + neg) (n)

C(17) A(1")

b 50, 13

If b =0, then 35Un
,
X : = GIS)

If b= 1 , then x = UeIn)
X

>

but b'out

What if it is computationally unbounded ?



Exercises

GIs) =SiSi
concatenation

Is G a secure PRG ?



Exercises

Let G : So ,13- 90
,
132" be a PRG -

Construct H : 30 , 13" - So , 13 2 as H(s) : = GCS) (sIIO")
.

Is H necessarily a PRG ?


