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· Identification Schemes

· Fiat-Shamir Transform
· Schnorr's Identification / Signature Schemes

· Definition of Zero-knowledge Proofs
· Perfect EKP for Diffie-Hellman Tuples

























NP as a Proof System

Example : Gragh 3-coloring
⑭ ⑭

⑪
O ⑭

NP language L = &G : G has 3-coloring

NP relation RL = E (G , 3202)
↑grath 3-coloring

Statement : graph G

Proof : 3- coloring of G . SCOL

(G, 321) E RL









Perfect ZkP for Diffie-Hellman Tuples

Input : Cyclic group G of order 9 , generatory , h , H,

ga igb gab
Witness : b

Statement : EbtEg Sit
. U=gb x v = h

SProver (b Verifier Completeness ?
Za A : = gr

, B :=ht >
24 50 , 13

-
[

S : = Gobtr moda
Verify g=A . up

h =B. va

If 5 = 0 => S = r => g5=A h=B

If U = 1 => S = b+ = g = An h =B . v






