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· Digital Signatures
· Hash-and-Sign Paradigm
· RSA-based Signatures
· Random Oracle Model



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers

-from LWE IGSW)

Step 2 : Bootstrapping



Post-Quantum Assumption : Learning With Errors (LWE)
n : security parameter Def We say the decisional (WEn ,m .g .x problem

- znt is (quantum) hard if F(quantum)4PTA,

m = (n log 9)
Inegligible function [( I) Sit .
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SWHE from LWE (GSW)

Attempt 1 (secret-key)
Sk = tux1

=nx1

Encsk(M) : Me 50, 13
How?

sample Cot Eq
**"

Sit . Co · E = small

X
Co t - e

nx nx1 nx1

C = Co+ M . I
↑ x

nxn identity matrix

DeCsk(C) : C . E = (Co +M: I) . E = e + M.E

CPA Security ?



SWHE from LWE (GSW)

Attempt 1 (secret-key)
Without Error : C . E = M.E With Error : C . E = m.E + e

Homomorphism : Ca . E = M1 . I Homomorphism : Ca . E = M1 . E +=

C . E = Mr . E C . E = Mr . E + en

Additive Homomorphism ? Additive Homomorphism ?
C= C1+ (2 C= C1+ (2

c. E = (C1 + (2) · E = (M1+ Mr) .E c. E = (C1 + (2) -E = (M1+ Mr) .E + (ei+e)

Multiplicative Homomorphism ? Multiplicative Homomorphism ?
C= 11 ·(2 C= 11 ·(2

C . E = (C1 . (2) . E C . E = (C1 . (2) . E

=C=. ((E) =C=. ((E)

= C1 : M2 : E =C1(Mn - E + ei)
= M2 . (21 - I) = M2 · 21 . I + (1 es

= M2 : M1 . E
=M2 . (M1 . E + e1)+ (1 : ez
=Mr .Ma .+ Mr E1+ (· en



SWHE from LWE (GSW)

Attempt 2 (secret-key)

Flattering Gadget : G

Gadget matrix GCZaM
**

L

G Gt(C) X G - C

mXM man man
man

X

small

Inverse transformation bit decomposition
L

G : Za- am
*m

101 01 1 ...

e
FC exam , GCC) = small

X

% .
- C

!

G (c) · G = C mXM
00

man man

m= n . Flog 97



SWHE from LWE (GSW)

Attempt 2 (secret-key)
Homomorphism : (1 . E = M1 - (G -E) + e1

Sk = tux1 S 22 . E = M2 - (G .E) + e
=nx1

Additive Homomorphism ?

Encsk(M) : Me 50, 13 C= (1 +( = ( .E = (M1 +Mr) . (G.E)+ (ei+er)
mx

sample Cot Eg Sit . Co · E = small Multiplicative Homomorphism ?
c = G((1) : (2

X t
-

c. E = G ((z) . G : E
Co nx1 e

=G+(Cr) · (Mr -(G -E) + ei)
man Mx1 = Mc . G(() · G . E + G (C) · en

C = Co+ M . C
= Mr . (1 .E+ GT(1) · Es

=M2 . (M1 . (G -E) + ei) + G (() .e
gadget matrix

= M2 -M1 . (G .E) +Mr.1 + G(C1) .er

DeCsk(C) : C . E = (Co+M. G) . E
How homomorphic is it ?

= e + m . (G :E)

CPA Security ?
#MULT = logm &



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers

-from LWE IGSW)

Step 2 : Bootstrapping



Step 2 : Bootstrapping
Ct1 Ct2 . . · (tu
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Ctf - too much noise !
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W

Cty - fresh noise !



Leveled FHE

(PK1 , SK1) Ct1 Ctz & - · Ctu

I
W

Ctf - too much noise ! SK1
11 11

01 101 ... 1-1
... O

-
l k

(PK2, SK2) EncpK2 EncpK2
V V I V

(2) (2)Ct Ctz & ⑳ & Cte It · a & it!

f = Desk (Ctf)
W

Y
PK1 Ctfin

= EncpKz(Y)
SK1

PK2
One more operation ADD & MULT



Step 2 : Bootstrapping
Leveled FHE : PK1 , PK2 , PK3 I & ⑧ e I pkn

EncpKz(SK1) EncpKy(SKz) EncpKn(Skn-1)

FHE : PK , EncpKISk)
"circular secure" assumption



Digital Signature

Alice Bob
0 (m , 5) O
A M I >

A
(m , 2')

m Sk (m , w) PK
↓ ↓ Eve ↓ ↓
Authenticate & Verify

↓ ↓
I 0/1

(signature)



Digital Signature
· Syntax :
A digital signature scheme is defined by PPT algorithms (Gen , Sign , Vify) :

(pk , sk) < Gen (1)

5 = Signsk (m) meM
01 :

=

VrfYpK (m , -)

· correctness : An , X(pK , sK) output by Gen(1") , XmEM

Urfy (m , Signsk(m)) = 1PK

· Security ?



Digital Signature
Def A digital signature scheme it= (Gen , Sign , Vrfy) is secure if UPPTA ,

Enegligible function 31) S.t. PrISigForgeA,+==] = 9 (n)
.

C(17) A(1")

(pK , sk) < Gen (1)
PK > Q :

= Em1m queried by 3

L meM SigForger,i== (A succeeds) if
~= Signs (m) 2 C ① m

*A Q , and
>

② Urfypp (m+, ) = 1 .

output (m+, o
*)



Hash-and-Sign Paradigm

Recall : Hash-and-MAC

Secure MAC for fixed-length messages
t => Secure MAC for arbitrary- length messages

CRHF for arbitrary-length inputs

M
HS

> n Mac> t

Hash-and-Sign

Secure Signature for fixed-length messages
t - Secure Signature for arbitrary- length messages

CRHF for arbitrary-length inputs

S

M
H

> n Sign > 8



RSA-based Signatures

Plain RSA Signature :

· Gen(1") : se

(N
, e ,d) = GenRSA(1") 8 o -

M

Pk : = (N ,e) und
Sk: = (N, d)

** *N

· Signsk(m) : me Ri
*

= = md mod N

· Vrfypk/m , 2) : m = we mod N

Is itsecure? No !

No-message attack
Correlated message attack

Arbitrary message attack



RSA-based Signatures
M

RSA-FDH (Full Domain Hash) Signature :
· Gen(1") : H

se
(N
, e ,d) = GenRSA(1")

L

Pk : = (N ,e) 8 o Jo

y

Sk: = (N, d) yd
Specify a hash function H : So, 13

*
-E ** 2

*

N N

· Signsk (m) : me 0
, 13
*

= = H(m)d mod N

· Vrfypk/m , 2) : H(m)= we mod N

Thin If the RSA problem is hard relative to GenRSA and H is modeled as a

random oracle , then this signature scheme is secure .

H ~
1

X r

Al



70 : RSA-FDH Signature

C(17) A(1")

(N
, e ,d) = GenRSA(1")

Pk= (N, e) >

keep a table of T= <(m , y)3

< H(m)
If m not in the table :
y

,
add (m, y) toT

Use (m , y) in T . y I
If mast in tin tasn : Signe.y

,
add (m, y) toT

Use (m , y) in T, == yd

Output (m+, ~4)



H
: sample &***, Set H(m) = = we

C(17) A(1")

(N
, e ,d) = GenRSA(1")

Pk= (N, e) >

keep a table of T= <(m , y , 533

If m not in the table :
~I

, y: = re
add (m, y, 2) toI

< H(m)

I
Use (m , y , 2) in T .

y

If mast in the tasm :

Since.I*2
, y: = re

add (m, y, 2) toI

Use (m , y , 2) in T .

8

cut (m4
,
~4)Out

71 has the same distribution as Ho ·



72
:

m [m/H(m) has been queried by A3

C(17) A(1")

(N
, e ,d) = GenRSA(1")

Pk= (N, e) >

keep a table of T= <(m , y , 533

< H(m)
If m not in the table :
~I

, y: = re
add (m, y, 2) toI

Use (m , y , 2) in T .

y I
If mast in the tasm : Sinee))I*2

, y: = re
add (m, y, 2) toI

Use (m , y , 2) in T .

8
>

cut (m4
,
~4)Out

There is a negligible difference in it's success probability between H1 & #2 .



C(17)
RSA

B(1") Hz A(1")
Pk= (N,e, y

*)
>

Pk= (N, e) >

i* [1, 2, . . .,83

keep a table of T= <(m , y , 533

If Eth H( .) query :
L H(m)

y = = yt, add (m, y*,) to I

If m not in the table :

add (m, y, 2) toI

Use (m , y , 2) in T . y

~I
, y: = re ·If m not in the table :

<

I*2
, y: = re

add (m, y, 2) toI

Use (m , y , 2) in T .
8

*, r)Output (m

Output
*


