
CSCI 1510

· Post-Quantum PKE from LWE Assumption (Continued)

· Homomorphic Encryption
· Somewhat Homomorphic Encryption over Integers
· SWHE from LWE (GSW)

ANNOUNCEMENT : Mid-semester survey (for extra credit



Post-Quantum Assumption : Learning With Errors (LWE)
n : security parameter Def We say the decisional (WEn ,m .g .x problem
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Post-Quantum PKE : Regen Encryption
· Gen(1") :

S
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* sa" exXM A nX1

l b
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b=Aste mod q(

sk = S man MX1 Mx1

· EncpKCM) : M - 50, 13
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· Decsk(c) : c = G C2
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G - x1 ,s
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Th If LWEn , m,8 ,
x is Iquantum) hard , then Regen encryption is (post-quantum) CPA-secure .



Proof Sketch L Ho A L 73 A
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Homomorphic Encryption

So far , encryption schemes :

Ct + Enc(x)

x = Decsk(Ct)

All-or-Nothing :

W/ sk -> x

w/osk -> Nothing

Homomorphic Evaluation :

Ens(x) >

Eval > Enc(f(x)
f >



Application : Outsourcing Storage & Computation
Server Client

e 0
A

Data x

key sk

Ct = Enc(X)
Ct

<

< f

ct= Eval (f, ct)
ct

>

f(x) = Decsk(ct')



Application : Privacy - Preserving Query
Server Client

e 0
A

Input x

key sk

Ct = Enc(X)
Ct

<

ML/GPT/ ...
↓

ct= Eval (f, ct)
ct

>

f(x) = Decsk(ct')



Homomorphic Properties of Encryption Schemes

Multiplicatively Homomorphic Additively Homomorphic

Encme Enc(M- e) Encme Enc(M e)

El Gamal : Exponential El Gamal :

(1= (g7, h*. m1) Enc(m) = (g,h. gm)
Cz= (g ,

h . Mn) (1= 197,
hY. gM1)

N
= IgEtr+gM1
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(r . gMz)

Regen :

C = (rt - A ,
n b + M1 . (2))

Cz = (rT · A , r b + M . (2))2

↓

((k+r)+· A ,
(r1+r)+- b+ (M1+M2) - (E))

Fully Homomorphic : Additively & Multiplicatively Homomorphic



Is it possible ?

· Question was asked back in 1978

· Big breakthough in 2009 (Gentry)
-complicated construction
-Non-standard assumptions

· By now : much simpler constructions from standard assumptions .



Fully Homomorphic Encryption (FHE)
· Syntax : A public-keys homomorphic encryption scheme
i = (Gen ,

Enc , Dec , Eval) w.r.t . function family 5 :

-(pk , sk) = Gen(1")
-

I = Enck (m) me 40 , 13
- m = Decsk(Ct)
- If - Eval If ,

21
,

. .

., (i) f :
30 , 23"- 90 , 13

· correctness : OfEF ,
M1

,
M2

, . . . , MK E [0 , 23

PrtDecsk(Ctf) = f(M1 ,

. .

.,mi)]< 1- neg)(n)

Lkwhere (pK , sk) = Gen(1") ,
Ci < Enpk(mi) ViE-7 ,

C - Eval If , Ct1, . . .

, Ctr) .

~
Impossible !

· CPA/CCA Security ?

1ctf) = fixed poly(n)
Missing Requirement ? Independent of circuit size of f .



Fully Homomorphic Encryption (FHE)
· Syntax : A public-keys homomorphic encryption scheme
i = (Gen ,

Enc , Dec , Eval) w.r.t . function family 5 :

-(pk , sk) = Gen(1")
-

I = Enck (m) me 40 , 13
- m = Decsk(Ct)
- Cf- Eval If ,

21
,

. .

., (tr) f :
30 , 23"- 90 , 13

· If I is the set of all poly-sized Boolean circuits ,

then it is fully homomorphic .



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers

-from LWE IGSW)

Step 2 : Bootstrapping



SWHE over Integers

Attempt 1 (Secret-key) Why odd ?
- secret key : Odd number p

L

- Enc(m) : me So , 23

sample a random 9.
Output C =

p · 9 + m

Encryption of O is a multiple of p .

- Dec(Ct) : It mod p
- Eval ADD : Ct = ct1 +etz

Eval MULT : Ct= Ct1 : Ct2

CPA Security ? No !

GCD (p ·9 , p -9 ,

... ) =

P



SWHE over Integers

Attemp 2 (Secret-key)
- secret key : Odd number p
- Enc(m) : me So , 23

sample a random 9. Sample a random exp

Output C =

p · 9 + m +2

Encryption of O is small and even modulo p .

- Declt) : [Ct mod p] mod 2
- Eval ADD : Ct = ct1 +etz

Eval MULT : Ct= Ct1 · 2

· Approximate GCD Problem :

Given poly-many [Xi= 4 · 9:+ Si] , Output 4 .

Example parameters : p-zO(n) , 9: -z0(n) Si-zO(n)

Best known attacks require 2" time .



SWHE over Integers

Attempt 3 (public-key)
- secret key : Odd number p

public key : "encryptions of 0
11

Exi = 4 · 9: + zei)ic [n]
- Enc(m) : me So , 23

Sample a random exp

Output Ct= (random subset sum of xis) + m + ze

Encryption of O is small and even modulo p .

- Declt) : [Ct mod p] mod 2
- Eval ADD : Ct = ct1 +etz

Eval MULT : Ct= Ct1 · 2

How homomorphic is it ?



Reger Encryption from LWE

man
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man MX1 Mx1 man Mx1

pk= (A . b) pk= Bmxn
B .t= small

sk = S sk = tux1

EnpK(M) : Me 50, 13 EnpK(M) : Me 50, 13

sample a random s<[m] sample ~*So, 13 M M . (2)

C = I Es* (i, bi) + m- (2)) r
1Xm

X + 0 W

1X

B
i-th row of A

small noist
DeCsk(C) : c = G C2

man

2)+ zei c= r. B + (0,
. .

., 0
, M- (2))C - <(1 , 5) = M . L

its

DeCsk(C) : <,t = M- (E) + small noise



Reger Encryption from LWE

Homomorphism :

C1 = Enc(M1) <C1
,
ts= "small"-Mr . (E)

C2= Enc(M2) <Cr ,
t3= "small" M2 . (E)

Additive Homomorphism ?

C = (1+ (2

<,t = "small" + (M1+M2) . (-)

Multiplicative Homomorphism ?



SWHE from LWE (GSW)

Attempt 1 (secret-key)
Sk = tux1

=nx1

Encsk(M) : Me 50, 13
How?

sample Cot Eq
**"

Sit . Co · E = small

X
Co t - e

nx nx1 nx1

C = Co+ M . I
↑ x

nxn identity matrix

DeCsk(C) : C . E = (Co +M: I) . E = e + M.E

CPA Security ?



SWHE from LWE (GSW)

Attempt 1 (secret-key)
Without Error : C . E =

M.E With Error : C . E =

m.E + e

Homomorphism : Ca . E = M1 . I Homomorphism : Ca . E = M1 . E +=

C . E = Mr . E C . E = Mr . E + en

Additive Homomorphism ? Additive Homomorphism ?
C= C1+ (2 C= C1+ (2

c. E = (C1 + (2) · E = (M1+ Mr) .E
c. E = (C1 + (2) -E = (M1+ Mr) .E + (ei+e)

Multiplicative Homomorphism ? Multiplicative Homomorphism ?
C= 11 ·(2 C= 11 ·(2

C . E = (C1 . (2) . E C . E = (C1 . (2) . E

=C=. ((E) =C=. ((E)

= C1 : M2 : E =C1(Mn - E + ei)
= M2 . (21 - I) = M2 · 21 . I + (1 es

= M2 : M1 . E =M2 . (M1 . E + e1)+ (1 : ez
=Mr .Ma .+ Mr E1+ (· en


