
CSCI 1510

· Trapdoor Permutations (continued)

· Post-Quantum PKE from LWE Assumption

ANNOUNCEMENT : Mid-semester survey (for extra credit



key Exchange : Security

Def A key exchange protocol it is secure if
APPT A , Enegligible function E() Sit . PrTb = b'] = =+ 3(n) .

C(1") A(1")

Two parties holding I" execute i .
=> transcript T containing all the messages
& a key k output by each party .

b 50, 13

If b=0 , R: = k

If b= 1 , R< 50 , 23"
(T , k)

<

output b'



CPA Security

Def A public-key encryption scheme (Gen , Enc, Dec
is CPA-secure if UPPT A , Enegligible function 3(.) Sit.

Pr[b= b'] = + 3(n)

C(17) A(1")

(pK, sk) = GenC1")
pk >

Mo, M1 E 50, 13
*

C

b 50, 13 Imo)= /M11

c= Enc (Mb)PK 2
>

but b'out

CPA-secure PKE
,

=> Key Exchange

↳



PKE from 2- Message key Exchange
· Gen(1") :
Generate Msg: of P1 in key exchange
PK : = Msg=
Sk: = Secret state of P1

· EncpK(m) :
Generate Msg, of P2 in key exchange
Derive K in key exchange
c: = (Msg2, k- m)

· Decsk(C) : C= (Msg2 , c)

Derive K in key exchange
Output K*C



Thi If the key exchange protocol is secure, then this encryption scheme is CPA-secure .

Proof Sketch C Ho A L 73 A

PK=Msg= > PK=Msg= >

Mo, M1 Mo, M1< <

c = (Msg2, k* mo) > c = (Msg2, k+M1) >
output b' output b'

I key Exchange I key Exchange
L H1 A L He A

PK=Msg= > PK=Msg= >

Mo, M1 Mo, M1< <

7
c = (Msgz, r⑰ Mo) > OT >

c = (Msgz,+M1) >

output b' output b'



Trapdoor Permutation

f

easy to compute <

I

f+ ?
↑ hard to invert

easy to invert given trapdoor

xe

X - so

y

yo
** *N



Trapdoor Permutation

Def A family = = Sfi : Di ->RiYizI is a trapdoor permutation if
① permutation : Vie] , fi is a permutation (bijection)
② easy to sample a function : (i , t) = Genl2") .

③ easy to sample an input : x < Sample (2t1) .

x uniform in Di .

& easy to compute fi : filx) poly-time computable WitI , XtDi .

⑤ hard to invert fi : APPTA, I negligible function E() S.t.

I
(iit)= Gen (1),

IPr x= Sample(i)
: fi(z) = y

= 2(n) .

y= filx)
z = A(1", i, y)

D easy to invert fi with trapdoor : Inv(iit, filx)) =x (i
, t) = Gen(1")
X EDi

Example : RSA trapdoor permutation



Hard-core Predicate

Def Let T= F, Gen . Inv) be a trapdoor permutation ,
Let he be a deterministic poly-time algorithm that, on input i & xtDi ,

outputs a single bit hailx) .
he is a hard-core predicate of it if
FPPT A , Enegligible function (1) Sit. hei(x)

Pr [A (i
, fi(x))= ha: (x)] = = + <(n) ↑ fi(i, t)< Gen (1")

x= Di X ·-> y

Thi Assume trapdoor permutation exists .

Then there exists a trapdoor permutation # with a hard-core predicate he of i .



PKE from TDP

· Gen(1") :
(i
,t) = Gen (1")

PK : = i
Sk: = t

hei(r) =m

· EncpK(m) : me 50, 13 ↑ fi
r = Di Sit

.
hair) = m r ·

-

C-
c: = fi(r)

· Decsk(C) : hci (Inv(i , t, c))

Thi If I = <F, Gen . Inv) be a trapdoor permutation with a hard-core predicate he,
then this encryption scheme is CPA-secure .



Proof Assume EPPT A that breaks CPA security ·
We construct PPT B to break the security of he

C he B CPA A

(i
,t) = Gen (1")
x= Di

Pot P= = 1
y = = filx) i, y < 140-P= 1 = negl(n)

PK= i -
=> poI-neg/(n)

Mo=0
L
M1= 1 P1 ? -neg/(n)

y >

↳ : (8+ 91)
<Output b =PrIA wine CPA game]

Output b'
I I+ non-neg/(n) .

POL Go W

PrIhi(x) = b'/x-Di] = PrThi(x) =01x=Di7 · PrIA guesses correctly/y encrypts 07
+ PrThi(x) =1/x=Di7 · PrIA guesses correctly/y encrypts 13
41 + G
I (t-neg1(n)) · 80 + (t-negl(n)) · 8 =

< : (80+ 81)-negl(n) = I+ non-neg/(n) -neg/(n)



Post-Quantum Assumption : Learning With Errors (LWE)
n : security parameter Def We say the decisional (WEn ,m .g .x problem

- znt is (quantum) hard if F(quantum)4PTA,

m = (n log 9)
Inegligible function [( I) Sit .

manAI9
X : distribution over Eq PrI SY : A (A , [Aste mod 93) = =II concentrated on "small integers")

Na : A(A , b) = z] = ie
X

M
x

S
t -

O A nX1
l b

Pr[lek - 9/e=x] = neg/(n) man MX1 MX1

2 1

A b'

man MX1



Post-Quantum PKE : Regen Encryption
· Gen(1") :

S
X t -

A ** a
* sa" exXM A nX1

l b

pK= (A , b=Aste mod q(
sk = S man MX1 Mx1

· EncpKCM) : M - 50, 13
rE

sample a random s<[m]
$50 , 13 M M . (2)

C = I Es* (i, bi) + m- (2))
r

1Xm
X

A b

t 0 ~1x(n+1)

i-th row of A

· Decsk(c) : c = G C2
small noist mx(n+1)

G - x1 ,s =

M - (E) + Esei

Th If LWEn ,m,8 ,x is Iquantum) hard , then Regen encryption is (post-quantum) CPA-secure .



Proof Sketch L Ho A L 73 A

PK= (A , Aste) > PK= (A , Aste) >

<Mo =0 , M1= 1 <Mo =0 , M1= 1

C= (isAi, Esbi)
>

C= (Esti,Esbi+(E))
>

output b' output b'

↑ LWE I LWE
I

L H1 A L He A

PK= (A , b) > PK= (A , b) >

<Mo =0 , M1= 1 <Mo =0 , M1= 1

=(Esti, Esbi) -
=(Esti, Esbi+(E))>

> -

output b' output b'


