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One-Way Function

f : 90, 23
*
- So, 13

*
that is easy to compute & hard to invert

.

f
-

I

f+ ?



One-Way Function

Def A function f : 30, 23
+
-> 30

,
23* is a one-way function (OWF) if

-easy to compute : Ipoly-time algorithm Mf computing f . Fx , Mf(x)
= f(x) .

-hard to invert : 444TA . Enegligible function El :) Sit .

Pr [A(1"
, f(x) = f-(f(x))) = <(n)

* 50,13

One-way permutation (Owp) : 90 , 23"- 90 , 23" bijective .

C(1) A(1")

x 50, 134

y =

= f(x)
y

>

output x' PrTf(x) = y] = <(n) .

What if i is computationally unbounded ?



Candidate One-Way Functions

· Factoring : f(x , y) = x . y
↑

X, y are n-bit primes

· Subset Sum : f(x1 , X2, ..., xn , 5) = (x1, x2, ..., xn5545 mod2")
↑

x: E90,13" interpreted as an integer
JE So , 13 "interpreted as a subset of In)

· Discrete Log : fp ,g(x) = gx mode
↑

p is an n-bit prime .

g is a "generator" for p*.

· SHA-2/ AES



Exercises : Is g necessarily a OWF ?

Let f : So, 13 - 0. 13" be a OWF .

ag(x) = f(x) if x=o .

otherwise

② g(x) = f(x)t1 ... n-1) (least significant bit truncated)

③ g(x , y) = (f(x), y)



⑪ Let f : So, 13 - 0. 13" be a OWF .

q(x) = f(x) if x=o . g is still a owF .

otherwise

Proof Assume not
, then EPPT A that breaks the one-wayness of g .

We construct a PPT B to break the one-wayness of f .

C f
B 9 A

x 50, 134
y =

= f(x) y
> y

-
<output X

output x

PrIf(x) = y J = PrIx=o] · PrIf(x) = y)x=04] + PrIxtor] · PrIf(x) = y)x+o]
10 + (1- 27) · Pr[g(X) = y/x4o] = non-neg/(n) -z-"

non-negl(n)<Pr[A breaks g) = PrIx=02] · PrIA breaks g1x=02]+PrIxFoL] ·PrIA breaks g1xto"]↑
=2
-

+ (=- 24) . Pr[g(X) = y/xFo]



② Let h : S0, 24"-> So . 13 " be a OWF .

f(x ,y) = (h(x)/lon if y=or
110-7111 otherwise

Step 1 : f is a OWF .

Proof Assume not
, then EPPT A that breaks the one-wayness of f

We construct a PPT B to break the one-wayness of h.

h
C B f A

x 50,13
t : = h(x) t

> t II On
>

output (x:y')

output x

non-negl(n)-2-4
Prth(x)=t] = PrIf(x' , y')= to / yF0U]= 1- z

-n/2

↑non-negl(n)<PrtA breaks f) = Prty= o"27 · PrTA breaks fly=0"]+ PrtyFo"] ·PrIA breaks fly O"]
=2
-+
+ (1-z

-M4. PrIf(x! y')= to / yFov]



Let h : 90, 23"-> 90 . 13 " be a OWF .

f(x ,y) = (h(x)/lon if y=or
IIO
*** 111 otherwise

g(x,y) = h(x)/lon-1 if y= 0 "
Ex 1104/-1 otherwise

Step 2: I is not a OWF .

We can construct a PPT A to break the one-wayness of G :

On input z
= tly
"-=, output (x , y)= It, 0")



③ Let f : So, 13 - 0. 13" be a OWF .

g(x , y) = (f(x), y) . g is still a owF .

Proof Assume not
, then EPPT A that breaks the one-wayness of g .

We construct a PPT B to break the one-wayness of f .

C f
B 9 A

x 50, 134
z : = f(x) z

>

y* So,13 " (2, y) >

Output (xiy')

output x

PrIf(x)= z] = PrIg(X! y') = (z , y)] = non-neg1(n) .



Hard-Core Predicate /Bit

Def A function he
:
90, 13
*
- So, 13 is a hard-core predicate/bit of a function f if

-he can be computed in poly time

- F4PT A , Enegligible function (1) Sit.

Pr [A(1"
, f(x) = hc(x)] = = + <(n)

* 50,13

C(1) A(1")

x 50, 134

y =

= f(x)
y

>

output b' PrThc(x) = b'] < =+ 3(n) .

Does every OWF have a hard-core predicate ? Open Problem !



Constructing Hard-Lore Predicate

Thi (Goldreich-Levin) Assume OWFs (resp. OWPs) exist.
Then there exists a OWF (resp. OWP) g and a hard-core predicate he of g .

LOW4
Given a OWF f ,

LOWP
Construct another OWF g(x , r) : = (f(x) . r) , (x=/r1 .

with a hard-core predicate hc(X , r) : = #
,
X:. ri



Let f : So, 13 - 0. 13" be a OWF .

g(x , r) : = (f(x) . r) , (x) = /r =n . g is still a owF .

hc(x , r) : = Xi . ri

Thi he is a hard-core predicate of g .

Proof Assume not , then EPPT A that breaks the hard-core predicate he .

- with probability 1 .

We construct a PPT B to break the one-wayness of f .

C f
B ha A

x 50, 134
z : = f(x) z

> FiE[n)
,

Vi : = 0 ... 010 .. p

>
I

<

(2
, (i) Ibi

Output x
= b1 ... bu

PrTbi = Xi] = 1

PrIx = 1 ] = 1 .



Constructing PRG from OWP

Let g : So , 23"- So , 23" be. a OWP with hard-core predicate he .

Construct G : 90 , 13- 50 , 23 "+

G(s) = g(s) Il hc(s)
.

Th G is a PRG
.

Ho
:

3490 , 13"
, Output g(s)Il hcls) . ↑

C ho security
H1 : S490 , 13", b ** So, 23 , output g(s)11b I

72 : US0 ,13 , b1490. 13 . output wIlb
C identical distribution since g is permutation



Increasing the Expansion

-Un

↓ G

= Un+1

↓ G ↓ G

- - - = Unt2

Ho H1 72
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