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· CBC-MAC (continued)

· CCA-Security & Unforgeability

· Authenticated Encryption



Message Authentication Code (MAC)
· Syntax :
A message authentication code (MAC) scheme is defined by PPT algorithms
(Gen , Mac , Vrfy) :

k = Gen (1)

+ < Mack(m) m = 50, 135

011 : = Vrfyx(m ,t)

· correctness
:
An , UK output by Gen(1") , XmE50, 13

*

Vrfy,(m , Mack(m)) = 1

· Canonical Verification :

If Max(m) is deterministic, then Urfyx(m ,t) is straightforward .

Mack(m) = t



Message Authentication Code (MAC)

Def 1 A message authentication code (MAC) Scheme it= (Gen , Mac , Vrfy) is

existentially unforgeable under adaptive chosen message attack , or EU-CMA-secure,
or secure

, if UPPTA , I negligible function 31) S.t.

Pr[MacForger
,i
==] = E(n)

.

C(17) A(1")

k - Gen(1")
>me 0, 13

* Q :
= Em1m queried by 3

t I MacForget
,i
== (A succeeds) if

t= Mac
,(m)

① m
*A Q , and

>
② Urfyx(m+, +4)

= 1
.

output (m+, +
*)



Message Authentication Code (MAC)

Def 2 A message authentication code (MAC) Scheme it = (Gen , Mac , Vrfy) is

strongly secure if UPPTA , Enegligible function 3() S.t.

Pr[MacForge. i==] = E (n)
.

C(17) A(1")
Q :
= E (m ,t) /m queried by i ,

k - Gen(1") t is the response?
>me 0, 13

*

I MacForge
,
== (A succeeds) if

t= Mac
,(m) ① (mY +Y) & Q , and

t
>

② Urfyx(m+, +4)
= 1

.

output (m+, +
*)

Thi If it= (Gen , Mac , Urfy) is a secure MAC with canonical Verification (Mac is
a deterministic algorithm) , then it is also strongly secure . **m



Fixed- Length MAC
Let F : 30 , 73"x 30 ,13"- So, 13" be a PRF .

Construct a MAC scheme :

· Gen (1) : sample k& So , 23", Output K .

M

di
· Mack(m) : m = 50 , 13 " Fk

output t : = F((m) N
t

· Vrfyx(m ,t) : Film) =t

Thin If F is a PRF, then it = (Gen , Mac , Urfy) is a secure MAC scheme

for fixed-length messages of length n .



CBC- MAC (for fixed-length messages
Let F : 30 , 73"x 30 ,13"- So, 13" be a PRF .

Construct a MAC scheme for messages of length /(n) . n :

· Gen (1) : sample k& So , 23", Output K .

· Mack(m) : m = %0 , =3
e(n) ·n

m= M11/mell ... I me Mie 50,13

M1 M2 M3 me

V V

> > > * & >

V W W

Fk Fk Fk #
W

t

· Vrfyx(m ,t) : Mack(m) =t

The If F is a PRF, then CBC-MAC is a secure MAC scheme for fixed-

length messages of length &(n) . n .



The If F is a PRF, then CBC-MAC is a secure MAC scheme for fixed-

length messages of length &(n) . n .

Proof Sketch Mac : So ,13"x50 , 134n)
. n
-> 90, 13 "

suffices to show Mac is a PRF .

k50 , 13

M1 M2 M3 me

V V

> > > * >

V W W W

Fk Fk Fk FR

W

t

I PRE
f Funcn

M1 M2 M3 me

V V V

> > > * >
⑳ & ·

new
·
↳new

V W W W

f f f f

W

t

I statistical

94[h/h : 50, 231(n)
.n

-> 50,13"3

+: = g(m_11 -- - 11 me)



MAC for messages of arbitrary length (multiple of n)

Approach 1 : MAC of CBC-MAC

M1 M2 M3 me

V V V

⑦ > >> > * &

V W W

Fk Fk Fk #
W

Fi

W

t



MAC for messages of arbitrary length (multiple of n)

Approach 2 : CBC-MAC on Im111m

Im M1 M2 me

- V V

> > * &

I bits ⑦ > >

V W W

Fk Fk Fk #
W

t



Exercises

M1 Mz me im

V> > * & > >

W W W

Fin Fk Fk FR

W

t

Show this is not a secure MAC for messages of arbitrary length (multiple of n) .

W1 (n> M1 <n) M3 (3n)

V

> > ⑦ >>

W W

# E Fin FR FR E

Es Ez

mi! (n> m <n) 1+3 Ms (3n)1
-

V V> > > >

W W W

# E Fk FR Fk Ex
W

ts Ez



Authenticated Encryption

Alice Bob
0 c-C O
A M

>
/-

m k C k I k

↓ ↓ M=? ↓ ↓ ↓ ↓

Encrypt & Decrypt Decrypt
↓ ↓ ↓
2 M I

Security Guarantees :
-Message Secrecy : CCA Security

-Message Integrity : Unforgeability



Chosen Ciphertext Attack (CCA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure

against chosen ciphertext attacks , or CCA-secure , if UPPT A ,

Enegligible function 31) Sit
. Pr[b= b'] = + 3 (n)

C(17) ·A(1")

k - Gen(1")
ME 50, 13

*

c= Enc(m) 2
>

I

C

C I Phase 1 Queries
C

m : Deck(C) m
-

Mo, M1 E 50, 13
*

b 50, 13
C

Imo)= /M11
Challenge Phase

*= Enc(Mb) 2
>

ME 50, 13
*

c= Enc(m) 2
>

I

C

CFC*I Phase 2 Queriesm:=Deck(c)
<

mi
-

output b



Unforgeability
Def A symmetric-key encryption scheme it= (Gen , Enc, Dec) is unforgeable

if UPPT A , Enegligible function 31 . ) Sit. PrIEncForger
,i
==] = <(n)

.

C(17) A(1")

k - Gen(1") Q :
= Em1m queried by 3

>me 0, 13
*

m+ =
=Dec (c)

c= Enc(m)
C ) EncForget

,i
= (A succeeds) if

>

① m
*A Q , and

* ② m
+
+ 1output 2

Def A symmetric-key encryption scheme is authenticated encryption if it
is CCA-secure and unforgeable .



Exercises

Is the CPA-secure encryption from PRF CCA-secure ? Unforgeable?

Enck(m) : m - 50 , 13 "
~ 50 , 13"

output C : = < r, Fk(r)#m>

Not CCA-Secure: C A
<

Mo
, M1

(
*
=<r*, s=Fk(r+)+Mb>

-

i cr+,s
m= FirY)As', - derive FpCrY) => derive Mb

Not unforgeable : A can output an arbitrary zn-bit string .



Intuitions

Can we have an encryption scheme that is unforgeable but not CCA-secure?

ct->ct' encrypting the same message

But hard to generate a new of encrypting a new message

Can we have an encryption scheme that is CCA-secure but not unforgeable?


