
CSCI 1510

· Fixed - Length Encryption from PRG (continued)

· CPA Security

· Pseudorandom Function (PRE)



Computationally Secure Encryption
Def = A symmetric-key encryption scheme (Gen , Enc, Dec

is semantically secure if UPPTA ,
E negligible function 3(.) Sit.

Pr[b= b'] = + 3(n)

C(17) A(1")

>
Mo, M1 E 50, 13

*

Imo)= /M11
k - Gen(1")
b 50, 13

c= Enc(Mb)
2

>

but b'out



Computationally Secure Encryption
Def2 A symmetric-key encryption scheme (Gen , Enc, Dec

is semantically secure if UPPTA ,
E negligible function 3() Sit.

1Pr[b = 1 (b=0) - Pr[b = 1(b= 1)) = (in)

C(1
, b) A(1")

>
Mo, M1 E 50, 13

*

Imo)= /M11
k - Gen21")

c= Enc(Mb)
2

>

but b'out



Pseudorandom Generator (PRG)

G : 30 , 23" -> 30 , 191(n) e(n) > n

Def = G is a pseudorandom generator (PRG) if
UPPT A ,

I negligible function negl. ) Sit .

I Pr TACG(s)) =1) -Pr [A(x) = 13) = negl(n)
=Un x= Ve(n)



Pseudorandom Generator (PRG)

G : 30 , 23"- 30 , 131(n) ((n) < n

Def 2 G is a pseudorandom generator (PRG) if
UPPT A ,

I negligible function negl. ) Sit .

Prtb= b'] = + neg) (n)

C(17) A(1")

b 50, 13

If b =0, then 35Un
,
X : = GIS)

If b= 1 , then x = UeIn)
X

>

but b'out



Fixed- Length Encryption Scheme

Let G : 90 , 13" -> So , 131(n) be a PRG .

· Gen (1)
: sample k*So , 23", Output K .

· Enc(m) : m = 50 , 131(n)

output ( : = G(k) * m .

· Deck(C) : < = 90 , 13Mn) .

output m =
= G (k) + c .

R ((n)
- G-

k > G(k)

↑$ ⑰ M
50, 13

"pseudo OTP"
C



Proof of Security
Theorem If G is a PRG , then T = (Gen , Enc, Dec is semantically

secure for fixed-length messages .

Prof Assume it is not semantically secure , then EPPT A that breaks i
We construct PPT B to break the pseudorandomness of G .

Game (G)
Game(T)

C B A
X <

Mo
, M1

>

b 50, 13
C: = x*Mb

C

<Ouput
'

If b=b, Output 1(PRG)
Otherwise Output o (random)

PrIB guesses correctly) = PrIx= G (Un)] · PrIb =b'/x= G(Un)] +PrIx=Uzn] . PrIb=b'/x= Uzn]

= I . PrIA guesses correctly in the senrity game of i] + ↓ :t

2 t . (t + non-neg((n)) + i = + - non-neg)(n) .



Does Pseudo OTP allow encryption of multiple messages ?

Enx(m1) -> G(K) #M1
↳ M*Mu

Enc(M2) - G(k) &M2



Chosen Plaintext Attack (CPA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure

against chosen plaintext attacks , or CPA-secure , if UPPT A ,

Enegligible function 31) Sit
. Pr[b= b'] = + 3 (n)

C (14) A(1")

k - Gen(1")
me 50, 13

*

c= Enc(m)
C

2 D Phase 1 Queries
>

Mo, me = 50, 13
*

b 50, 13
C

Imo)= /M11
* Challenge Phase

*c= Enc(Mb) 2
>

me 50, 13
*

c= Enc(m)
C

2 D Phase 2 Queries
>

output b



Is Pseudo OTP CPA-secure ? No !

C Mo A

Co =G(k) Mo
>

M1
L

(1= G(k) #M1
>

Mo
, M1L
A
C

>

output b if C
*
= Cb

Thi If the Enc algorithm is deterministic on the secret key and message m ,

then the encryption scheme can't be CPA-secure .



Constructing CPA-Secure Encryption

Pseudorandom Function 14RF)

V

CPA-Secure Encryption



Pseudorandom Function (PRE)

Pseudorandom Generator (4RG)

n poly(n)
- -
random seed C > "looks random" "random-looking" string

↑$ public N

50, 13 deterministic ? UPPT A
W

truly random

Pseudorandom Function (PRE) : "random-looking" function



Pseudorandom Function (PRE)

Keyed Function F : 30 , 14 x 50 , 13 -> 50, 13M

I ↳ k ·4) - y
↑ ↑

deterministic key input output
poly-time

k* 50 .13"FK :
>

So , 13 " 50 , 13 M

"looks like a random function"



Pseudorandom Function (PRE) -

k* 50 .13"FK :
↑

>

How many possible FK's ? M

2 So , 13 " 50 , 13
M

UPPT A
(not knowing ()

f-* 9F/F : 30, 13- 30,23m3 W

0 .. 0 m

0....1

f : >

So

zm >a

How many possible f's ? 22M . ....

m

22 n -
(2) So , 13 zu 50 , 13 M



Pseudorandom Function (PRE)

Def 1 Let F : 90, 13"x 90, 23"- So, 13" be a deterministic , poly-time , keyed
function. F is a pseudorandom function (PRF) if UPPT A,

I negligible function [1 . ) Sit . Pr[b= b'] = + S(n)

C(17) A(1")

b 50, 13

If b=0, then k< 30, 13 " 9 FIF :
30, 13- 30,23"

If b= 1 , then Func
*

If b =0, then y : = Fx(x)
L
X

IIf b= 1 , then y : = f(x) y >

output b



Pseudorandom Function (PRE)

Def2 Let F : 90, 13"x 90, 23"- So, 13" be a deterministic , poly-time , keyed
function. F is a pseudorandom function (PRF) if UPPT A,

I negligible function [1 . ) Sit .

Pr [AF1) = 1) - Pr [Af"(2) = 1] = <(n)I k= Un f Func
I



Exercises

F((x) : = k #x

Is F a secure PRF ? No !

L X A
L

↳I
>

x2
L

yz >

If x,*X=Y,By , output 0 (PRE)
Otherwise

, output = (random)



Exercises

Let F : 30 , 73"x 30 ,13"- So, 13" be a PRF .

Define F' : 90, 23" x 50, 23" -> So, 132 as follows.

Is F' necessarily a PRF ?

a) Fic(x) = FK 1011X) 11 Fx (011X) Fic 10 x ) 11 Fic 10 x S

b) Fic(x) = FK 1011X) 11 Fx (111X) Fic 10 x ) 11 Fi )= x (

c) Fic(x) = FK 1011X) 11 Fx (x110) Fic(0x( 11 Fic) x 0

d) Fic(x) = F(1011X) 11 Fx (x117) Fic(0x( 11 (ic) x =)

a) C
X
A c) C

X=0 ....
A d) C

x1 =0 ... 0
A

y , 1142 >
y , 1142 ><y

, 1142
y , y

L

"y

L

x2=0 ...1y ,= L

4, 1144>
yz= Ys



b) Fic(x) = FK 1011x) 11 Fx (111X) is a PRF

Proof Assume not, then EPPT A that breaks the pseudorandomness of F
We construct PPT B to break the pseudorandomness of F .

Game (F)

C B
Game(F) A

L
X

SI
output

bi
output ?


