CSCT 1510

¢ Fixed - Length Brorypin from PRG (lontinued)
. CYA §¢wﬁtg
+ Porudorandemn  Functimm (PRF)



0 ol | —nrypbiov

De{i A Gtammetm—kza wwryrﬁom scheme  ((Gew, Ent, Der)
% §o,mav\ﬁCallu Serave F VIPT A, Elnzgh‘gu‘ble ﬁnm‘w ¢() st
PrUb=bJ << +smn)

C (1) A (1Y)
¢ Mo, Mg € %o.ﬁ*
| Mo| =]w4|
K& Gen(1")
bt f0.4)
C & EV\LK(ML)
¢
Ouctpret b




0 wonall —nuryption
DQ:GL A thmmetn‘c—kad wcxy?ﬁw\ Scheme  (Gew, Bnt, Dec)
% Semantically Seemve F VPPT A, Inegligitle funcidu £0) sit
‘ PrCb=1]|b=0] -rTb=1] b=1]|é ¢ (n)

C (1" b) A L")
¢ Mo, Mg € %o.ﬁ*
| Mo| =Wy |
ke Genl1")
C & EV\LK(ML)
¢
Ouctpret b




Peewdorandom  Generator (PRE)

G $0,11"—= 0.3t n)>n

Dc;f_;L G s a Pﬁwlorandom %wem*m— (PRG) &
VPPT A, 3neggligible functiom neglt:) st

P TA)=1]) - [A@X)=1]

S é’uV\ ’xé'uun)

< negl (n)




Peewdorandom  Generator (PRE)

G. $0,11"— $0.3tY  fn)>n
= I

(PRG) &
D&f_l G s a Pﬁwlorandom %werafw o
VPPT A, 3neggligible functiom neglt:) st

Frtlﬁb'] < -'7;+ negl (n)

A (1Y)
C (1)

bétfo,ﬁ
I‘F b=—o, Hum S&<lUn, X:=Gl(s)
If b=1, thaw X< Ugiy)

owt]m b




F\‘xd—LgngF E uw;]mmAML
LQ)\' G: Qo,isnﬁ ?o, i‘sun) he o PRG .
. Gw (l“); %mrle kéi go,isn, W k.

© Bncy(m). m e g3t
owpet €= GLE) @ M.

. DCL\(_((/X: C € %o,ﬁu“),
o m: = GO ¢

n £n)
A A —
e 1S5 AR
E
%o, 12'" @ " \ ]
pseudo OTP

C




cn—

Theerem I]C G % a PRE&, Yam T=(6em, Bre, Dec) 1% Semantically
SLUAYe -fm- freed- QuﬁH\ mesGaes.

M_ Acsume T s ot Semantically Sewve, than IPPT A Het breaks T
WNe construk PPT B to break the rcwdoyandomnz% f G

Game (G)

C B
0.4 > 4
bt o, 43

C=X®m,

Game (1T)

Mo, Mg

Joupet b

I b=t, output 1 (PRG)
Otharwise Oulput 0 (random)

Pr T B quesses Corectly) = R TXe GlUNT- AT b=b | X GlUNT + FTXeUam] BT b=b | X< Uzn]
=1 ATA quesses Gorreetly Tn the ety game of T] + 14
> 4. (-‘.;+nm-w;l(h))+1|: = 1 +1 non-negl (n).



Does,  Prewdo OTP  allow encryption of mu\ﬁl;\c messges

Engie(Me) — Gl ®my

M, DM,
Bt (my) =2 G oM,



Chocn Plointent Awock (CPA QLm’@_

Q&f: A Gldmmzth‘c—kaa wc'cy?ﬁom Stheme (Gem, Bnt, Dec) 5 Seoure
Ogotnst choen plantext attatks, or CPA-eue, § VPPT \A,

Inegligible fwnrm £0) st PrUb=bJ ¢ £+ ¢n)

C (1) A1)
K& Gen(1")

, mc¢ %o, :ﬁ*
C & EN’V-(M) B C R PM‘L 1 @w;n‘%

. Ma,nhé%o,f]* o]
b fo1) o= imal

C*é’ E“Lt(.mb) C_;*

Challeme Phose

>

. meSatf"
¢ & Bngylm) ° 5 R Phose 2 Queries

oukpet b




Is Phewdo OTP (PA-Rture 2 No!

C . m A
Co';é(k)@mo)
« M
(,1=Ca(k)@m1>
< Mo, My
U,
owtput b f =g,

Thw I{» the Bne a\%on‘ﬂ\m % determintstic On te ¢eumt tuj k ol message m,
tham Ha 2nUryprion Scheme Can't ke CPA-SReunre .



_Conéhrwﬁn& (PA -Setunre E’LU(\‘I Hw

Pswdo random Fw\ ctvon (PR |:)

!

(PA- Seeure vary Ft?om



Fewdorandom Function (PRE)
Feeudorandom  Generator ( PRG)

n pely (n)
A A « - q -
random Seed +> " Qooks random" ra”domvaoohhg annj
3 FIAHN..
0,43" deterministic ?I VWT BH

truly random

Vsendorandom Fumction (PRF). ronclom-Gooking * ]CuncA'.‘W\



Pegudorandom Function (PRE)
|<e,\|e.o\ Function F: ﬁo,ﬁ)\ x 3o, ﬁn“" $o, 125M

F k. x)—
A T

detexminishic W\ ih puct W

Fol\!-ts‘mn.

kigo' 13)\ Fk . >

(0,17 {013

"fooks Like a ranclom function’



Pegudorandom Function (PRE)

ko |y ,
How many possible Fi's ? g N
2‘)\ €°f 1% gol fﬁm
YT A

(not \tmwiw& k)

S {F|F 5 17"*?043"‘3

f

How many Fo%rlall, -f's 7
2"




Pegudorandom Function (PRE)

M_l Letr F- $0413w"§0, 1’7"-—5 3o 4:3“ be o oletermintic, FO(s,l-ﬁme, M@‘
fv\ndfm. Fisa TQeudomndom ‘F‘MC*?M(?RF) F VPt A,

Inegigible Punction £05 s&. B Tb=b] € L + ¢(n)

C (1) A (1)

b<i§01’]

H b=o, tum ket $o1)' fFlFﬁaﬁ >§a133
IfL 1, ’CM'f"iFMnLn

X

pa
~

I‘F b=0, thm Y. =Fr(x)
of b=1, tam Y-=f{x) Y

w]mb'




Pegudorandom Function (PRE)

Ml Letr F- $0413w"§0, 1’7"-—5 3o 4:3“ be o oletermintic, FO(s,l-ﬁme, M@‘
fv\ndfm. Fisa TQeudomndom ‘F‘MC*?M(?RF) F VPt A,
Ineggible function 205 st

Pr t\A&l'()i") =1] - P [\A{(.)(l“hi] < ¢(n)
ke-Un f< Func,



Exertices
Felx) - =k @

Ik F a setwe PRF? N6

C .~ A
9, S
« %
‘\A.’ =

T % ®%=Y.0Y, , owtput 0 (PRF)
Otharvaisr,  outpeat 2 (random)



Exertices
let F. S0 x §0,43" = 0. 13"

he a PRF.

sz—?m, F'.- {01} x %o, 1))“-‘% %o, 13" o follows,

I, F hecessarily o PRF ?

) F ()= FeloW) N Fi Lol x) F(o=) || Ko=)
b) R ()= Frlola) Il Fie alno) F(o=2) || R(2 =)
¢) R = Felo) I Fex o) F(o=x3) || R(=0)
d) R )= Felo) Il Felxig) R(o=3) || R(=1)
n C
) L A ¢) Célx=o A d) C¢M.=o---o A
‘Qullu; S ‘Al"ul S ‘dl"ul >
$=% 3.;3,, 41)(230"'1
‘65"%4> ?




b) FUx)= Felowx) I FellX) % a PRF

M_ Acsume not, tham TPPT A Hot breaks the Féauolorandomne% of F'
We constiuk PPT B o break the Féwolorandomnzss of F.

c C‘Dam (F) B GlaMl,(F") A
( y
Jowpet b
Oudtpuet




