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CS 138: Security 
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Check out other courses! 

•  CS166 – Introduction to Computer Systems 
Security 

•  CS151 – Introduction to Cryptography and 
Computer Security 
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Time-Sharing Systems 
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Networks 
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Security by Obscurity 
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Trusted Hosts 

I’m Sue. 
My password 
is xyzzy. I’m your computer. I 

authenticate you as 
Sue. 

I’m Garçon, your server. I 
trust your computer. I 
therefore believe you are 
Sue. 
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Rlogin 

.rhosts: 
cslab0a 
cslab0b 
cslab0c 
… 

cslab0a 
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Rlogin Problem 1 

Forgotten, obscure 
computer A 

(with account guest, 
password guest) 

.rhosts: 
… 
A 
… 

Not terribly important 
computer B 

.rhosts: 
… 
B 
… 

Not unimportant 
computer C 

.rhosts: 
… 
C 
… 

Important computer D 

.rhosts: 
… 
D 
… 

Really Important 
computer E 
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Rlogin Problem 2 

•  .rhosts file contains 
cslab4d.cs.brown.edu 

•  How do we know a request comes from that 
machine? 

–  its IP address is 128.148.38.231 
•  Can it be forged? 

– yes! 
-  IP spoofing (next two slides) 
-  ARP spoofing 
-  MAC cloning 
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IP Spoofing (1) 

seq=300 ack=101 ctl=syn,ack 

Alice Bob 

Mallory 
DoS 
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IP Spoofing (2) 
Alice Bob 

Mallory 

ok 
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Basic Security Requirements 

•  Authentication: Who is this actor? 
– Spoofing, phishing 

•  Authorization: is actor allowed to do this action? 
– Access controls 

•  Confidentiality: Can adversary read the data? 
– Sniffing, man-in-the-middle 

•  Integrity: Do messages arrive in original form? 
•  Availability: Will the network deliver data? 

–  Infrastructure compromise, DDoS 
•  Replay Protection: Can adversary replay 

messages? 
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Other Desirable Security 
Properties 

•  Audit/Forensics: what occurred in the past? 
– A broader notion of accountability/attribution 

•  Appropriate use: is action consistent with 
policy? 

– E.g., no spam; no games during business hours; 
etc. 

•  Anonymity: can someone tell I sent this 
message? 
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Basic Forms of Cryptography 
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Confidentiality through Cryptography 

•  Cryptography: communication over insecure 
channel in the presence of adversaries 

•  Studied for thousands of years 
•  Central goal: how to encode information so that 

an adversary can’t extract it …but a friend can 
•  General premise: a key is required for 

decoding 
– Give it to friends, keep it away from attackers 

•  Two different categories of encryption 
– Symmetric: efficient, requires key distribution 
– Asymmetric (Public Key): computationally 

expensive, but no key distribution problem 
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Symmetric Key Encryption 

•  Same key for encryption and decryption 
– Both sender and receiver know key 
– But adversary does not know key 

•  For communication, problem is key distribution 
– How do the parties (secretly) agree on the key? 

•  What can you do with a huge key? One-time pad 
– Huge key of random bits 

•  To encrypt/decrypt: just XOR with the key! 
–  Provably secure! …. provided: 

-  You never reuse the key … and it really is 
random/unpredictable 

–  Spies actually use these 
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Using Symmetric Keys  
•  Both the sender and the receiver use the same 

secret keys 

Internet Encrypt with 
secret key 

Decrypt with 
secret key 

Plaintext Plaintext 

Ciphertext 
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Asymmetric Encryption (Public Key) 

•  Idea: use two different keys, one to encrypt (e) and 
one to decrypt (d) 

– A key pair 
•  Crucial property: knowing e does not give away d 
•  Therefore e can be public: everyone knows it! 
•  If Alice wants to send to Bob, she fetches Bob’s 

public key (say from Bob’s home page) and 
encrypts with it 

– Alice can’t decrypt what she’s sending to Bob … 
– …  but then, neither can anyone else (except Bob) 
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Public Key / Asymmetric 
Encryption 

•  Sender uses receiver’s public key 
– Advertised to everyone 

•  Receiver uses complementary private key 
– Must be kept secret 

Internet 
Encrypt with 
public key 

Decrypt with 
private key 

Plaintext Plaintext 

Ciphertext 
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Works in Reverse Direction 
Too! 

•  Sender uses his own private key 
•  Receiver uses complementary public key 
•  Allows sender to prove he knows private key 

Internet 
Decrypt with 
public key 

Encrypt with 
private key 

Plaintext Plaintext 

Ciphertext 
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Realizing Public Key 
Cryptography 

•  Invented in the 1970s 
– Revolutionized cryptography 
–  (Was actually invented earlier by British intelligence) 

•  How can we construct an encryption/decryption 
algorithm with public/private properties?  

– Answer: Number Theory 
•  Most adopted approach: RSA 

– Rivest / Shamir / Adleman, 1977; RFC 3447 
– Based on modular multiplication of very large integers 
– Very widely used (e.g., SSL/TLS for https) 

•  Other schemes exist, e.g., elliptic curve cryptography 
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Cryptographic Toolkit 
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Cryptographic Toolkit 

•  Confidentiality: Encryption 
•  Integrity: ? 
•  Authentication: ? 
•  Provenance: ? 
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Integrity: Cryptographic Hashes 
-  Sender computes a digest of message m, i.e., H(m) 

– H() is a publicly known hash function 
-  Send m in any manner 
-  Send digest d = H(m) to receiver in a secure way: 

– Using another physical channel 
– Using encryption (why does this help?)  

-  Upon receiving m and d, receiver re-computes H(m) to 
see whether result agrees with d 
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Operation of Hashing for Integrity 

Internet Digest 
(SHA2) 

Plaintext 

digest 

Digest 
(SHA2) 

= 

digest’ 

NO 

corrupted msg Plaintext 
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Cryptographically Strong Hashes 

•  Hard to find collisions 
– Adversary can’t find two inputs that produce 

same hash 
– Someone cannot alter message without 

modifying digest 
– Can succinctly refer to large objects 

 
•  Hard to invert 

– Given hash, adversary can’t find input that 
produces it 

– Can refer obliquely to private objects (e.g., 
passwords) 

-  Send hash of object rather than object itself 
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Effects of Cryptographic Hashing 
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Cryptographic Toolkit 

•  Confidentiality: Encryption 
•  Integrity: Cryptographic Hash 
•  Authentication: ? 
•  Provenance: ? 
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Authentication 

Client Server message verifier credentials 

Message: hello 
Credentials: name on an ID badge 
Verifier: our picture on the badge 
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Verifying the Credentials 

I am Rodrigo 

client server Yes you are 

credentials 

verifier 
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Replays 

client 

server 

I am Jeff 

Yes you are 

credentials 

verifier 

I am Jeff 

Yes you are 

credentials 

verifier eavesdropper 

? 
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Preventing Replays 

I am Jeff 

client server Yes you are; 
The time is 

16:43:01.023 

credentials 

verifier 
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Public Key Authentication 
•  Each side need only to know 

the other side’s public key 
– No secret key need be shared 

•  A encrypts a nonce (random 
number) x using B’s public key 

•  B proves it can recover x 
•  A can authenticate itself to B in 

the same way 

E(x, PublicB) 

         
         

x 

A B 
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Data Integrity 

I am Tom 

client server 

credentials 

verifier 

Message 

Yes you are; 
The time is 

16:43:01.023; 
Hash 
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Confidentiality 

I am Tom 

client server 

credentials 

verifier 

Message 

Yes you are; 
The time is 

16:43:01.023; 
checksum 
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Cryptographic Toolkit 

•  Confidentiality: Encryption 
•  Integrity: Cryptographic Hash 
•  Authentication: Encrypted nonce, Verifier 
•  Provenance: ? 
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Digital Signatures 
•  Suppose Alice has published public key 

KE 

•  If she wishes to prove who she is, she 
can send a message x encrypted with 
her private key KD 
– Therefore: anyone w/ public key KE can 

recover x, verify that Alice must have sent 
the message 

– It provides a digital signature 
– Alice can’t deny later deny it ⇒ non-

repudiation 
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RSA Crypto & Signatures, con’t 
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Cryptographic Toolkit 

•  Confidentiality: Encryption 
•  Integrity: Cryptographic Hash 
•  Authentication: Encrypted nonce, Verifier 
•  Provenance: Signatures 
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Summary of Our Crypto Toolkit 
•  If we can securely distribute a key, then 

– Symmetric ciphers (e.g., AES) offer fast, 
presumably strong confidentiality 

•  Public key cryptography does away with 
problem of secure key distribution 
– But not as computationally efficient 
– Often addressed by using public key crypto 

to exchange a session key 
– And not guaranteed secure  

-  but major result if not 
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Summary of Our Crypto Toolkit, con’t 
•  Cryptographically strong hash functions provide 

major building block for integrity (e.g., SHA-256) 
– As well as providing concise digests 
– And providing a way to prove you know something 

(e.g., passwords) without revealing it (non-invertibility) 
– But: worrisome recent results regarding their strength 

•  Public key also gives us signatures 
–  Including sender non-repudiation 

•  Turns out there’s a crypto trick based on similar 
algorithms that allows two parties who don’t know 
each other’s public key to securely negotiate a secret 
key even in the presence of eavesdroppers   
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Issues 

•  Distribution of public keys 
•  Cryptographic attacks 
•  Cost of encryption and decryption 
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Public-Key Approaches 

Dear Bob, 
… 

Public 
Keys 

Messages 

Private 
Keys 

Dear Alice, 
… 
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Public-Key Exchange 

Dear Bob, 
… 

? 
? 

Dear Alice, 
… 
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Enter Mallory … 

Dear Alice, 
… 

Dear Bob, 
… 

You moron, 
… 

You jerk, 
… 
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Digital Signatures: 
Non-Repudiation 

If my seal has not been 
broken, the information stored 
herein has not been tampered 
with and it is irrefutable that I 
signed this message. 

signed 
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Public Keys and Certificates 

To whom it may concern: 
 
I certify that alice.com’s public key is: 
0x83af208d63cf2901b963741a0479dba5ff
037ea9b3700714db32619cc58932c7. This 
information is valid from 1 Jan 2012 
through 31 Dec 2012. 

    
 Signed, 
     
     Certificate 

Authority 
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Hybrid Schemes 

•  Public-key schemes are close to unbreakable 
– With ~2048-bit keys 

•  Key distribution simpler than with symmetric 
(secret-key) schemes 

•  Generally >1000 times more expensive than 
symmetric schemes 

•  Compromise: 
– use public-key scheme to distribute secret 

keys (known as session keys) 
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SSL 
•  Secure Socket Layer 

– now called Transport Layer Security (TLS) 
-  RFC 2246 

– certificates used for authentication and private-key 
exchange 

-  one-way authentication (server to client) in https 
-  a number of common secret-key schemes 

• 40-bit RC4 (woefully weak) 
• 56-bit DES (very weak) 
• 128-bit RC4 
• 168-bit triple DES 

-  A number of crypto hashes for integrity (e.g. 
SHA-256. SHA-1 deprecated, MD5 dead!) 
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TLS: Typical Use 

•  Client connects to server 
•  Using TLS 

– client authenticates server (via server’s 
certificate) 

– secure channel created 
•  Over secure channel 

– server authenticates client using user name 
and password 
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Client Certificates 

•  Good idea 
– clients don’t give away private information 

(such as passwords) 
•  Requires PKI (public-key infrastructure) 

– who vouches for client identites? 
•  Doesn’t scale in practice 
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Trusting the Authorities 

•  How do you know the CA’s public key? 
–  its certificate came with the browser 
–  it’s certified by a CA whose certificate came 

with the browser 
•  “I trust this certificate because I trust TC 

TrustCenter of Hamburg, Germany” 
– huh? 

•  “I trust TC TrustCenter because most browser 
companies made a deal with it to include its 
certificate in their browsers” 

– well, maybe … 
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Is SSL/TLS Secure? 

•  Probably … 
•  But, watch out for the implementation! 

–  long history of exploitable bugs … 
-  heartbeat msgs in TLS allowed dumped 

random memory (ouch!) 
-  poor random-number generator in early 

Netscape 
-  improper checking of certificates in IE 

• “is CA” field in IE 6 
• certificates for image data in IE 6 

-  etc. 
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Certificate Chains 

•  I get a certificate from Verisign 
– 138.com 

•  I create a certificate for site-secure.com and sign it 
•  I launch man-in-the-middle attack: 

– you contact https://site-secure.com 
–  I intercept and supply my site-secure.com 

certificate, along with my CA certificate (138.com) 
– you validate 138.com using Verisign’s certificate, 

then site-secure.com using 138.com 
–  I learn your user ID and password for site-

secure.com 
•  See paper 
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Certificates for Image Data 
•  I have a web page that includes: 

<img src="https://site-secure.com/nogif.gif" 
height=1 width=1>  

•  Access intercepted by “man in the middle” 
– supplies bogus certificate 

•  IE checked only that the certificate was 
signed by a trusted root 

– didn’t bother checking that the name in the 
certificate matched the URL, etc. 

– cached the certificate 
–  the next time you access site-secure.com, the 

cached certificate is used … 
•  See paper 
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Other PKIs 

•  DNS-Sec 
– Goal: sign DNS responses 
– Prevent DNS cache poisoning 
– Certificate delegation follows DNS hierarchy 

•  BGP 
– Goal: sign AS advertisements (I’m AS 2334 and 

I own prefix 190.221/16) or (I’m AS 445 and you 
can reach AS 2334 through me) 
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DNS Cache Poisoning 

•  Idea: put bogus entry in DNS cache 
•  Trick clients into connecting to wrong 

machine 
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Details 

dns.good.com 

Alice 

Mallory 
(w.x.y.z) 

dns.money.com 

server.money.com 

1 server.money.com? 

3 w.x.y.z! 
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DNSSEC 

•  DNSKEY 
–  public key for zone 

•  RRSet 
–  resource-record set 
–  signed with zone’s private key 

•  DS 
–  delegation signer 
–  contains crypto. hash of 

child’s DNSKEY 

RRSet 

RRSet 

RRSet 

DNSKEY 

DS 

RRSet 

RRSet 

RRSet 

DNSKEY 

DS 

Hash 

•  NSEC 
–  validated, canonical ordering 

of resource records, used to 
prove non-existence 


