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s?t 01/ t 0 s�{�©´lnm 0 j . � .�­ / p�l 5�; h ×KJ ¨g� J �U� � mvlnqE£ 0 j . q+s 0 p 0 l¤s?q lnq 015 s¶r+t+w . r#p 3 s�~ .�;H� .
�o5 l 01.�±

h ×KJ ¨g� J � ¾ ©�h 6 æ �
Ä . mvp ­�0 j+p 0 0 j . m . w 5v.�0 � .�­ � J \U]>YUY � V��¶]>T � V 0 s 0 j .o/ t 3 unlnwH� .�­x×KJ l¤{Èh ×KJ ¨g� J �ªw�p�q 34.
/)5 s
r)t+w . r 3�­·5 t+q)q+lnqE£�©zh 6 æ �U�

8 �



E �}� ��%'&���� �!� ikj .H. q+w 59­�/+0 lns?q$p�u¤£�s 5 l 0 j 2 �êlnmfp /+5 s 3 p 3 lnunlnm 0 lnw / s?u ­ qEs 2 lnp�u 8^0 l 2z. p�u¤£�s 5 l 0 j 2 0 j+p 0
0 p>� . myp�mblnq / t 0 p 3 l 0 G p�q)r 0 j .$/ t 3 unl�wo� .�­¢× J p�q+r /+5 s
r+t)w . mkp�mos?t 01/ t 0k0 j . w�l / j .�5v01.XÅ¶0{�±

{k¾ �xh G ¨ ×KJ �

m9t+w9j 0 j+p 0 �xh = ¨ , J �G�!�·h 6 ¨ , J � è � ; l � . � ; ln{ { lnm·pKw�l / j .�5v01.XÅ¶0 { s 5 G l 0 w�p�q+qEs 0 p�unm1s
34. p¢w�l / j .�5v01.XÅ¶0 { s 5 � G ; q+s 2 p 0101.�5|� j+p 0B0 j .À5 p�q+rEs 2´3 l 0 m � .�5v.�0 j+p 0$�ª.�5v. t+m . r�{ s 5 � .�­
£ . q .�5 p 0 l¤s?q¢p�q)r . q+w 5v­
/+0 l¤s?q��� :
�?��%'&���� �!� ikj . r . w 59­�/+0 lns?q$p�u¤£�s 5 l 0 j 2 « lnm�p /+5 s 3 p 3 l�unlnm 0 lnw / s?u ­ qEs 2 lnp�u 8^0 l 2z. p�u¤£�s 5 l 0 j 2 0 j+p 0
0 p>� . mbp�mol�q / t 0 0 j . w�l / j .�5v01.XÅ¶0){ p�q)r�r . w�lnr . m � j .�0 j .�52{y» �·h = ¨ , J � s 5m{¹» �xh 6 ¨ , J �U�

�9:�� ���>��� % ikj . r)lnm 015 l 3 t 0 l¤s?q+m �·h = ¨ , J ��p�q+r��xh 6 ¨ , J ��p 5v. wXs 2z/ t 0 p 0 lns?q+p�unu ­ l�q+r+lnm 0 l�qE£?t+lnmvj)p 3 u . �
¯¢s 5v. /+5v. w�lnm . u ­!± { s 5 p�unu /+5 s 3 p 3 lnunl�m 0 lnw / s?u ­ q+s 2 lnp�u 8^0 l 2�. {Zp 2 lnu�l . m�s�{+p�u¤£�s 5 l 0 j 2 m � ¡bæM�?;�0 j .�5v.
.XÅ lnm 0 mop�q . £?unl¤£?l 3 u . { t+q)w 0 l¤s?q  h��+�Hmvt)w9j 0 j+p 0

Ê 5�Ù h , J ¨�� J � ¾ ©zh 6 æ �UÌ G ¾ � = ¨ 6O� Ì {b¾ �·h G ¨ , J �UÌ G ² ¾¿¡¥æ h , J ¨ { � ± GPèHG ² Ú è 6�C><�D  h��+�

�f��� �	/È�9(�% �!�?��> � �(�>� (�/È� >E� � 
 " ���D/o. '������} 
Ü . w�p�u�u 0 j+p 0 qEs / t 3 unl�w 8 � .�­ w 5v­�/)0 s?m ­ m 01.�2´.XÅ l�m 0 m¹l¤{ × è�� ×z; p�q+rám1s�m . w�t 5 l 0�­ s�{ p / t 3 unl�w 8 � .�­
w 5v­
/+0 s?m ­ m 01.�2 w�p�qás?q+u ­�34.|/+5 s�~ . r�t+q+r .�5 p�qáp�mvmvt 2z/)0 l¤s?q�p 3 s?t 0b0 j . wXs 2z/ u .XÅ l 0 ­ s�{�wXs 2z/ t 0 p 8
0 l¤s?q+p�u /+5 s 3 u .�2 m�� # s?u�r � p�m9m .�5 p�q+r®¯¢l�w�p�unl /)5 s�~ . r 0 j+p 0¹0 j . l 5 w 59­�/+0 s?m ­ m 01.�2 � p�m¹m . w�t 5v. t)q+r .�5
0 j . ¬
t+p�r 5 p 0 lnw 5v. mvlnr+t+s
w�l 0 ­ p�mvm9t 2z/+0 l¤s?q'�

�åq pÓq
t 0 mvj . unu ;f0 j . ¬�t)p�r 5 p 0 lnw 5v. mvlnr)tEs
w�l 0�­ p�mvmvt 2z/+0 l¤s?q¼lnm 0 j . p�mvmvt 2�/+0 l¤s?q 0 j+p 0 ¬�t+p�r 5 p 0 lnw
5v. mvl�r+t . mÈh
	yÜy� 2 s
r)t+u¤sPp�qBÜ - É 2 s¶r+t+u�t+m!p 59. wXs 2z/ t 0 p 0 lns?q+p�unu ­ lnq+r+lnm 0 lnqE£?t+lnm9j+p 3 u . { 5 s 2 ¬
t+p�r 5 p 0 l�w
qEs?q 8^59. mvlnr+t . m � l 0 j 	 p�wXs 3 l}m ­
2$3 s?u 6 �ª¯¢s 5v.B/+5v. w�l�m . u ­�±

� .�0�� � ` æ r . qEs 01.B0 j . m .�0 s�{fÜ - É 2 s
r)t+unl à è â � � j .�5v. � â¯� è � � � è ���
� .�0 � R h à � r . qEs 01.B0 j . m .�0 s�{ . u .�2z. q 0 mks�{¯1 34 2 s
r à�� l 0 j 	 p�wXs 3 l -
­
2$3 s?u 6 �
� .�0 � ª�h q ¨ à �Èr . qEs 01.b0 j . ¬
t+p�r 5 p 0 lnwowUj+p 5 p�w 01.�5 s�{ q�2 s¶r+t+u¤s à �Èikj)p 0 lnm 0 s|mvp ­�;�� ª�h q ¨ à � è

Ò mv¬
t+p 5v.�Õ ln{ q lnmPp�mv¬
t+p 5v. p�q+r � ª�h q ¨ à � è Ò qEs?q 8 m9¬�t+p 59.�Õ s 0 j .�5v� l�m . �³�NzN����°&���� �!����� ����
À��*+����*E��� �b� :�N�� �f�}��� ��� %�*-NzN����K&}��� ���$� ��� ]>YPc ��� �!Y1]��vc�� � � � V W � \!�¶] ��e>T!]�� � c � "
W � � � -�c�� � � � � V$]A-|c � � ]>Y � W����|V � ¡¥æM��� W�� � Y �/�+* � V W V$cxT � � � � � � � � � - [
T�\�W � ]>T  h��+� V [+\ ��W��
c�W

Ê 5�Ù à�¾�� � ` æ Ì�¬ ¾�� R h à �UÌ G ² ¾¿¡bæ h à ¨�¬¶� ± G ² è � ª�h­¬!¨ à ��Ú è 6�C><�D  h��+�

� .�0 � ³�h à �'r . qEs 01.H0 j . m .�0 s�{�¬�t)p�r 5 p 0 lnw 5v. mvlnr+t . m 2 s¶r+t+uns à �f� .�0 � � ³�h à �}r . qEs 01.ª0 j . m .�0 s�{
¬
t+p�r 5 p 0 lnwoqEs?q 8^5v. mvl�r+t . m 2 s¶r+t+uns à�� l 0 j 	 p�wXs 3 l�m ­¶2�3 s?u 6 �ÈÐ¥s 01.b0 j+p 0 ¬ ¾ h � ³�h à ��� � � ³�h à �1�
lnm . ¬
t+l¤~>p�u . q 0P0 s ¬ ¾�� R h à �U�

Ü . w�p�unu·hZÞ)p�w 0 6�� � 0 j+p 0Ó.XÅ p�w 0 u ­ j+p�u¤{µs�{ 0 j .K. u .�2z. q 0 m¢s�{ � R h à �¢p 5v. m9¬�t+p 59. m ; m1s lnqê{Zp�w 0� � ³�h à � � è � � � ³�h à � � � ikj . q p�q+s 0 j .�5�;�. ¬
t+l¤~>p�u . q 0�� p ­ s�{ �k5 l 0 lnqE£ 0 j . m . u . w 0 l¤s?q s�{�¬Mlnm ±
h G ¾ � = ¨ 6O� Ì�¬'� ¾ � ³�h à �UÌ�¬ R ¾ � � ³�h à �UÌ�¬ è ¬ � �U�½ikj+p 0 lnm 0 s mvp ­�;y�ª.�«+5 m 0 w9jEs
s?m . G ;
0 j . ¬
t+p�r 5 p 0 lnwyw9j+p 5 p�w 01.�5 s�{¯¬ ; p�q)r 0 j . q�wUjEs�s?m . ¬·lnq�p�w�wXs 5 r+p�q+w .$� l 0 j G �È�åqÑs 0 j .�5o� s 5 r+m ±
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³�NzN����°&���� �!����� � ��
�± *-N�N��Q�K&���� �!���¶�O:�N���*E��:
� � ��� ]>Y c ���E��Yå]��9c�� � � � VXW � \ �¶] � e>T!]�� � c � " W � � � -Xc � "
� � � � V$]A-�c ��� � Y9V�c>Y � � V � ¡¥æM��� W�� � Y �/�+* � V W V$cxT �&� � � ��� � � � - [¶T!\�W � ]>T  h��+� V [+\ ��W��
c�W

Ê 5�Ù à�¾�� � ` æ Ì G ¾ � = ¨ 6O� Ì�¬ � ¾ � ³�h à �UÌ�¬ R ¾ � � ³�h à �UÌ�¬ è ¬ � Ì G ² ¾¿¡bæ h à ¨�¬E� ± GPèHG ² Ú

� ��c9[<[2� [2�����È����c f k�j �z[2c�� �µ�#d���f k e ��`6`��
	o��`
Ä .À� p�q 0�0 s¢mvj+s � 0 j)p 0 l¤{ 0 j .�5v.�.XÅ lnm 0 mBp�q Æ ~ .�� jEs¢w�p�q .u� w�l . q 0 u ­�« £?t 5v. s?t 0B0 j .À. q+w 5v­
/+01. r
3 l 0�;E0 j . q 0 j . ¬
t+p�r 5 p 0 lnw 59. mvlnr+tEs?m9l 0�­ p�mvmvt 2z/)0 l¤s?q�lnmH{Zp�unm . �

A (our reduction)(n,a)

a is/isn’t a QR mod n

Eve(n, x, c)

b

- s �ª. q .�. r 0 sÑwXs?q+m 015 t+w 0 p�qÓp�u¤£�s 5 l 0 j 2 ¡�0 j+p 0¥5v. w . l¤~ . m ; p�mblnq / t 0�;+0 j . ~>p�unt . m|h à ¨�¬¶�op�q+r 0 j+p 0
t+m . m Æ ~ . p�myp Òå3 unp�w9� 3 s Å � Õ ioj+p 0 l�m ; l 0 w 5v. p 01. m 0 j . lnq / t 0 m 0 j)p 0 Æ ~ .|.XÅ¶/4. w 0 m 0 s 59. w . l¤~ .�; p�q+r
lnq 01.�5v/+5v.�0 m 0 j . s?t 01/ t 0 �b�åq 0 j .|. ~ . q 0¹0 j+p 0 Æ ~ .|3)5v. p>�
m 0 j . m . w�t 5 l 0�­ s�{ 0 j .|. q+w 5v­
/+01. r 3 l 0�; s?t 5
p�u¤£�s 5 l 0 j 2 ¡ � lnu�u 3+5v. p>� 0 j . 	¹Ü p�mvm9t 2z/+0 l¤s?q ; l � . �Ml 0�� lnunu ;ª� l 0 j /+5 s 3 p 3 lnunl 0�­ q+s?q 8 q . £?unl¤£?l 3 u ­
34.�0101.�5k0 j+p�q 6�C><
; r .�01.�592 l�q .¹0 j . ¬
t+p�r 5 p 0 l�wbwUj+p 5 p�w 01.�5 s�{¯¬)�

É mvmvt 2�.�; { s 5 wXs?q 015 p�r+lnw 0 l¤s?q ;E0 j+p 0P0 j .�5v.y.XÅ lnm 0 mPp�q�p�rE~ .�5 m9p 5v­ � B�? mvt+w9j 0 j)p 0P0 j .�5v.y.XÅ l�m 0 mPp�q
lnq�~ .�5 m .X8^/ s?u ­ qEs 2 lnp�u â h��+�Pmvt+w9j 0 j+p 0 { s 5 lnq « q)l 01. u ­�2 p�q ­ � ;

Ê 5�Ù h ×KJ ¨g� J � ¾ ©�h 6 æ �UÌ
G ¾ � = ¨ 6O� Ì{o¾ �·h ×KJ ¨ G �UÌ
G ² ¾ � BT? h ×KJ ¨ { � ± G ² èHG Ú�� 6�C><�D�â h��+�> s?q+m9lnr .�5B0 j . {�s?u�u¤s � l�qE£¢p�u¤£�s 5 l 0 j 2�± s?qKlnq / t 0 h à ¨�¬E� ; m .�0$×KJ è h à ¨�¬¶�U��ikj . q ; w9jEs
s?m . G ;�Ø p 0

5 p�q+r+s 2 p�q)rÓu .�0&{ è Ø~} ¬ � 2 s
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h s 5¥= � ;b0 j .�5v� l�m .�; s?t 01/ t 0�Ò9- ¬
t+p 5v.�Õ h s 5�6 �U�
��G *)�­� �)
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mvp 2z. p�m 0 j .B/+5 s 3 p 3 lnunl 0�­�0 j+p 0 Æ ~ . £?t . m9m . m 0 j .¹. q)w 5v­�/)01. r 3 l 0 wXs 5v5v. w 0 u ­ � ¯¢s 5v.B/+5v. w�l�m . u ­�;

Ê 5�Ù�à�¾�� � ` æ Ì¬ ¾ � ³�h à �UÌ
G ¾ � = ¨ 6O� Ì
Ø�¾ 1 34 Ì{o¾ Ø } ¬ � Ì
G ²)¾ � BT? h1h à ¨�¬E�U¨ { � ± G ² èHG Ú�� 6�C><?DÓâ h��+�

,HY1]�]A-�_ ioj . w�unp�l 2 {�s?u�u¤s � m 34. w�p�t+m . l�q 0 j+lnm¥w�p�m .$� . p 59. wXs /
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/+0 s?m ­ m 01.�2 m .�0å8 t /
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0 j . q .XÅ
0b0�� sÑm 01.�/ myp 5v.�0 j .$. q+w 59­�/+0 lns?q	���bikj+lnmolnm .XÅ p�w 0 u ­�� j)p 0o� . j+p�~ . p�mvmvt 2z. r 0 j+p 0 � B�?
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��G *)�­� ��
 l¤{Q¬ÑlnmPp�m9¬�t+p 59.�;E0 j . q 0 j .B/)5 s 3 p 3 lnu�l 0�­�0 j)p 0 G ² èHG l�m .XÅ p�w 0 u ­�6�C>< �H¯�s 5v.�/+5v. w�lnm . u ­!±
ã4×B×��¥Â � � B�?�æM�

Ê 5�Ù�à�¾�� � ` æ Ì¬ ¾�� ³�h à �UÌ
G ¾ � = ¨ 6O� Ì
Ø�¾ 1)34 Ì{o¾ Ø~} ¬ � Ì
G ² ¾ � B�?�æ h1h à ¨�¬¶�U¨ { � ± G ² èHG Ú è 6�C><

,HY1]�]A- 0 � T)WZ[ � W � ]>T 3>_ - t /+/ s?m . ¬Ól�m�p�¬
t+p�r 5 p 0 l�w 5v. mvlnr)t . �xikj . q ; qEs 2 p 0101.�5µ� j+p 0 G lnm ;Q{ lnm�r+lnm 8
015 l 3 t 01. rÀlnq 0 j . mvp 2z.b� p ­�; l � . � { lnm p�u � p ­ m p 5 p�q+rEs 2 ¬
t+p�r 5 p 0 lnw 5v. mvlnr)t . ��ioj�t+m G lnm r+lnm 015 l 3 t 01. r
lnq+r .�/�. q)r . q 0 u ­ s?q°h à ¨�¬!¨ { �U�Pikj .�5v. {�s 59.�;+�ª. w�p�q�~¶l .�� Æ ~ . 8Öm¥s?t 01/ t 0 G ² p�m «EÅ
. r 3�. { s 5v. G lnm . ~ . q
r . w�lnr . r��Èikj .�5v. { s 5v.�;E0 j .�/+5 s 3 p 3 l�unl 0�­z0 j)p 0 G � lnunu�wXs 2z. s?t 0P. ¬�t)p�u 0 s G ² lnm .XÅ p�w 0 u ­®6�C>< �
,HY1]�]A- 0 -�]>Y4��c � 3�_ - t /+/ s?m . ¬�lnm$p¢¬
t+p�r 5 p 0 lnw 5v. mvlnr+t . p�q+r à p�m�£?l¤~ . q'��ikj . q ; �xh1h à ¨�¬E�U¨ = �|p�q+r�xh1h à ¨�¬E�U¨ 6 �|j+p�~ . r+l�m 015 l 3 t 0 l¤s?q+m¹lnr . q 0 lnw�p�u 0 s 0 j+p 0 s�{kp 5 p�q+rEs 2 u ­ m . u . w 01. rK¬
t+p�r 5 p 0 lnw 5v. m9lnr+t . �> s?q+m9lnr .�5 p|¬�t)p�r 5 p 0 lnw 5v. mvlnr+t .PØ � ;b3 m .�5 ~ .o«)5 m 0�0 j)p 0�� � ³ � è�� h à � C�� è h â ® 6 �Xh­� ® 6 � C�� ��ikj
t+m ;
{ s 5 p¢¬
t+p�r 5 p 0 lnw 5v. mvl�r+t . w9j+s?m . qKt)q+l¤{ s 592 u ­ p 0�5 p�q+r+s 2 { 5 s 2 0 j . m / p�w . s�{k¬�t+p�r 5 p 0 lnw 5v. m9lnr+t . m
2 s¶r+t+u¤s à�;E/+5 s 3 p 3 lnunl 0�­ s�{fm . u . w 0 lnq+£ Ø l�m � � ³ � P9R ; s 5k��C � h à �U�

Ð¥s �B; u .�0 t+mbwXs?q+mvlnr .�5�â R è Ê 5�Ù Ø>²�¾ �xh1h à ¨�¬E�U¨ 6 � ±¶Ø>² è Ø Ú^�oikj+lnm 2z. p�q+m �ª.|0 p>� . p 5 p�q+rEs 2
© } p�q+r 015 p�q+mv{�s 592 l 0 3�­·2 t)u 0 l / unl�w�p 0 l¤s?q 3
­ ¬)� - lnq+w . ¬�lnmHp$¬
t+p�r 5 p 0 lnw 59. mvlnr+t . h 3�­ p�mvmvt 2�/+0 l¤s?q!� ;
0 j .B/)5 s
r)t+w 0 lnmPp�unm1s�p�¬
t+p�r 5 p 0 lnw 5v. mvlnr)t . � Ä . mvjEs �ê0 j+p 0k0 j)lnmPlnmkp 3 l Wå. w 0 l¤~ .$2 p / �
�!�Q: 	v���E	9���*: Ä . q .�. r	¬ P9R 0 s .XÅ lnm 0 Ì 3 t 0 mvlnq+w .¹0 j)lnmPlnmkpzmvt 3 m .�0 s�{¯1 34 ; l 0 rEs . m��
�!����� Ä .�2 t+m 0 mvjEs �R0 j+p 0 £?l¤~ . q º } ;È0 j .�5v. lnm�© } m9t+w9j 0 j+p 0zº } è ¬�© } �°� .�0�� } è ¬)�Kikj . q

h º-C�� � } è © } �
ikj
t+m ;>â R lnm 0 j . mvp 2z. p�m 0 j .B/+5 s 3 p 3 lnunl 0 ­ s�{fm . u . w 0 lnqE£xp�q ­ ¬�t)p�r 5 p 0 lnw 5v. m9lnr+t .�; s 5o��C � h à �U�

� 0 lnmxw�u . p 5À0 j+p 0 Ê 5�Ù Ø>²b¾ �xh1h à ¨�¬E�U¨ = � ± Ø>² è Ø Úblnm�p�unm1s ��C � h à �Àmvlnq)w .�. q+w 5v­
/+0 lnqE£®p®Û .�5 s
lnq�~�s?u¤~ . m .XÅ p�w 0 u ­ m . u . w 0 l�qE£�p 5 p�q+rEs 2 q�t 2$34.�5 p�q+r�mv¬
t+p 5 l�qE£zl 0 �

- l�q+w .¹0 j . m .¹0 j 59.�. p 5v. lnr . q 0 lnw�p�u�u ­ r+lnm 015 l 3 t 01. r 0 j . q ;)�ª. w�p�q 5v.��k5 l 01.¹0 j . > unp�l 2Á< p�m ±
ã4×B×��¥Â � � B�?�æM�

Ê 5�Ù�à�¾�� � ` æ Ì¬ ¾�� ³�h à �UÌ{o¾ � ³�h à �UÌ
G ²+¾ � B�?�æ h1h à ¨�¬¶�U¨ { �UÌ
G ¾ � = ¨ 6O�$± G ² èHG Ú è 6�C><

ikj+p 0 lnm ; mvl�q+w .z. q+w 5v­
/+0 l¤s?q /)5 s
r)t+w . m . mvm . q 0 lnp�unu ­ p 5 p�q)rEs 2 ¬
t+p�r 5 p 0 lnw 59. mvlnr+t . hZl¤{B¬álnmBp 	¹Üb� ;
Æ ~ . 8ÖmÈs?t 01/ t 0 lnm . mvm . q 0 lnp�u�u ­B«EÅ¶. r ± l 0 r+s . m�qEs 0È2 p 0101.�5È� j+p 0 G lnmfw9jEs?m . q�� - lnq+w .H� . p 5v.H5 p�q+rEs 2 u ­
m . u . w 0 l�qE£ 0 j .B/ u�p�lnq 01.XÅ¶0�; Æ ~ . 8Ömos?t 01/ t 0P� lnunu 2 p 0 w9j¢s?t 5 mkj)p�u¤{ 0 j .�0 l 2z. � �
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i�sÀwXs 2z/ u .�01.B0 j .¹/+5 s
s�{�s�{ 0 j .¹5v. r+t+w 0 l¤s?q ; qEs 01.B0 j+p 0�±
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