
CSCI 1510

This Lecture :

· One-Way Function

· Hard-Core Predicate/Bit

· PRG from OWP
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One-Way Function
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One-Way Function

Def A function f : 50, 13
*
-> 30

, 13
*

is a one-way function (OWF) if
- easy to compute : Epoly-time algorithm My computing f .

XX
. Mf(x) = f(x).

- hard to invert : FPPT A . Enegligible function El .) Sit .

Pr TALI
, f(x) ef

+ (f(x))] = E(n)
X50,134

One-way permutation (owp) : 50 , 13"- 50 , 23" , bijective·

C(24) A(14) f

X#50, 13"
X y

y : = f(x) X
Y

>

output x' Prtf(x) = y] < Eln).

What ifA is computationally unbounded ?



Candidate One-Way Function

· Factoring : f(x , y) = X . Y
↑

X, y are n-bit primes

· Subset Sum : f(x1 , X2, ..., Xn , J) = (X 1
, X2, . ., Xu xj mod 2)

↑
Xi ESo,13" interpreted as an integer

JESo , 13 " interpreted as a subset of [n)

· Discrete Log : fig(x) = g
*
mod p

↑

p is an n-bit prime .

g is a "generator" for Ep*

· SHA-2/AES



Exercises : Is g necessarily a OWF ?

Let f : 50, 13"-> 50, 13 " be a OWF.

① g(x) =

5x inS

② g(x , y) = f(x)))y((x) = (y))

② g(x) = f(x)[1 ... n-1) (least significant bit truncated



Let h : 50,
13 *-> 30 ,13 be a OWF.

f(x ,y) =So i
if y=0g(x,y) = Scout1 otherwise

Step 1 : f is a OWF.

Step 2: 9 is not a OWF.



Hard-Core Predicate/Bit

Def A function hc : 50, 13
*
-So, 13 is a hard-core predicate/bit of a function f if

- he can be computed in poly time

- FPPT A . Enegligible function 21.1 S.t.

Pr TAL1"
, f(x) = hc(x)] = E + E(n)

X50,134 b
[

hC

C(24) A(14) f
X y

X#50, 13"

y : = f(x)
Y

>

output b' Prthc(x)= b] = *+ 3 (n)·

Does every owF have a hard-core predicate ?



Constructing Hard-Core Predicate

Thm (Goldreich- Levin) Assume OWFs (resp. OWPs) exist.

Then there exists a OWF (resp. OWp) g and a hard-core predicate he of g.

-OWP
Given a OWFf -

cowp
Construct another OWF g(x , r) : = (f(x) . r) ,

(x1= r1.

With a hard-core predicate hc(X , r) :=Xi

Thm he is a hard-core predicate of g.
Proof Assume not , then EPPT A that breaks the hard-core predicate hc. = with probability 1.

We construct a PPT B to break the one-wayness of f.



Constructing PRG from OWP

Let g : 50 , 23"-> So , 23" be a owp with hard-core predicate he

Construct G : So , 13-> 50 ,
134+=

G(s) = g(s) 11 hc(s) ·

Thm G is a PRG
.



Increasing the Expansion

↓ G

↓ G

7


