
CSCI 1510

This Lecture :

· Schnorr's Identification / Signature Schemes (Continued

· Definition of Zero-knowledge Proofs
· Perfect EKP for Diffie-Hellman Tuples



Signatures from DLOG

②
① Fiat-Shamir
Identification Scheme >

X Transform Digital Signature
③ Schnorr

Discrete Log



Identification Scheme

Alice Bob

O O
A A
(Sk) & (pk)

>

&

>

Indeed Alice !



Special 3-Round Identification Scheme

(pk , sk) = Gen (11)
Prover Verifier
(Sk) (pk)

(1 , St) =P- (sk) I
>

repp
j

&

S : =42(sk, St, r) S
>

V(pk, r, s) = I

Correctness : If both parties follow the protocol description , then the verifier accepts
with probability 1.



Special 3-Round Identification Scheme

Def A 3-round identification scheme T= (Gen , Pz, P2 , V) is secure if APPT A,

Enegligible function 2(.) S.t. PrTV(pK, r*, s*) = I*] = E(n).

C(2") A(14)

(pk,sk) = Gen (14) 4k

< "Transcript"
(I, r ,3))

>
It

r
**epk

r*

< "Transcript"
(I, r ,3))

Output s



Schnoor's Identification Scheme

(G , g , g) =G(z")
X Zy

Prover hi = gX Verifier
(x) (G ,g, g , h)

yg
I : = gY I

>

&
j
r Eg

h= (gx)"= gXr
S := (X . r+y) modg S

/ = I g = gXr+y

g/nr =g = I

Thm If DLOG is hard relative to G , then this is a secure identification scheme.



DLOG ID Scheme
Proof Sketch C B A

(G , g, g , h) > (G , g, g , h) >

SXg
< "Transcript"

Eq DI: = g/ (I, r, 5) >

& #
r* 2q >

r
>

Rewind
< "Transcript"rqj (7, r,s)
> Output s

> Output s
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Zero-Knowledge Proof (zkp)

Alice Bob
O
A ⑫

There is a bug in your code

I have the secret key
for this ciphertext

There is enough balance
in my Bitcoin account

What is a proof ?
have different colors

What does zero-knowledge mean ?



Example : Red & Green Balls
(Color-blind)

Alice Bob
O O
A A

have different colors

b 50
, 23

If b=0 :

[
If b = 1 : Repeatn times

b' *
bes

If statement is true : Prtb=bj = 1

If statement is false : PrEb=b = (12)
"



What is a "proof system" ?

statement-

prof.
-

-

· Completeness . If statement is true, then Eporf that proves it's true.

· soundness: If statement is false , then Xprrf can't prove its true.



NP as a Proof System

Example : Gragh 3-coloring
⑪

⑪
O

⑭

NP language L = &G : G has 3-coloring

NP relation RL = E (G , 3202)
↑ ↑

graph 3-coloring

Statement : graph G

Proof : 3- coloring of G . SCOL

(G, 321) E RL



NP as a Proof System
A language Lis in NP if Epoly-time V Sit.

· Completeness :VXEL , zW Sit. V(x, w) = 1
↑

witness

·Soundness : FX & L, Fwt, V(X,w
*) = 0

Prover Verifier
O
A

W
> ⑫

(X, w) X



Zero-knowledge Proof (EKP)
Prover Verifier
O O
A

>

A
[

(X, w) X
>

[

↓

0/1

Let (P, VI be a pair of PPT interactive machines . (P, V) is a zero-knowledge
proof system for a language (with associated relation RL if

· Completeness . V(X ,WSERL, Pr[P(X,w) <> V(X) outputs 1] = 1.

· soundness : VXL , A(ppT)p*, Pr[P
*

(x) <> V(X) outputs 1] < negl (n)·
↑

argument
· Zero-knowledge ?



Zero-knowledge Proof (EKP)

Simulator Verifier
*

O O
A

>

A
[

X X
>

[

↓

output

·

Zero-knowledge : FPPT V*, EPPTS Sit . F(X,w)e R,

Output[P(x,w) c > V
*(x)] = S(x)

↑

perfect/statistical/computational
E s &



Perfect ZkP for Diffie-Hellman Tuples

Input : Cyclic group G of order 9 , generatory , h , H,

ga igb gab
Witness : b

Statement : EbtEg Sit
. U=gb x v= h

Prover Verifier Completeness ?
Za A : = gr

, B : = ht , g= gub+

? 24 50 , 13 = (gb)5. gr
= u8. A#ver
= (h)2 . r

S : = Gobtr moda
h = (Eb+r

= vV . B



Soundness ? (g , h .n, v) #L v= hd btb

ga ign "ge
FXL , Xp*, Pr[P

*

(x) <> V(x) outputs 1] < negI(n)

Prover* Verifier
A , B

Za A : = gr
, B := ht

N

>J-[

S S 24 50 , 13

S : = Gobtr moda Verifyg
g= :A g= (g)%A 195)"= (gb)r..A h = h 0 · A

n =%.B h = (hb)% B

Pr[g= :A 1 h =%.B] =PrTh .A = ho%. B) = PrThIb-bl .r= B/A9]
Et



Zero-Knowledge?

APPT V*, EPPTS Sit . F(X, w)eRL,

Output[P(x,w) c > V
*(x)] = S(x)

Simulator Verifier
*

Za A : = gr
, B := ht <

24 50 , 13
-

[

S : = Gobtr mod9


