
CSCI 1510

This Lecture :

· PKE from Trapdoor Permutations (continued

· Post- Quantum PKE from LWE Assumption
· Digital Signatures
· Hash-and-Sign Paradigm
· RSA-based Signatures



Semantic/CPA Security

Def A public-key encryption scheme (Gen , Enc, Dec
is semantically secure if FPPT A , Inegligible function 31 . ) Sit.

cipA Pr[b= b'] = E + <(n)

C(14) A(14)

(pk, Sk) = Gen1=")
pk >

>
Mo, M1E 50, 13

*

b 50, 13 Imol = Ima) Challenge
c= Encyp(mp) Phase

S
>

output 6



Trapdoor Permutation
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easy to compute

↑

f+
M hard to invert

easy to invert given trapdoor



Trapdoor Permutation

Def A family F =Sfi : Di-RiSieI is a trapdoor permutation if
① permutation : ViEI , fi is a permutation (bijection) i = (N,e)

② easy to sample a function : (i , +) = Gen(1"). fi(x) = X mod N

③ easy to sample an input : X =Sample(it]) . x uniform in Di.

①easy to compute fi : fi(x) poly-time computable VitI , XeDi.

⑤ hard to invert fi : FPPT A, Enegligible function El.) S.t.

j
(it)= Gen (14),

I
RSA Assumption

Pr x=Sample(i)
: filzl =y

= [In).

y fi(x)
zA(1", i, y)

d
↓

⑥ easy to invert fi with trapdoor . Inv(it, fi(x)) =x (i
, +) = Gen(z")
XDi

xe

Example : RSA trapdoor permutation X Joy
Ki

ydL
&

lsb(x)
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Hard-Core Predicate

Def Let T= (F, Gen . Inv) be a trapdoor permutation ,
Let he be a deterministic poly-time algorithm that, on input i & XEDi,

outputs a single bit hei(x).
he is a hard-core predicate of it if
-PPT A . Enegligible function 21.1 S.t. hi(x)

Pr [V(i
, fi(x)) = hci(x)] = E + E(n) ↑

?

(i, t)=Gen (14) fi
XDi X
- y

Thm Assume trapdoor permutation exists.
Then there exists a trapdoor permutationI with a hard-core predicate he of T.



PKE from TDP

· Gen(1") :
(i
,
+)+ Gen(1")

PK : = i
Ski = t hci(r) =mc[

· Encpk(m) : m - 50, 13 ↑ fi
vDi sit

.
hilr)=m

2: = fi(r) -

· Decsk(c) :

m : = hci (Inv(i , t, ()

Thm If T= (F, Gen . Inv) be a trapdoor permutation with a hard-core predicate he,

then this encryption scheme is CPA-secure.



PKE from TDP

· Gen(1") :
(i
,
+)+ Gen(1")

PK : = i
Ski = t heilr)om

[ ?

· Encpk(m) : m - 50, 13 ↑ fi
veDi

c: = <filr) , hi(r) om] -

· Deck (c) : < = < C , (2)

m : = hci (Inv(i , t, <) #Cz

Thm If T= (F, Gen . Inv) be a trapdoor permutation with a hard-core predicate he,

then this encryption scheme is CPA-secure.



Proof Sketch
C Ho A C 73 A

PK= i >
PK= i >

[
Mo, M1 Mo , M1

c = (fi(r) , hir)@Mo) c = (fi(r) , hir)@M1)

output 6' output 6'

↑ TDP W/ ↑ TDP W/
~ hard-core predicate ~ hard-core predicate

C Ha A C Hz A

PK= i > PK= i >

[
Mo, M1 [

Mo, M1

$50, 13 $50, 13
c = (filr) ,SOMEOTP, c = (fi(r) , S@Ma

output 6' output 6'



Post-Quantum Assumption : Learning With Errors (LWE)
n: security parameter Def We say the decisional (WEn ,m .g ,x problem

q-2nt is (quantum) hard if F (quantum) PPT A,

m =(n log 9)
Inegligible function &( .) sit.

I
AZamxn

X : distribution overq Pr
s**Y : A(A , [Aste moda)) = 2)I concentrated on "small integers" ( exXm

X

- Pr[AcZMA(A , b) = 1] = 2(n) -

-
X

S
t z

>
O A UX1

l b

Pr[1ekxq/e=X] = negl (n) mXn MX1 MX1

21

A b

mXn MX1



Post-Quantum PKE : Reger Encryption
· Gen(1") :

S
X t z

A zam S*** ex A UX1
l b

pk= (A , b= As+emodg)
Sk = S mXn MX1 MX1

· Encpk(M) : M - 50, 13

sample a random S[[m)
r So , 13 m M . (E)

j
1Xm

X t 0 V

(x(n+1)
->

c = ((bi) + M. LE)) moda -> A b Ai . S + li=bi
->

i-th now of A
->

· Deck(c) : c = G small noise
mx(n+1)

G - G .S = M . (E)+
C1 · S =Esbi-Zei
G=bi + M . (z)

Thm If LWEn ,m,g ,x is Iquantum) hard , then Regen encryption is (post-quantum) CPA-secure.



Proof Sketch C Ho A C 73 A

PK= (A , Aste) > PK= (A , Aste) >

< Mo =o , M1= 1 < Mo =o , M1= 1

c= (iEsAi, Esbi)
>

=(iEsAi,Esbit(1)-
output 6' output 6'

ILWE ILWE
C Ha A C Hz A

Pk= (A , b) > Pk= (A , b) >

< Mo =o , M1= 1 < Mo =o , M1= 1

=(iEsAi, Esbi)
>

⑤ =(iEsAi,Esbit())
-

X

output 6' output 6'

Leftover Hash Lemma



Homomorphic Properties of Encryption Schemes

Multiplicatively Homomorphic Additively Homomorphic

EnCIMEnc(Ma - mu) EnCIMEnc(Ma+mu)
ElGamal : Exponential El Gamal :

Eg hmgtk, (mm) Enc(m) = Ig hes

Eg hggrtg,is

Regev :
G= (r . A , r b + M · (E)
C= (V . A , r b + Mr. (E)

((E+r)t. A , Cr+re)+ b+ (Mz+Mz) . LE)



Digital Signature

Alice Bob
O (m , 5)

7 ⑫A x
Im' ,w

m Sk (m.w) pk
↓ ↓ Eve ↓ ↓
Authenticate R Verify

↓ ↓
S 0/1

(signature



Digital Signature
· Syntax :
A digital signature scheme is defined by PPT algorithms (Gen , Sign · Vrfy) :

(pk ,sk) Gen (11)

< Signsk(m) meN
01 : = Vrfyph (m , 2)

· Correctness : En , F(pk , sk) output by Gen (14) , VMEM

Vrfyp,(m , Signs(ms) = 1



Digital Signature
Def A digital signature scheme T = (Gen , Sign · Urfy) is secure if APPTA,

E negligible function 31.) S.t. Pr[SigForget
,#
==] = E(n)

.

C(14) A(14)

(pk , sk) <Gen(1n)
pk > Q : = [m/ in queried by 13

< mEM SigForge A,#== (A succeeds) if
- Signsk(m) · ① m* Q , and

② Urfyp,(m+, o*) = 1 .

output (m*, s
*)



Hash-and-Sign Paradigm
Recall : Hash-and-MAC

Secure MAC for fixed-length messages
t => Secure MAC for arbitrary- length messages

CRHF for arbitrary-length inputs

m
HS

> n Macs t

Hash-and-Sign

Secure Signature for fixed-length messages
t => Secure Signature for arbitrary- length messages

CRHF for arbitrary-length inputs

m
HS

> n Signs s



RSA-based Signatures

Plain RSA Signature :

· Gen(1") : ge

(N
, e ,d)<GenRSA(1") Gq -m

Pk : = (N ,e) und
Ski = (N, d)

* *
· Signsk(m) : me EN

W : = md mod N

· Vrfypk(m , 6) : m = remod N

Is it secure? ( A
Pk= (N , e) <

Pick an arbitrary o
*
EE*, m*= 1**)emod N

M

-e
>

m
*
= m2modN

,
s
*
= ="mod N



RSA-based Signatures
m

RSA-FPH (Full Domain Hash) Signature :
· Gen(1") : H

ge
(N
, e ,d)<GenRSA(1")

Pk : = (N ,e) Gq S
Ski = (N, d) yd
Specify a hash function H : 50, 13

*
-Z * *

· Signsk(m) : me So , 13
*

W : = H (m) mod N

· Vrfypk(m , 5) : H(m) = remod N

Thm If the RSA problem is hard relative to GenRSA and H is modeled as a

random oracle , then this signature scheme is secure.

H #
1

X j

Al


