
CSCI 1510

This Lecture :

· Factoring/RSA & DLOG/CDH / DDH Assumptions (continued

·Key Exchange Definition & Construction

· Public-key Encryption Definitions

· ElGamal/RSA Encryption

· Trapdoor Permutations



Factoring Assumption
GenModulus (14) : PPT algorithm , generates (N, p ,9)

P.g : n-bit primes, P+9 . N =p .q

Def Factoring is hard relative to GenModulus if
APPT A , Enegligible function [C .) Sit . Pr[piq =N] = E(n).

((1n) A(14)

(N
, p, 9)+ GenModulus (11)

N
>

Output p,, g'> 1.

Factoring => OWF(GenModulus (



RSA Assumption
GenModulus (14) : generates (N, p .9) . P.9 : n-bit primes , P+9 · N= :9

GenRSACI") :
(N
, p, 9)+ GenModulus (11) xet

public

q(N) : = (p-1)(q-1) prime X Joy
Choose e>1 Sit . god(e , P(N)) =1 you
Compute : = etmod P(N) hidden

Output (N , e, d) * *

Def The RSA problem is hard relative to GenRSA if
APPT A , Enegligible function [C .) Sit . Pr[x = y modN] = E(n)·

((1n) A(14)

(N
, e ,d)<GenRSA(1") (N , e) <

Y*** output d

(N ,e, y) >

Output X

↳

RSA" => Factoring



Discrete-Log Assumption
G(1") : PPT algorithm , generates (G , g , 9) G = Eggt, g2, ..., g8-3

↑

description of a cyclic group G of order 9 With generator g.
↑
n-bit integer

Def Discrete-Log (DLOG) is hard relative to G if
APPT A , Enegligible function [C .) Sit . PrTgX = h] = E(n).

((1n) A(14)

(G .q, 9) < G(14)

h G gX ? X
**

q ,
hi=gX

(G
, g , g , h) >

Output X

DLOG = CRHF = OWF



Computational Diffie-Hellman (CDH) Assumption
G(1") : PPT algorithm , generates (G , g , 9)

Def CDH is hard relative to G if
APPT A , Enegligible function [C .) Sit . PrTh=g

*Y] = E(n).

((1n) A(14)

(G .q, 9) < G(14)

X ,y Zy (g*, gY) ? > gXY
(G

, g , g , gx, g3)
>

Output h

CDH E DLOG
X

↑
break

EPPT A



Decisional Diffie-Hellman (DDH) Assumption
G(1") : PPT algorithm , generates (G , g , 9)

Def DDH is hard relative to G if
APPT A , Enegligible function [C .) Sit . PrTb = b'J = *+ <(n)·

((1n) A(14)

(G .q, 9) < G(14)

X , y ,z Ig
b<$50

, 17
(g*, gY

, g*y) = (gx, g3, gz)
If b=0, hi = gXY

If b=1, h : =gz
(G

, g , g , gx, g3, h) >

Output b

DDH = CDH
X

↑
break

EPPT A



>

CPA-Enc

-
PRF

- Authenticated
CCA (Secrecy

PRG
-

MAC

> Encryption
Unforgeable (Integrity

↑

owF/owp
↑ X

Factoring CRHF
↑ ↑

RSA DLOG

↑
CDH

↑
DDH



key Exchange

Alice Bob

O > O
A & A

>

&

↓ ↑ ↓

KA Ki

Eve k=?

R

· Correctness : K = KA = KB

· Security (Informally): Eve listening on the channel shouldn't be able to guess K.



key Exchange : Security

Def A key exchange protocol It is secure if
APPT A , Enegligible function [C .) Sit . Pr[b = b'J = *+ <(n).

C(14) A(14)

Two parties holding I"execute It.
=> transcript T containing all the messages
& a key K output by each party.

b <$50, 13

If b=0, : = K

If b= 1, * 50 , 23"
(T , Y)

>

output b



Diffie-Hellman Key Exchange

Alice Bob

(G , g , g) =G(z")

** Zy

ha : = gX (G
, g , g , ha) >

y=* &q

hi : = g]
hB

[

↓ ↓

KA : = his = (g4)
"
= gY

.x k := hi = (gx)" = gX. Y

Thm If DDH is hard relative to G , then this is a secure key exchange protocol.

b=0 : T= (G , g , g , ha , his) , Y = gXY
b=1 : T= (G , g , g , ha , hi) , Y = gz



Public-key Encryption

Alice Bob

⑭ C
> ⑫↑

m PK 2 Sk

↓ f ↓ f
Eve m=?

Encrypt Decrypt

↓
R

↓



Public-key Encryption
· Syntax :

A public-key encryption (PKE) scheme is defined by PPT algorithms
(Gen , Enc, Decl :

(pk, Sk) = Gen (1")

< Encyi(m)
M/ : = Deck(c)

· Correctness : F(pk , Sk) output by GenlI"), m (EMpk).

Deck (Encpp(m) = m.

· Security : Semantic/CPA/CCA ?



Semantic Security

Def A public-key encryption scheme (Gen , Enc, Dec
is semantically secure if FPPT A , Inegligible function 31 . ) Sit.

cipA Pr[b= b'] = E + <(n)

C(14) A(14)

(pk, Sk) = Gen1=")
pk >

>
Mo, M1E 50, 13

*

b 50, 13 Imol = Ima) Challenge
c= Encyp(mp) Phase

S
>

output 6

CPA Security ?



Chosen Ciphertext Attack (CCA) Security
Def A public-key encryption scheme (Gen , Enc, Dec) is CCA-secure if

VPPT A , Inegligible function 31.) sit. Pr[b= b'] = * + <(n)

C(14) A(14)

(pk, Sk) = Gen1=")
pk

m := Deck(c)
> in Phase = Queries

Mo, M1E So, 13
*

b 50, 13
E

Imol = Ima)
Challenge Phase- Encpp(mp) C

>

m : = Decsk(4)** Phase 2 Querieas

output 6



ElGamal Encryption
· Gen(1") :

(G , g , g) =G(z")
** Eg ,

h : = gX
PK : = (G , g, g, h)
Ski = X

· Encpk(m) : me G

rEg ~ gar
2: = (g, hom)

· Deck(c) : (= (C, (2)

C -> gXr
m :=2 · (C

*)
+

Thm If DDH is hard relative to G , then ElGamal encryption is CPA-secure.



Thm If DDH is hard relative to G , then ElGamal encryption is CPA-secure.

Proof Sketch C Ho A C 73 A

Pk = (G , g, g, gx)
>

Pk = (G , g, g, gx)
>

Mo ,Mae G Mo ,Mae G

c = (g5gX. Mo) > c = (gtgXmz) -
output 6' output 6'

IDDH IDDH
C Ha A C Hz A

Pk = (G , g, g, gx)
>

Pk = (G , g, g, gx)
>

Mo ,Mae G Mo ,Mae G

c = (gY gE . Mo) > E
c = (gY gE. M1) >

output 6' output 6'



RSA-based Encryption

Plain RSA Encryption :

· Gen(1") : <public

(N
, e ,d)<GenRSA(1") M

xe
C

Pk : = (N ,e) X To

Y
Ski = (N, d) you

hidden
· Encpk(m) : me EN * *

C: = me mod N

· Deck(c) : m : = cdmod N

Is it CPA-secure ? No !



RSA-based Encryption

Padded RSA Encryption :

W

M

<public
· Gen(1") : xe

m
(N
, e ,d)<GenRSA(1") X To

C

Pk : = (N ,e) you
Y

Ski = (N, d)
hidden

* *
· Encpp(m) : m + 50,7 least significant bit
*** Sit

.
Isb(m) = m

1l
C: = M mod N

· Deck(c) : m : = c dmod N

m : = lsb(m)

Thm If the RSA problem is hard relative to GenRSA , then this encryption scheme

is CPA-secure.



Trapdoor Permutation

f

easy to compute

↑

f+
M hard to invert

easy to invert given trapdoor



Trapdoor Permutation

Def A family F =Sfi : Di-RiSieI is a trapdoor permutation if
① permutation : ViEI , fi is a permutation (bijection) i = (N,e)

② easy to sample a function : (i , +) = Gen(1"). fi(x) = X mod N

③ easy to sample an input : X =Sample(it]) . x uniform in Di.

①easy to compute fi : fi(x) poly-time computable VitI , XeDi.

⑤ hard to invert fi : FPPT A, Enegligible function El.) S.t.

j
(it)= Gen (14),

I
RSA Assumption

Pr x=Sample(i)
: filzl =y

= [In).

y fi(x)
zA(1", i, y)

d
↓

⑥ easy to invert fi with trapdoor . Inv(it, fi(x)) =x (i
, +) = Gen(z")
XDi

xe

Example : RSA trapdoor permutation X Joy
Ki

ydL
&

lsb(x)
* *



Hard-Core Predicate

Def Let T= (F, Gen . Inv) be a trapdoor permutation ,
Let he be a deterministic poly-time algorithm that, on input i & XEDi,

outputs a single bit hei(x).
he is a hard-core predicate of it if
-PPT A . Enegligible function 21.1 S.t. hi(x)

Pr [V(i
, fi(x)) = hci(x)] = E + E(n) ↑

?

(i, t)=Gen (14) fi
XDi X
- y

Thm Assume trapdoor permutation exists.
Then there exists a trapdoor permutationI with a hard-core predicate he of T.



PKE from TDP

· Gen(1") :
(i
,
+)+ Gen(1")

PK : = i
Ski = t hci(r) =mc[

· Encpk(m) : m - 50, 13 ↑ fi
vDi sit

.
hilr)=m

2: = fi(r) -

· Decsk(c) :

m : = hci (Inv(i , t, ()

Thm If T= (F, Gen . Inv) be a trapdoor permutation with a hard-core predicate he,

then this encryption scheme is CPA-secure.


