
CSCI 1510

This Lecture :

· One-Way Function

· Hard-Core Predicate/Bit

· PRG from OWP
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One-Way Function

f : 50, 13
*
+ 30, 13

*
that is easy to computed hard to invert.

f
3

↑

f+



One-Way Function

Def A function f : 50, 13
*
-> 30

, 13
*

is a one-way function (OWF) if
- easy to compute : Epoly-time algorithm My computing f .

XX
. Mf(x) = f(x).

- hard to invert : FPPT A . Enegligible function El .) Sit .

Pr TALI
, f(x) ef

+ (f(x))] = E(n)
X50,134

One-way permutation (owp) : 50 , 13"- 50 , 23" , bijective·

C(24) A(14) f

X#50, 13"
X y

y : = f(x) X
Y

>

output x' Prtf(x) = y] < Eln).

What ifA is computationally unbounded ?



Candidate One-Way Function

· Factoring : f(x , y) = X . Y
↑

X, y are n-bit primes

01010

· Subset Sum : f(x1 , X2, ..., Xn , J) = (X 1
, X2, . ., Xu xj mod 2)

↑
Xi ESo,13" interpreted as an integer

JESo , 13 " interpreted as a subset of [n)

· Discrete Log : fig(x) = g
*
mod p

↑

p is an n-bit prime .

g is a "generator" for Ep*

· SHA-2/AES



Exercises : Is g necessarily a OWF ?

Let f : 50, 13"-> 50, 13 " be a OWF.

① g(x) =

5x inS O >Oh

X
⑧ f Te

f
② g(x , y) = f(x)))y((x) = (y))

XIy filly

② g(x) = f(x)[1 ... n-1) (least significant bit truncated



① Let f : 50, 13"-> 50, 13 " be a OWF.

g(x) =

SX inS g is still a OWF.

Proof Assume not
, then EPPT A that breaks the one-wayness of g.

We construct a PPT B to break the one-wayness of f.

C f
B 9 A

X#50, 13"
y : = f(x) Y

> Y
>

output X

output XI

Pr[f(x))=yj = PrEx=oL] · Pr[f(x)=y(x=on] + PrExtoL] · PrIfIxY=y/xfor]
= 0+ (1-z-4) · Pr[g(x))=y(x+oh] = (1-2-n) .

z(n)- z
-

= E(n)- 2
-4

non-negl. 1- z
=h

X X

E(n) [Pr[A breaks g) = Pr[X=oL] · PrEA breaks g(x=oh]+ PrEXFoL] ·PrIA breaks g1X+or]
= 2

-"
+ (1-2

-4) · Pr[g(X)) =y(x+ oh]
E(n)- z

-1

I
1-z

-n



② Let f : 50, 13"-> 50, 13" be a OWF.

g(x , y) = f(x)))y((x) = (y))

g is still a OWF.

Proof Assume not
, then EPPT A that breaks the one-wayness of g.

We construct a PPT B to break the one-wayness of f.

C f
B 9 A

X#50, 13"
z : = f(x) Z

>

yeso,13" (E, Y) >

output (xiy')

output XI

Pr[B succeeds] = Pr[f(x))=z] = PrTg(X, y'l = (z , y)] = non-negl (n).

PrIA"succeeds]



y= 04/2
S③ Let h : 50,

14-> 30 ,13 be a OWF .

* 110 ... o * 110 ... 0 1

f(x ,y) = x110* 111 If y=0

Sh(x)11 on otherwise
* 11 y he(x)/0 ... 0 o

Step 1 : f is a OWF. Y+ 04/2

Proof Assume not
, then EPPT A that breaks the one-wayness of f

We construct a PPT B to break the one-wayness of h.

h
C B f A

X 50, 13 M
z : = h(X) Z

> zll onl
>

output (x,y')

output XI

non-negl (n) -2-1
Pr[h(x1)=z] = PrIf(X' , y)=zlloUR/yFOUR] = 1-2-nm

T

non-negl(n) [Pr[A breaksf] = PrEy=oN] · PrTA breaks fly=on12]+ PrEytoM] ·PrTA breaks flyFOUR]
= 2-+ (1-z

-/) . PrIf(x! y')= zloUR /y+ oU12]



E if y=0g(x,y) = clout1 otherwise

Step 2: 9 is not a OWF.

C A
ullon-1

output (xy') = ( n ,
04/2)



Hard-Core Predicate/Bit

Def A function hc : 50, 13
*
-So, 13 is a hard-core predicate/bit of a function f if

- he can be computed in poly time

- FPPT A . Enegligible function 21.1 S.t.

Pr TAL1"
, f(x) = hc(x)] = E + E(n)

X50,134 b
[

hC

C(24) A(14) f
X y

X#50, 13"

y : = f(x)
Y

>

output b' Prthc(x)= b] = *+ 3 (n)·

Does every OWF have a hard-core predicate ? Open Problem !



Constructing Hard-Core Predicate

Thm (Goldreich- Levin) Assume OWFs (resp. OWPs) exist.

Then there exists a OWF (resp. OWp) g and a hard-core predicate he of g.

-OWP
Given a OWFf -

cowp
Construct another OWF g(x , r) : = (f(x) . r) ,

(x1= r1.

With a hard-core predicate hc(X , r) :=Xi



Let f : 50, 13"-> 50, 13 " be a OWF.

g(x , r) : = (f(x) . r) ,
Ix1 = Iren · g is still a owF.

hc(X , r) :=Xi
Thm he is a hard-core predicate of g.
Proof Assume not , then EPPT A that breaks the hard-core predicate hc. = with probability 1.

We construct a PPT B to break the one-wayness of f.

C f
B he A

X#50, 13"
y : = f(x) Y > Fiein)

,

:= 0 ... 010 -. p

I (Y , (i) >

&
bi J

output X' =be br Pr[bi =Xi]= 1

Pr[X= y ] = 1
.



Constructing PRG from OWP

Let g : 50 , 23"-> So , 23" be a owp with hard-core predicate he

Construct G : So , 13-> 50 ,
134+=

G(s) = g(s) 11 hc(s) ·

Thm G is a PRG
.

Ho : S$50 , 13"
, output g(s) /1 hc(s). T

S < g(s) he(s)

he security

H1 : Sto , 13" b* 50, 13 , output gls) 116

S > g(s) bet T

identical distribution since g is permutation

72 : $50 ,13" ,
be50. 13 · output &116

* be



Increasing the Expansion

Un

↓ G

5Un+1

↓ G ↓ G

7 7 7 Un+2

Ho Ha 72


