
CSCI 1510

This Lecture :

· Block Cipher Modes of Operation (continued)

· Practical Constructions of Hash Functions

· Midterm Review

· Selected Problems from Homework



Block Cipher Modes of Operation

F : So , 13" x 50 , 13" -> So, 13 "

Assumed to be a pseudorandom permutation (PRP).

Goal : Construct a CPA-secure encryption scheme for arbitrary-length messages.



Electronic Code Book (ECB) Mode

m = Me M2 M3

--v

Enc : Fk FR FR

W w

2 = C1 Cz ⑤

W -v

Del : Fil Fi Fil

w w W

m = M1 Mz M3

CPA secure ? No ! Deterministic Enc



Cipher Block Chaining (CBC) Mode
Fo : Enc(Mol

m = M1 M2 M3
71 : Fi-f

~

-
IV - - - 72 : Mo->Mz

Initialization Vector

IV 30, 1}"
~ ~ ~ Its : f -> FR
EK FR FR Enc(m1)

V ~ ~

C = IV C1 · 33

How to decrypt ? Fr(Ci) Cit -> Mi

CPA secure ? Yes !

Can we parallelize the computation ? No for Enc , Yes for Dec.



Chained Cipher Block Chaining (CBC) Mode

m = M1 M2 M3 m = M4 M5

w

IV - - - -

~ ~ ~ ~

FR FR FR # Fir

V ~

C = IV C1 · c = ii

CPA secure ? No !



Counter (CTR) Mode Stateful CTR· CPA secure
50, 134/2 (IVII1) (IVI12) (IV 113)

50,13"$ IV =on IV+I [V+2 [V+3 [V+4 [V+5->

# F #

m_ mz m me my

W v

C = IV C1 ② ⑤⑭

How to decrypt ? FIN+i) C => Mi

CPA secure ? Yes !

Can we parallelize the computation ? Yes !

PRG from PRF G(s) : = Fs(z) /l Fs(z)Il ...



Output Feedback (OFB) Mode

50,13 IV

Fi E Fi

me M2 my

v v

C = IV i Cz C3

How to decrypt ?

CPA secure ?

Can we parallelize the computation ?

PRG from PRF G(s) : = Fs(o) (1 Fs(Fs(o) Il ..



Compression Function from Block Cipher

Block Cipher Davies-Meyer> Compression Function Merkle-Damgard > Arbitrary-length
(fixed- length hash function) hash function

Input : 1 *

~

> F

Output: Fi)

If F is model as an "ideal cipher" , then Davies-Meyer construction is collision-resistent.



Practical Constructions of Hash Function

MD5 : output length 128-bit
best known attack 216

collision found in 2004

Secure Hash Functions (SHA) : Standardized by NIST .

· SHA-0 : Standardized in 1993

output length 160-bit

best known attack 239

· SHA-1 : Standardized in 1995

output length 160-bit

best known attack 263
collision found in 2017



Practical Constructions of Hash Function

Secure Hash Functions (SHA) : Standardized by NIST .

· SHA-2 . Standardized in 2001

output length 224 , 256 , 304 , 512-bit

· SHA-3 : Competition 2007-2012

released in 2015

output length 224 , 256 , 304 , 512-bit



Midterm Review

· Symmetric-Key Encryption
- Syntax
- Kerckhoff's Principle

· Perfect Security
- Definition
- Construction : One-Time Pad
- Limitations : 1KI = IM/

· Computational Security
- Negligible function & Asymptotic approach



Midterm Review

· Computational Security for Message Secrecy
* Semantic Security
- Definition

↓Definition
- Construction : Pseudo-OTP from PRG
- Proof by reduction
- Limitations : Cannot reuse key

* CPA Security
- Definition

↓Definition
- Construction from PRF
- Proof by hybrid argument + reduction
- Limitations : Cannot query for decryption

* CCA Security
- Definition



Midterm Review

· Message Integrity
* Message Authentication Code (MAL
- Syntax
- Definitions : Secure/strongly secure
- Constructions

Fixed-length MAC of length n from PRF
Fixed-length MAC of length ((n) .n from PRF : CBC-MAC

Arbitrary- length MAC : extension of CBC-MAC

* Unforgeability of Encryption Scheme
- Definition

· Authenticated Encryption : Secrecy & Integrity
- Definition : CCA secure & Unforgeable
- Constructions : CPA-secure encryption + MAC



Midterm Review

· Practical Constructions

- Block Cipher : PRp=
Definition

- Constructions : SPN/Feistel Network / DES / AES

- Attacke on reduced rounds

- Modes of Operation



Midterm Review

· Hash Function

- Definition : Collision-Resistant
- Birthday Attack & Implications
- Merkle-Damgard Transform
- Applications
- Practical Constructions : Davies-Meyer/SHA
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# : So , 13 x 50 , 13 "-> So, 13"

Fs(x) : = GSTo)(IFs(X)[in-D if X=x*

Fi(x) otherwise



CTR mode
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