
CSCI 1510

This Lecture :

· Constructions of Block Cipher (continued)
· Data Encryption Standard (DES)
· Block Cipher Modes of Operation



Pseudorandom Permutation (PRP)

Def Let F : 50, 13" x 50, 13"-So, 13" be a deterministic , poly-time , keyed
function. F is a pseudorandom permutation (PRP) if FK() is bijective for all k,

APPT A, Enegligible function El . ) Sit. Fis() is poly-time computable

Pr[An) =1) - Pr[Ac =1]I fePermn I
C(14) A(14)
b 50, 13

If b =o, then K** 30, 13" [F/F: 50,13> 50,1343
If b=1 , then& Permn

<
X

If bio , then y :=F((x)
If b=1 , then y := f(x) 1 &

output a

Pr[b=b'] = t + E(n).



Block Cipher

F : So , 13" x 50 , 13-> So, 131
n : key length
l : block length

FK)) : permutation/bijective 50 , 13-> 50 , 13

F(c) : efficiently computable given K.

Assumed to be a pseudorandom permutation (PRP).



Substitution- Permutation Network (SPN)

X = -

k= Step 1 : Key Mixing
X : = X * k

&

Step 2 : Substitution (Confusion Step)
If

Si : 50 , 138 +> 50 , 138 (S-box)
Public permutation/one-to-one map

m

1-bit change of input
-> at least 2-bit change of output

a Step 3 : Permutation (Diffusion Step
P : [64] -> 564]

& ⑨ Public mixing permutation
↓A single round of SPN affect input to multiple S-boxes next round

"Confusion-Diffusion Paradigm"



Feistel Network

X = 3-round Feistel Network

f(1
Ski : 50 ,13+ 50 , 134/2
↑

Fi round function

-
fk

How to compute Fily) ?
Y=



U

F : 50 , 13 x 50 , 13-> 50, 139Data Encryption Standard (DES) block length 1=64
master key length n= 56

16-round Feistel Network
DES mangler function

32-bit 32-bit
-

⑯ 14

"8-bit key mixing
&

· 8-bit :
Ebit

↓5 5 T substitution
⑯ im

8-bit
4-bit

⑯ E permutation

keySchedule :
28-bit 28-bit E: expansion functionene

(master key E

bit
3 A B A

vv -

16-bit 16-bit 16-bit
--
24-bit 24-bit



Data Encryption Standard (DES)

DES mangler function
S-box : 50 , 138 -> 50 , 134

X IIII
① "I-to-1" :

& Exactly 4 inputs map to same output
I/II key mixing

4 possible
② 1-bit change of input
-> at least 2-bit change of output

~j substitution

8
1

permutation
Mixing Permutation : [32) -> [32]

Y & bits from each S-box will affect the input
to 6 S-boxes in the next round

key recovery : 0 (4 ·8)



Attacks on Reduced - Round DES

X = 1-round ?

f(1 CanA recover sub-key in less than 21 time?
↳ Ro

C
,
LollRo A

fi ↳111 R1
>

RoGRz => f(p(Ro) = Lo G Re

-
fk

LollRo Recover 11 in time O(4·8)
-

L'IIRI> Verify

z-round ?
Y=

C
,
LollRo A

Lz/lR2
>

=> f(p(Ro) = Lot Lz

Recover 11 in time O(4·8)

f((Lz) = RoGRz
Recover 12 in time O(4·8)



Advanced Encryption Standard (AES)

F : So , 13" x 50 , 13-> So, 131
n : key length
l : block length

· n= 128/192/256 , 1= 128

· standardized by NIST in 2001

· Competition 1997-2000



Block Cipher Modes of Operation

F : So , 13" x 50 , 13" -> So, 13 "

Goal : Construct a CPA-secure encryption scheme for arbitrary-length messages.



Electronic Code Book (ECB) Mode

m = Me M2 M3

--v

Enc : Fk FR FR

W w

2 = C1 Cz ⑤

W -v

Del : Fil Fi Fil

w w W

m = M1 Mz M3

CPA secure ? No ! Deterministic Enc



Cipher Block Chaining (CBC) Mode

m = M1 M2 M3

-
IV - -

Initialization Vector

IV 30, 1}"
~ ~ ~

EK FR FR

V ~

C = IV C1 · s

How to decrypt ? Fr(Ci) Cit -> Mi

CPA secure ? Yes !

Can we parallelize the computation ? No for Enc , Yes for Dec.



Theorem If F is a PRP, then block cipher CBC mode is CPA-secure.

Prof Assume not, then EPPT A that breaks CPA security of CBC mode.

We construct PPT B to break the pseudorandomness of F.

C PRP Game (f)
B CPA Game (CBC) A

b50. 13

b=2 : f IVM1
IV$50, 134

<
M=Mall ... 11Mk

E
C1

> Phase 1

b=0 : FK

E CitMitD iETo
C= IVIICll ... 11Ck
?

Mo = mill ... /lmi
E

b*50, 13 M1 = mill-- - II ME

* b IV*So, 13"IVM1
E

C Challenge Phase

E COME T- c= IV*/ICII ... /ICE
>

<
M=Mall ... 11Mk

D Phase 2
C= [VIICll- 11C

> (same as Phase 1)

> output 6

If b
*
=b

, output o

Otherwise output I



Proof (continued)

PrTB guesses b correctly) = Pr[b=0) · PrEb
*=b'lb=0)

+ PrTb=1) · (1-Pr[b*=b'lb=1)

A breaks CPA security of CBC => Prtb
*
=bl b=0) >- + non-neg (n)

When b=1
,
C uses a random permutation,
the advantage of A is upper bounded by the probability that

inputs to f in c collide with other inputs to f.

=> Prtb
*
=bl b=z) < * + Poly(n) = k + neg (n)

PrTB guesses b correctly) = - . (k + non-negl(n) + 1. ( k- negl (n)
=- + non-neg((n) - negy



Alternative Proof :
Fo : CBC mode

71 : Fi-f

Step = : /Pr[A outputs 1 in Ho]-PrTA outputs 1 in H1)/[neg(n)
(Reduction to PRP security(

Step 2 : Pr[A guesses correctly in H1] =E+ neg (n)

(Statistical argument)



Chained Cipher Block Chaining (CBC) Mode
C3
II

m = M1 M2 M3 m = M4 M5

w

IV - - - -
ph

~ ~ ~ ~ ~

FR FR FR FR EK

V ~ v ↳C = IV C1 33 c =

C A
<
MellMzlIM3

CPA secure ? C= IVIICIICIIC
>

<
Mo = C311m5
M1 =Gllm

Challenge
=cl(

>

C*11 M5
[

c' =CollC7
> c Ic



Counter (CTR) Mode
50, 134/2 (IVII1) (IVI12) (IV 113)

50,13"$ IV IV+I [V+2 [V+3->

#

me m2 m

W v

C = IV C1 ②

How to decrypt ? FIN+i) C => Mi

CPA secure ? Yes !

Can we parallelize the computation ? Yes !

PRG from PRF


