
CSCI 1510

This Lecture :

· Merkle Trees (continued)

· Constructions of Block Cipher
· Substitution- Permutation Network (SPN)

· Feistel Network



Applications of Hash Functions
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Local Storage
Merkle Tree ↓
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How does verification work ?

Thm If (Gen , H) is a CRHF, then (Gen , MTt) is a CRHF for any fixed t =2



CPA-Enc
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Pseudorandom Function (PRF)

k# 50 . 13 FK : >

How many possible FK's ?

2x So , 13
N

50 , 13 man

FPPT A

f [F/F : 30, 13"-> 50,23m
W

(not knowing k)

f : >

How many possible f's ?

12m)24 So , 13 50, 13 m



Pseudorandom Function (PRF)
Def Let F : 50, 13" x 50, 13"-So, 13" be a deterministic , poly-time , keyed

function. F is a pseudorandom function (PRF) if APPT A,
Enegligible function El . ) Sit.

/PrTAFIn) =1) - Pr[Af"(4) = 13) = 3 (n)
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b 50, 13
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If b=1 , then & Fund

If bio , then y :=F((x) "If b=1 , then y := f(x)
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Pr[b=b'] = t + E(n).



Pseudorandom Permutation (PRP)
bijective

k# 50 . 13 FK :
FR

>
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How many possible FK's ?
N

2x So , 13 50 , 13
FPPT A

f [F/F : So, 13"-> 50,23"
, W

(not knowing k)

F is bijective3 bijective
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How many possible f's ?
(24) ! So , 13 50 , 13"



Pseudorandom Permutation (PRP)

Def Let F : 50, 13" x 50, 13"-So, 13" be a deterministic , poly-time , keyed
function. F is a pseudorandom permutation (PRP) if FK() is bijective for all k,

APPT A, Enegligible function El . ) Sit. Fis() is poly-time computable

Pr[An) =1) - Pr[Ac =1]I fePermn I
C(14) A(14)
b 50, 13

If b =o, then K** 30, 13" [F/F: 50,13> 50,1343
If b=1 , then& Permn

<
X

If bio , then y :=F((x)
If b=1 , then y := f(x) 1 &

output a

Pr[b=b'] = t + E(n).



Block Cipher

F : So , 13" x 50 , 13-> So, 131
n : key length
l : block length

FK)) : permutation/bijective 50 , 13-> 50 , 13

F(c) : efficiently computable given K.

Assumed to be a pseudorandom permutation (PRP).



Substitution- Permutation Network (SPN)

* = 1001101011 *z = 0001101011

W W

Fk Fk

W

0110100110 1100101101

Design Principle : "Avalanche Effect"
A one-bit change in the input should "affect" every bit of the output.



Substitution- Permutation Network (SPN)

X = -

k= Step 1 : Key Mixing
X : = X * k

&

Step 2 : Substitution (Confusion Step)
If

Si : 50 , 138 +> 50 , 138 (S-box)
Public permutation/one-to-one map

m

1-bit change of input
-> at least 2-bit change of output

a Step 3 : Permutation (Diffusion Step
P : [64] -> 564]

& ⑨ Public mixing permutation
↓A single round of SPN affect input to multiple S-boxes next round

"Confusion-Diffusion Paradigm"



Substitution- Permutation Network (SPN)

3-round SPN :

key mixing
3-round substitution

permutation

1 final-round key mixing

keySchedule :
How we derive sub-keys from master key.

Example :
sub-key ky mixing

W

Output ↳
*
F(( :)



Substitution- Permutation Network (SPN)
X

An SPN is invertible given the master key.
↓

permutation

How to compute Fily) ?
↑

master key
↓key schedule

sub-keys

I
sub-key ke mixingOk
Output y



Attacks on Reduced - Round SPN

X 1-round SPN without final key mixing ?
IIIIII

<
A

IIIIII T
v - v ~ I-round SPN with final key mixing ?III'll 11/ 1

Y

<
A

Y
brute force search on 11 = kn O(z)

brute force search on each block O(24· 4)

Why do we need a final key mixing step ?
sub-key ky mixing = (r-1)- round

output Can we dorround key mixing , then r-round substitution,
thenr-round permutation

?
=> I-round



Feistel Network

X = 3-round Feistel Network

f(1
Ski : 50 ,13+ 50 , 134/2
↑

Fi round function

=Rs@fs(Ru) xfk3 =↳3

R3 · fiiLs)
How to compute Fily) ?

Y=



Attacks on Reduced - Round Feistel Network

X = 1-round ? Feistel Network OR Random Perm ?

f(1 C
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z-round ?
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>
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U

F : 50 , 13 x 50 , 13-> 50, 139Data Encryption Standard (DES) block length 1=64
master key length n= 56

16-round Feistel Network
DES mangler function

32-bit 32-bit
-

⑯ 14

"8-bit key mixing
&

· 8-bit :
Ebit

↓5 5 T substitution
⑯ im

8-bit
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keySchedule :
28-bit 28-bit E: expansion functionene

(master key E

bit
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16-bit 16-bit 16-bit
--
24-bit 24-bit


