
CSCI 1510

This Lecture :

· Collision-Resistant Hash Function (continued)

· Merkle-Damgard Transform

· Hash-and-MAC

· Applications of Hash Functions



Cryptographic Hash Function

H : 50, 13
*
-> 50 ,

13"

X

Hy To

Xo 50, 13"

50 , 13
*

Collision- Resistant Hash Function (CRHF) :

It's computationally hard to find X
,
xE50, 13

*

Sit.

X =X , H(X) = H(X) (collision)



Collision -Resistant Hash Function (CRHF)
· Syntax :

A hash function is defined by a pair of PPT algorithms (Gen ,
H) :

- Gen (1) · output s

- HS(X) : XE50
,
23*, output he 50 , 231(n)

·Security
A hash function (Gen , H) is collision-resistant if
FPPT A, Enegligible function 3)) S

.
t

.
Pr[X#X1 HS(X) =H(x)] = E(n).

C(14) A(th)

SGen(14)
S >

output (x ,x)



Birthday Problem/Paradox

There are a students in a class.

Assume each Student's birthday is a random y:** [365]

What's the probability of a collision ?

9= 366 => Prob .
= 1 Y [N]

9= 23 = prob.
= 50% E=N+1 => prob=1

9=M => prob .

= 50%
9=70 => prob= 99,9%

If security parameter n =128
,
l= ?

l = 256 H : 50 , 13
*
-> 50,13256

2 = 256 =2128



Domain Extension : Merkle-Damgard Transform
Given a CRHF (Gen .

h) from 30 . 23 "to So ,
13 ",

Construct a CRHF (Gen , H) from 50 , 13
*
to So ,

13"

h
>

- u
U

zu

His
u

U

P Assume IX1 is a multiple of n
② Parse X= X11l X21l ... /IXB

,
XiESo. 13" Vie[B]

X1 X2 X3 XB

Zo : =on
43

Z1
43

Zz
4
z

...

ZB-
h > Zi

Zo: = on zi : = h(Zi+ /IXi) VitTB]. HS(X) : =Zi.

Is this a CRHF for arbitrary-length messages (multiple of n) ? No !



Step 1 :
Assume (Gen

,
h) is a CRHF from 30.

13 to 50,
13

We construct (Gen , h) from 30,
13 to 50,

13 "as follows :

- Gen(14) : same as Jen (1").
- h(x) : = [*(x)[S(02)

Step 2. If (Gen ,
h) is a CRHF ,

then so is (Gen ,
h).

Proof Assume not, then EPPT A that breaks the collision resistence of (Gen ,
h).

We construct a PPTB to break the collision resistence of (Gen ,
h) .

C
CRHF(h)

B CRHF(h)
A

X =x xh(x) = hi(X)

S ↓
S

output (x,
x') &(x)[* (02n) = ES (x))@[P(02)

↓

[S(x) = [S(x))
output (x, X')

=> (X,X') is a collision for.

Step 3 : (Go , H) instantiated With (Gen , h) is not a CRHF for arbitrary-length messages.
C A

S
3

output X=0
, X=0



Domain Extension : Merkle-Damgard Transform
Given a CRHF (Gen .

h) from 30 . 23 "to So ,
13 ",

Construct a CRHF (Gen , H) from 50 , 13
*
to So ,

13"
h

>

- u
U

zu

His
u

U

Hs(x) : X E 50, 13
*

↑ Pad X with 100.0 to a multiple of n ->

② Parse= X11l X2ll -.. /IXB
,
XiESo, 13" Vie[B]

X1 X2 X3 XB IXI

Zo : =on
43

Z1
43

Zz 34 z ...

EB
43

ZB
h > ZB+

bit representation of(x)

Zo:= on Zi : = h (Zi+ /IXi) ViETB] . ZBH := h (Zi 11 <Es) HS(X) : =ZB+

Thm If (Gen, h) is CRHF,
the so is (Gen ,

H).



Thm If (Gen, h) is CRHF,
then so is (Gen ,

H).

Proof Assume not, then EPPT A that breaks the collision resistence of (Gen, H).

We construct a PPTB to break the collision resistence of (Gen ,
h).

CRHF(h)
C B CRHF(H)

A
S

S

output (x,
x') Collision :

X+XXH(x) = HS(x)

output ?

Case 1 : Zi 11 Ix1 + Zi 11 IX'l

↳ (zi 11 (x1) = h(Zi 11(x11)
m : = zi//(x1m' = = ZillIX'l

Case 2 : zi 1/Ix1 = Zi 11 IX'I ,
B= B

Eit[B] sit
.
XiX: X Zi =Zi

M : =Zi+1Xi Mitill

B outputs (m , m') as a collision for h



Hash-and-MAC

Secure MAC for fixed-length messages
t => Secure MAC for arbitrary- length messages

CRHF for arbitrary-length inputs

Let"= (GenM
,
Mach

, VrfyM) be a secure MAC for messages of length n.
Let TH = (Gen'

, H) be a CRHF for arbitrary- length inputs with output length n.

Construct T= (Gen
, Mac ,Vify) :

- Gen(14) : =GenM(a") .
StGent(1")

. Output K= (kM, s(

- Mac(k,m) : meSo ,
13*, parse k= (kM

, s

h := HS(m) , < MacM(kM, h) · output to

- Vrfy (k , (mit) : Parse k= (kM
, 5)

n:= H(m) ,
b : =Vrfy(kM,

(h , t))
· Output b.

m His h Macks t

Thm If MM is a secure MAC and TH is CRHF, then it is a secure MAC.



Thm If MM is a secure MAC and TH is CRHF, then It is a secure MAC.

C A

= GenM(c")
stGenH(14)

h : = HS(m)
< MacM(kM, h)· D

Q : = Em/ m queried by13

output (mY, t
*)

m
HS

> h Macks t

Step 1:PPT A, PrEEmEQ sit
.
mem

*
x H(m)= Hs(m*)] = neg1(n).

(follows from collision-resistance of H)

Step 2 : Assume H(m)+ H(m*) XMEQ ,
then unforgeability follows from MAC security.



Applications of Hash Functions

· Deduplication

H)D+ ) + n
+

H) Du 1 + h2z
Unique identifier

If ha+ h2 => Di + D2

If h = kn => D1=2 Why:

Virus Scan H(F) = H) F
*
(

Video Deduplication H(V= ( = H) v (



Applications of Hash Functions

Client Server Client Server
#

H(F( F H(E) = ha Fl

↓
Store

> H) Fz) = h2 F2

↳ Retrieve
>

: :

H) En ( = hn Store Fr>

n=H)F) Retrieve i
E

Is the file changed ? hE=H)E)
E

↳*-H(h ,
- - - hn)

Is the file changed ?

Goal :

-0(1)
P Client's storage doesn't grow with n.

② Verification doesn't grow with n.

↓
Ollugn)



Local Storage
Merkle Tree ↓

1/(1 =H(h +- 4llha-g)

"X-k It'

= H(h, (hu) / = H(h3/h4) h5-6 has

W YY/↳ Y ↑ ↑ ↳ ↳ ↳ ↳
H(E) H(E)H(E)H(x)H(F)H(F)H(E)H(F)

HS : 50 , 13
*
+ 50, 132

MTE (Fll ... (lFt) -> So ,
13"

How does verification work ?

Thm If (Gen , H) is a CRHF, then (Gen , MTt) is a CRHF for any fixed t =2


