
CSCI 1510

This Lecture :

· Generic Constructions of Authenticated Encryption (continued)

· Collision-Resistant Hash Function

· Birthday Attacks



Chosen Ciphertext Attack (CCA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure

against chosen ciphertext attacks , or CCA-secure , if FPPT A,
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Unforgeability
Def A symmetric-key encryption scheme T= (Gen , Enc, Dec) is unforgeable

if FPPT A , Inegligible function 31 . ) Sit. PrtEncForget
,#
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Def A symmetric-key encryption scheme is authenticated encryption if it
is CCA-secure and unforgeable.



Generic Constructions

LetE= (GenE, EncE, DecE) be a CPA-secure encryption scheme.

Let #M= (Gen", Mac UrfyM) be a strongly secure MAL scheme.

How to construct an authenticated encryption scheme?

① Encrypt-and-Authenticate

② Authenticate-then-Encrypt

& Encrypt-then-Authenticate



Encrypt-and-Authenticate M

Gen (14) :

EncE MacM

kE< GenE(1n) c =) ↳
E -t (

= Gen"(1")
DecE

~

Output K= (kE , kM)
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~
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Enc(m) : Deck (c) : c = (CE , tr)
CE EncE(kE

, m) m : = DecE(kE
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t MacY (k,my b : = Vrfy (k*, (m , t)
output (= (CE , t) If b=1 , output m

otherwise output

Q1 : Is it CPA-secure ? No !

Q2 : Is it CCA-secure ? No !

Q3 : Is it unforgeable? Yes !



Authenticate- then- Encrypt

Gen (14) :

M

)mMac) EnCEkE< GenE(1n) DecE

k = Gen"(1")

Output K= (kE , kM) (i) ivre

~

Enc(m) : Deck (c) :
0/1 ?

t Mac (k*, m) milt := DecE(kE , c)

c EncE(kE
, mIlt) b : = VrfyM(k, (m , t)

output c If b=1 , output m
otherwise output

Q1 : Is it CPA-secure ? (exercise)

Q2 : Is it CCA-secure ? No !

Q3 : Is it unforgeable? (exercise



Encrypt-then-Authenticate
M

Gen (14) :
EncE

kE< GenE(1n) c =) cE MacY
- t(

= Gen"(1") DecE
~ -V

Output K= (kE , kM) m Vrfy
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Enc(m) : Deck (c) : c = (cE , t)
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(EXEncE(kE
, m) m : = DecE(kE

, CE)
t MacM (k, (E) b : = Vrfy (kM, (cE , t)

output (= (cE, t) If b=1 , output m
otherwise output

Q1 : Is it CPA-secure ? (exercise)

Q2 : Is it CCA-secure ?

Q3 : Is it unforgeable? (exercise



First Attempt . Assume EPPT A that breaks the CCA-security of
We construct PPT B to break the CPA-security of TE.
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Lemma1 FPPT A . IPrTA outputs 1 in 70]-PrTA outputs 1 in F11)/neg((n).

Proof Assume not , then EPPT A that distinguisheso & 71 with non-negligible probability [(n).
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Lemmaz FPPT A . IPrTb=b' in 71]/nes((n) +E

Proof Assume not , then EPPT A sit. /PrTd=b' in 71]1 = non-negl(n) +t
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Intuitions

Can we have an encryption scheme that is unforgeable but not CCA-secure?

Can we have an encryption scheme that is CCA-secure but not unforgeable?



Cryptographic Hash Function

H : 50, 13
*
-> 50 , 13"

X

Hy To

Xo 50, 13"

50 , 13
*

Collision- Resistant Hash Function (CRHF) :

It's computationally hard to find X
,
xE50, 13

*

Sit.

X =X , H(X) = H(X) (collision)



Collision -Resistant Hash Function (CRHF)
· Syntax :
A hash function is defined by a pair of PPT algorithms (Gen , H) :
- Gen (1) · output s

- HS(X) : XE50
,
23*, output he 50 , 231(n)

·Security
A hash function (Gen , H) is collision-resistant if
FPPT A, Enegligible function 3)) S

.
t
.
Pr[X#X1 HS(X) =H(x)] = E(n).

C(14) A(th)

SGen(14)
S >

output (x ,x)

· Why does it have to be a keyed function (theoretically) ?
A (X,X1) : output (X ,X1)



How to find a collision ?

H . 50, 13
*
-> 50 , 139

Try H(x1) , HY (x2) , . .

., H*(Xq)

If H(Xi) outputs a random value,

What's the probability of finding a collision ?

If q= 2+ 1 => prob = 1

If 9= z => prob= 1/2
(2)

If 9= k => prob= 1- Prino collision] = 1- (2l)k



Birthday Problem/Paradox

There are a students in a class.

Assume each Student's birthday is a random y:** [365]

What's the probability of a collision ?

9= 366 => Prob . = 1 Y [N]

9= 23 = prob.= 50%
E=N+1 => prob=1

9=M => prob . = 50%
9=70 => prob= 99,9%

If security parameter n =128, l= ?


