
CSCI 1510

This Lecture :

· CCA-Security & Unforgeability

· Authenticated Encryption
· Generic Constructions



Authenticated Encryption
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Security Guarantees :
- Message Secrecy : CCA Security
- Message Integrity : Unforgeability



Chosen Ciphertext Attack (CCA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure

against chosen ciphertext attacks , or CCA-secure , if FPPT A,

I negligible function 31.) sit.
. Pr[b=b] = * + <(n)
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Unforgeability
Def A symmetric-key encryption scheme T= (Gen , Enc, Dec) is unforgeable

if FPPT A , Inegligible function 31 . ) Sit. PrtEncForget
,#
==] = <(n).
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Def A symmetric-key encryption scheme is authenticated encryption if it
is CCA-secure and unforgeable.



Exercises

Is the CPA-secure encryption from PRF CCA-secure ? Unforgeable?

Enck(m) : m - So , 13 ~ 50, 23"

r 50 , 134
W

Fk
output ( : = <r, FpIr)@m>

Not CCA-secure: W

C A ⑦ m
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3

m' =Mo OR MIDM ?

Not unforgeable : A can output an arbitrary In-bit string <r, 5)



Generic Constructions

LetE= (GenE, EncE, DecE) be a CPA-secure encryption scheme.

Let #M= (Gen", Mac UrfyM) be a strongly secure MAL scheme.

How to construct an authenticated encryption scheme?

① Encrypt-and-Authenticate

② Authenticate-then-Encrypt

& Encrypt-then-Authenticate



Encrypt-and-Authenticate M

Gen (14) :

EncE MacM

kE< GenE(1n) c =) ↳
E -t (

= Gen"(1")
DecE

~

Output K= (kE , kM)
~ >VrfyM

~

0/1 ?

Enc(m) : Deck (c) : c = (CE , tr)
CE EncE(kE

, m) m : = DecE(kE
, CE)

t MacY (k,my b : = Vrfy (k*, (m , t)
output (= (CE , t) If b=1 , output m

otherwise output

Q1 : Is it CPA-secure ? No !

Q2 : Is it CCA-secure ? No !

Q3 : Is it unforgeable? Yes !



It is not necessarily CPA-secure.

Step 1: Let F = ( Gen"
,
Mac

, VrfyM) be a strongly secure MAL scheme.
Construct= (Gen", Mac UrfyM) as follows :
- GenM(14) : same as cent
- MacY(k m) : E= MacM(kY

, m)

Output t=Ellm
- VrfyM(k (m ,t) : Parse t =Elli

Output 1 iff Urfy
*
(K, (E.m) = 1 1 m=

m

.



Step 2 : IfI is strongly secure , then ↑ is also strongly secure.

Proof Assume not
,
then EPPT A that breaks TM

We construct PPT B to breakI

Game(π)

C B Game(TM) A

m

E
<

W
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Film.]
Output (m*, t*

Parse t=E
*
Im* If A succeeds inM, then

Output (m*, E
*) (m*, t*) is a valid pair for

M

and hasn't appeared in the queries.

So (m*, E*) is a valid pair forF and hasn't appeared in the queries.

Pr[B succeeds in #J =Pric succeeds inMy = non-neg((n).



Step 3 : II instantiated with iM is not CPA-secure.

C A
<
Mo
,M1

Ch
>

c
*
= (cE+, t*=E*11m*
m
F
=Mo or M1 ?



Thm If MM is strongly secure , then T = (Gen , Enc, Dec) is unforgeable.

Proof Assume not
,
then EPPT A that breaks the unforgeability of it.

We construct PPT B to break the strong security of M.

Game(M)
C B Game(T) A

kE-GenE (14)
<
W

>
M

t
> CEEncE(kEm) Elt

> output c

Parse c* = cE
*

lltt
IfA succeeds in it , then c= c

**
llt
+

m* =DecE(kE
,
cEX)

Output (m*, +
*) is a valid ciphertext for a message my

that hasn't been queried.

So (m+, t*) is a valid pair for M and hasn't appeared in the queries.

Pr[B succeeds inTJ =Pric succeeds in T] = non-negl (n).



Authenticate- then- Encrypt

Gen (14) : )mMac) EnCEkE< GenE(1n) DecE
M
k = Gen"(1")

Output K= (kE , kM) (i) ivre

~

Enc(m) : Deck (c) :
0/1 ?

t Mac (k*, m) milt := DecE(kE , c)

c EncE(kE
, mIlt) b : = VrfyM(k, (m , t)

output c If b=1 , output m
otherwise output

Q1 : Is it CPA-secure ? (exercise)

Q2 : Is it CCA-secure ? No !

Q3 : Is it unforgeable? (exercise



It is not necessarily CCA-secure.

Step 1: Let F = ( GenE
,
EncE

, DecE) be a CPA-secure encryption scheme.
Construct

E
= (GenE , EncE , DecE) as follows :

- GenE (14) : same as Cent
.

- EncE(kE
, m) : E = EncE(kE

, my

b50, 13

Output CE= TE116
or always attach o

- DecE(kE
, (E) : Parse cE=Ellb

Output DecE(kE, YE)

Step 2 : IfT is CPA-secure, then HE is also CPA-secure . (exercise

Step 3 : II instantiated with iM is not CCA-secure

C
,
mo
,me
A

Ch
>

&
c C' : = c*with last bit flipped
m >

output o if m'=Mo
1 otherwise



Encrypt-then-Authenticate
M

Gen (14) :
EncE

kE< GenE(1n) c =) cE MacY
- t(

= Gen"(1") DecE
~ -V

Output K= (kE , kM) m Vrfy
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Enc(m) : Deck (c) : c = (cE , t)
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(EXEncE(kE
, m) m : = DecE(kE

, CE)
t MacM (k, (E) b : = Vrfy (kM, (cE , t)

output (= (cE, t) If b=1 , output m
otherwise output

Q1 : Is it CPA-secure ? (exercise)

Q2 : Is it CCA-secure ?

Q3 : Is it unforgeable? (exercise



First Attempt . Assume EPPT A that breaks the CCA-security of
We construct PPT B to break the CPA-security of TE.
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C(IY) Ho A(24) C(IY) H1 A(24)
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Lemma1 FPPT A . IPrTA outputs 1 in 70]-PrTA outputs 1 in F11)/neg((n).

Proof Assume not , then EPPT A that distinguisheso & 71 with non-negligible probability [(n).
We construct a PPTB to break the strong security of M.



Lemmaz FPPT A . IPrTb=b' in 72]/nesI(n).

Proof Assume not , then EPPT A sit. /PrTd=b' in 71]1 = non-negl(n).
We construct a PPTB to break the CPA-security of

E
.


