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Logistics
· Lectures : CIT477 & Zoom (recorded)

· Office Hour : 3-4pm Thursdays , CIT 511 & zoom,
or by appointment

· TA OH : See course website (calendar)

· EdStem/Gradescope / Course Website

· Prerequisites/Override :

CSLI0220 & 1010

Basic algorithms, number theory , discrete probability , complexity theory.

· Textbook: Katz-Lindell "Introduction to Modern Cryptography" (3rd Edition)



Class Participation
· Ask/Answer = 5 technical questions throughout the semester,

from 5 different Lectures/Peihan's OH

· Bonus Points : (Cap 5 points)

If you ask a "good" question or give a "good" answer
(thumbs up from Peihan)

· keep track of all the questions you've asked/answered

& bonus points you've earned (see template)

Submit at the end of the semester.



Homeworks

· Homework O + 10

· Due on Fridays , 2 late days for free
· No further extension

· Lowest HW grade will be dropped.

· Collaboration/Google/ChatGPT:
- Write up your own solution

- Acknowledge everyone you've worked with
- Credit all resources you've looked at



Exams

· Midterm : Take-Home , 10/18 - 25

· Final : Take-Home , 12/11-18

· No collaboration, no extension

· In each HW , there will be a question for you to synthesize course materials

from that week into a one-page summary.



Grading
· 10 % Class Participation
· 2% HWO

· 54% HW1-10 (best 9 out of 10)

· 14% Midterm

· 20% Final



What is Cryptography (used for) ?

Study of techniques for protecting (sensitive/important) information.

Where is cryptography used in practice ?

What guarantees do we want in these scenarios ?



About the Course

Goal : Learn the theoretical basis of the cryptography in the real world.
- Learn about key primitives
- Understand what security guarantees they provide
-Learn how to construct and how to prove
- Build up a "crypto mindset"

- Design & Analyze real-word cryptosystems
- Understand crypto papers & standards



Secure Communication

Alice Bob
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What security guarantee(s) do we want ?



Message Secrecy
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Historical Ciphers

Ex : Substitution Cipher
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Modern Cryptography

Alice Bob
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Encrypt R Decrypt
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How to define security ?



How to define security ?

· It's impossible for Eve to recover 1 from c.

Ency(m) =m

· It's impossible for Eve to recover m from c.

90% of m ?

· It's impossible for Eve to recover any character of m from c.

#
Distribution of m ?



Public-key Encryption

Alice Bob
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Message Integrity

Alice Bob
O "Let's meet a gam" O
A ↑

>
A

tamper with
Is it from Alice?

Eve

R



Message Integrity

Google Bob

⑭ > O
-N

Is it from Google ?

http vs. htpS

How to achieve message integrity ?

Does encryption suffice?



Message Authentication Code (MAC)

Alice Bob
O (m , t)
A ↑ W > &-

(mt)
(message)
m K (m ,t) k

↓ ↓ Eve ↓ ↓
Authenticate R Verify

↓

(tag)i ·



Digital Signature

Alice Bob
O (m , 5)
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Pseudorandom Number Generator

sample += 50 , 1 , 2. . . -, 93

v : = rand (seed)
y ↑

deterministic timestamp

How to define "pseudorandomness"?



Overview

· Message Secrecy : symmetric -/public-key encryption
· Message Integrity :
- Message Authentication Codes
-Digital Signatures

· Key Primitives :
- Pseudorandom Generator/Pseudorandom Function / Hash Function
- Computational Assumptions : RSA/DLOG/Diffie-Hellman

· Encryption with Advanced Properties :
- Fully Homomorphic Encryption (post-quantum security)

· Secure Protocols :
- Zero-knowledge Proofs
- Secure Multi-Party Computation

· Program Obfuscation



Fully Homomorphic Encryption (FHE)

Alice Bob
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C= Enc(M1)
=> c= Enc (Ma + mz)

Cz = Enc(m2) c"= Enc (M=· mz)



Example : Privacy - Preserving Query
Server Client

w &
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Encrypt
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[ ↓
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Decrypt
↓
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Zero-Knowledge Proof (zkp)

Alice Bob

⑭ ⑫
There is a bug in your code

I have the secret key
for this ciphertext

There is enough balance
in my Bitcoin account

have different colors



Example : Red & Green Balls
(Color-blind)

Alice Bob
O O

-A N

have different colors

b 50
, 23

If b=0 :

[
If b = 1 :

G
Repeatn times

b'
>

bE61
If statement is true : Prtb=bj = 1

If statement is false : PrEb=b = (12)
"



Secure Multi-Party Computation (MPC)

Alice Bob
O Second date? O
A
* E 50 , 13 f(x , y)= xxy y+ So, 13 A

Who is richer ?

X fix ,y) = 50 if xy Y
1 otherwise

Mutual friends ?

X f(x,Y) =X 1 Y Y



Example : Private Dating
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Program Obfuscation

Alice Bob
O O
A A

P (program)
↓ ↑

>
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↓
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Q & A

· Crypto background ?

· Readings before/after lecture ?

· CSCI 1040 (The Basics of Cryptographic Systems) "Crypto for poets"
MATH 1580 (Cryptography) Why is it correct ?

CSLI 1510 Why is it secure?

CSCI 1515 (Applied Cryptography) How to use it ?



CSCI 1515 Leco4

Encryt-then-MAC
Gen(14) :

k= Gen1(1Y CCA-secure & Unforgeable
k2< Genz(1x)

M

output k=(k1, (2) EnC1

c =) ↳ Macz tz (
Enc(m) :
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Dec1
- ~
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output (= (4 , tz) c' = (C ,
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↓
Deck (c) : c = (G, tr) Invalid !

m = = Dec1 (k , (e)

b : = Vrfyn(k2 , (C , tz))

If b=1 , output m
otherwise output



CSCI 1510 Leclo

Lemma1 FPPT A . IPrTA outputs 1 in 70]-PrTA outputs 1 in F11)/neg((n).

Proof Assume not , then EPPT A that distinguishes o & 71 with non-negligible probability [(n).
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