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© In ench HW, there will he a question for you to Syntheshe Course Moterials
-ﬁw Hot week into a om-|>aaa summarﬁ.



ool

. 102 (Class Parﬁdw?w

+ 24 Hwo

+ 5%2 Hwi-10 (best 9 out o lo)
cWA Midkerm

v 202 Foal



Wlhodt s Cry*r\:ogrq:hq (used Tcor) ?

gmo\\i GF' 'L'zdw\ittues for pretecting (sensitive / im?or’mn{-) rnformh‘on,

Where s Cry F“ﬁ""l’“‘:\ used Ta prattite 7

W hot guﬂml\‘l'ees do we Wont W thes® Scenariog ?



Abowt Course
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Abstract

A flurry of excitement amongst researchers and practitioners has produced modern proof systems built using novel technical
ideas and seeing rapid deployment, especially in cryptocurrencies. Most of these modern proof systems use the Fiat-Shamir (F-
S) transformation, a seminal method of removing interaction from a protocol with a public-coin verifier. Some prior work has
shown that incorrectly applying F-S (i.e., using the so-called "weak" F-S transformation) can lead to breaks of classic protocols
like Schnorr’s discrete log proof; however, little is known about the risks of applying F-S incorrectly for modern proof systems
seeing deployment today.In this paper, we fill this knowledge gap via a broad theoretical and practical study of F-S in
implementations of modern proof systems. We perform a survey of open-source implementations and find 30 weak F-S
implementations affecting 12 different proof systems. For four of these—Bulletproofs, Plonk, Spartan, and Wesolowski’s VDF —
we develop novel knowledge soundness attacks accompanied by rigorous proofs of their efficacy. We perform case studies of
applications that use vulnerable implementations, and demonstrate that a weak F-S vulnerability could have led to the creation
of unlimited currency in a private smart contract platform. Finally, we discuss possible mitigations and takeaways for academics
and practitioners.



