
CSCI 1510

· Identification Schemes

· Fiat-Shamir Transform
· Schnorr's Identification / Signature Schemes

· Definition of Zero-knowledge Proofs





















What is a "proof system" ?
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Zero-knowledge Proof (EKP)
Prover Verifier
O O
A

>

A
[

(X, w) X
>

[

↓

0/1

Let (P, VI be a pair of PPT interactive machines . (P, V) is a zero-knowledge
proof system for a language (with associated relation RL if

· Completeness : V(X ,w) ERL, Pr[P(X,w) < > V(X) outputs 1] = 1.
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· Zero-knowledge ?




