CSCT 1510

» Deftnixion of  Semantic Setuvity ( Continued)
+ Pandorandom  Gemerator (PRG)
 Fived-Longth Broryptn fram PR

- Proot by Reductiom



L%j |gtkﬂ(¢
Comfumri onal Secwrity

¢ Contrete Aﬂ?rou,h:
A scheme s (T, £)-S%ecture Ff' VA Yunning i time € t <SUleeds
n bm\hwx the Scheme wWith Fmbabn‘l/\‘h& < €.

* Asymptotic AﬂPVDMJ\:
Introdute a uurtty parameter n

A scheme s  $eture F‘f’ VA Yunning th time pely (n) <uiteeds
n breakiug the Scheme with Fnbabn‘la‘b& < negl(n)



0 ol L —nrypbtiov
‘ g\‘(V\t&X

A Symmetnit Yoy entryptim stheme % de{%\u( by PPT a\lgon‘-l—hm
(Gem, Enc, Deo). /11 n 1
k < G (1)
C < Eney(m)  meSo3”

M/L = Deg, (0)

+ Loweckness,  Yn, & oudpet by Gon(17), \Yme ot
ey, CBntelmy) = m



0 ol | —nrypbiov

De{i A thmmetm—kza wwryyﬁom scheme  ((Gew, Ent, Der)
% §o,wmv\ﬁCal|U Serave F VIPT A, angh‘gu‘ble funu'i‘w ¢() sx

COMfW(’ﬂﬁOﬂﬂ“j/ PrUb=b] ¢ <+ ¢(n)
tndistinguishable

C (1“) \A(l“)

¢ Mo, Mg € %0,17*
| Mol =|mg)

K& Gen(1")

bt $0,1)

C & E“"K(mb)

¢
oukpet b




0 ol | —nrypbiov

Def2 A gymmetric-key enocyptin schewe ( Gam. Bne, Dec)
% Semantically Seemve F VPPT A, 3 negligible functim £() st

Comfufuﬁwallj/ | Prli=1 | b=o] - Prli=1 | b=1] l <€ ¢(n)

Y no(a‘sﬁngumua

C (1" b) A L")
L Mo, My € %o,:ﬁ*
T ol =g
K Geml1")
¢ & Eagy(my)
C >
Ouctpret b




0 ol | —noryptiov

Def 1 A Symmetrit- Key enoryptim Schewme  (Gon. Bni, Dec)

& semantially Sewwve F VPPT A

Prib=b]< S 4nglly) i Game 1.

\Z

etz lPr(\é=1|b=o]—Pr[ll=1|b=1]|s neglln) i Game 2.

D1 502 F WS Semre under Dof 1,
Hum it aleo Seome tnder Def 2.

Aésume, T % not Seture unoler Dz{— 2 than
IPPT A, Mn-m*i?gﬂale {uncﬁom ¢() st

‘Prtﬁ=1|b=o:| -Prt\;=1|b=1:|| >2n) n Game 2.

use A o break Dt?’i



0 ol | —noryptiov

Def 1 A Symmetrit- Key enoryptim Schewme  (Gon. Bni, Dec)

& semantially Sewwve F VPPT A

Prib=b]< S 4nglly) i Game 1.

\Z

etz ‘Pr(\é=1|b=a]—?r[\é=1|b=1]|s neglln) i Game 2.

2 > Dt I T s SRowre under Dof 2,
thw s also Seewe under Def L.

Acsume T rot geture under Def 1, than
3IPPT A, nonneglgible funckion () st

PrUb=bJ>< 46y in Game L.

wse At break Def-2.



_Conéhuc_ﬁm& Seture Enc_x\,:yﬁw

Psendlorandom  Gremerador ( PRE)

!

Cemanti calltﬁ Secure vary Ftiov\



_(‘PGwda) ranolomness,
Whot does ™ meow to he randow ?

T Hwy Q‘\'ﬁh& rondom ?

Ollo\lolollo00O|
0OlolololOlOo|O|O

\/\)‘\M doea % MeDn to he Féwdomwdowx?



l gLMdOI Q!\dnm HLQS
+ Conrete  Definitiow -
D. a dstrbutiom ovex n-bit Strings

D (¢ 2)-l>€wdomndow\ F YA rumt»% n tme € t,

P TAW=1]- P [A)=1]| < ¢
XD X &\hn

* Asymptotte Defimstiom .
D =500, -7 on ensemble of distrbutins,
Dn. o distribun uer n-bt string.
D s psewdorandom i Y ppT A, Fneggligible functin £() st

P TAW=1]- P TAaw)=1]| < &),
X&VOn X &\hn



VPeewdorandom  Generator (PRE)

n
A

random Seed

4
ini’;"

oly (
P

G

T> " Qooks random"
yublhc
detexministic ?I VPFT A
truly random

G 5011 = S0t Ln)>n




Peewdorandom  Generator (PRE)

G $0,11"—= 0.3t n)>n

Dc;f_;L G s a Pﬁwlorandom %wem*m— (PRG) &
VPPT A, 3neggligible functiom neglt:) st

P TA)=1]) - [A@X)=1]

S é’uV\ ’xé'uun)

< negl (n)




Peewdorandom  Generator (PRE)

G. $0,11"— $0.3tY  fn)>n
= I

(PRG) &
D&f_l G s a Pﬁwlorandom %werafw o
VPPT A, 3neggligible functiom neglt:) st

Frtlﬁb'] < -'7;+ negl (n)

A (1Y)
C (1)

bétfo,ﬁ
I‘F b=—o, Hum S&<lUn, X:=Gl(s)
If b=1, thaw X< Ugiy)

owt]m b

i bounded 7
Whoo Ff- A © oow\de'vd'\mll;a un boun



Exertices
GGs) = sl é S
t=1

L
ConCodenockion

L G a Seme PRG?



Exertices
lax G go.:ﬁ“—h $0.17" he & PRG.
Construct H: §0,47 = $0.13" a H):= GO ® (sho").
T H vv.w)tavzlv) a6 PRG 7

n 2n
A 7
3 —6 &
go,E‘z," (1Y) S 00 0
H(s)

H Yer = Pew VRGE G, H X aleo o PRG

H ne = duw Courterexample APRG &6, H & mt & PRG.



F\‘xd—LgngF E uw;]mmAML
LQ)\' G: Qo,isnﬁ ?o, i‘sun) he o PRG .
. Gw (l“); %mrle kéi go,isn, W k.

© Bncy(m). m e g3t
owpet €= GLE) @ M.

. DCL\(_((/X: C € %o,ﬁu“),
o m: = GO ¢

n £n)
A A —
e 1S5 AR
E
%o, 12'" @ " \ ]
pseudo OTP

C




cn—

Theerem I]c G % a PRG, tam T=(6em, Bre, Dec) 1% Semantically
SeUAve fw frxed- ng\-l\ mesages

Aé&ume T not Gemanﬁcal15 stmre , than
IPPT A Hthat breaks T

k’> Constrinek PPT B o brok G.




