Working from home, using Linux or other Unix

Introduction
Fun fact: It is possible to remotely log in to the CS department’s Linux machines from
anywhere, using a system called ssh. This means that, using only your ingenuity and the
technology at your disposal, you can log into one of the Sun Lab machines and run commands in the shell from your computer in your dorm room.
Why would I want to do that? Well, it’s pretty cool. And you’ll be able to do your
homework assignments and hand them in without leaving your room to come to the CIT.
All you have to do is follow these slightly complicated instructions.
Note: It is theoretically possible that this guide will not work for your particular flavor
of Linux/Unix. In which case you can find resources for using SSH and SFTP online.

That being said, let’s get started:
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On your Computer: Create a key
1. Open a terminal.
2. Type the following command and press return: ssh-keygen -t rsa.
3. The program will first prompt you where to save the key file. The default is your .ssh
directory, which is what you want, so just press return.
4. The program will then prompt you for a password, or passphrase. It is optional, but
highly recommended, because it protects your key in the event it is compromised (for
example, if your laptop is stolen). Choose a long and strong password. You will have
to enter it again for confirmation.
5. Two files will be created in the .ssh directory in your home directory: a public key
file, and a private key file. The public key file ends in .pub and you will need to copy
it to a department computer. The private key file doesn’t end in .pub and must not
be copied anywhere.
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6. Copy your public key file to your desktop by typing the following command and pressing
return: cp ~/.ssh/*.pub ~/Desktop.
7. You’ll now have a .pub file on your desktop. You’ll need to copy this to a department
machine somehow. Probably the easiest way is to email it to yourself.
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In the Sunlab: Authorize your key
1. If you emailed your public key file to yourself, download and save it in your home
directory.
2. Open a terminal.
3. Type the following command and press return: ssh-key-setup key (where key is the
name of the public key that you copied from your PC).

Good work so far. Isn’t this fun?
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Back on your Computer: Connecting
1. Open a terminal, as before.
2. Type the following command and press return: ssh jcarberr@ssh.cs.brown.edu
(where jcarberr is your CS login name).
3. You will be prompted to enter the passphrase that you chose when generating the key.
4. Once you have entered your passphrase you will be connected to one of the Sublab
computers. You can use it as if you were sitting in the Sunlab. If you want any
graphical application you run, like DrRacket or Eclipse, to be forwarded over your
SSH connection and displayed on your PC, you must use the command from above
with the option -X (so you’d type: ssh -X jcarberr@ssh.cs.brown.edu).
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Transferring Files using SFTP

Sometimes if the network is down or just slow, you may wish to work on CS work locally
on your own computer (there is a link to download DrRacket on the homepage). In this
case you will need to transfer your work between the CIT and your own computer. E-mail
accomplishes this, but it’s not very convenient. However, once you have followed the steps
above you can also use a service called SFTP, which is right in your terminal. To use SFTP:
1. On your home computer, open a terminal.
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2. Type the following command and press return: sftp jcarberr@ssh.cs.brown.edu
(where jcarberr is your CS login name).
3. Enter your passphrase.
4. You are now logged into both your computer and a computer in the Sun Lab. Most
standard commands used to navigate (cd, pwd, etc.) still work and will navigate around
your CS account. Add an l at the beginning of commands navigate around your own
computer (lcd, lpwd, lls, etc.).
5. You can move files from your computer to the CIT using the following command:
put <location of file on your computer> <destination on CIT file system>.
6. You can move files from the CIT to your computer using the following command:
get <location of file on CIT file system> <destination on on your computer>.
7. For more commands use the help command or look online.
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