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Problem Statement
ÁHow to provide a means for peers to retrieve 

data long after seeds have disappeared?

ÁRequirements:

ÁMust provide public access.

ÁMust not allow malicious users to destroy data.

ÁMust allow all content.

ÁMust be free!
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Case Studies
ÁAverage time a peer remains connected to 

swarm after finished downloading = 7 hours

ÁIzal et al., Dissecting BitTorrent: Five Months in a 
Torrent's Lifetime. 2004

ÁAverage life-span of a torrent = 9-13 days

ÁGuo et al., Measurements, Analysis, and 
Modeling of BitTorrent-like Systems. 2005

ÁFaster departure rates for copyrighted content.

ÁPouwelse et al., The Bittorrent P2P File-sharing 
System: Measurements and Analysis. 2005

October 12, 2009



BitTorrent Security Problems
ÁSwarm participation is public.

ÁPrivate invite-only communities can be 
breached.

ÁPair-wise communications can identify type of 
traffic (see SandVine).
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Graffiti Network Project
ÁDistributed file-sharing protocol that utilizes 

third-party entities as storage sites and data 
transfer intermediaries:

ÁStorage sites are likely unwanted participants.

Á¢ŀǊƎŜǘ άŀōŀƴŘƻƴŜŘέ ŀǊŜŀǎ ƻŦ ǘƘŜ ǿŜōΦ

ÁMassive replication provides durability.

ÁStrict tit-for-tat:

ÁPeers must make a new replica for each piece 
that they download.
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Graffiti Network Overview
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Graffiti Network Benefits
ÁSimilar to steganographic data systems:

ÁPlausible deniability.

ÁDifficult to throttle HTTP traffic.

ÁMulti -site subpoenas.

ÁIntegration with BitTorrent:

ÁGN tracker incentivizes network participation 
through BT peer discovery.

ÁPieces obtained through BT or GN can be shared 
with either network.
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Storage Site Alternatives
ÁGood:

ÁCloud Resources (Amazon S3), Usenet

ÁBetter:

ÁFile upload sites (RapidShare) , Free webmail, 
Image upload services, Message Boards, 
Pastebins, Blogs.

ÁBest:

ÁWikis!
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Experimental Evaluation
ÁGraffiti Network prototype:

ÁTracker: MySQL+ Django

ÁClient: Python + libtorrent

ÁHybrid BitTorrent+ Graffiti system.

ÁGoal: Measure the lifespan of data stored on 
third-party storage sites outside of our control.

ÁUse Graffiti Network to store a 700MB Linux ISO
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MediaWiki
ÁMost widely used open-source wiki software:

ÁLikely to be many novice users and install-then-
forget installations.

ÁDefault permissions are very lax:

ÁAnonymous edits enabled by default.

ÁNon-trivial to install CAPTCHA plugins:

ÁDefault SimpleCAPTCHA is useless.
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SimpleCAPTCHA Authentication
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Discovering Target Sites
ÁScraped two well-known search engines looking 

for MediaWiki installations:

ÁUsed phrases indicative of a fresh install + a 
random word from dictionary.

Á9ȄŀƳǇƭŜΥ  άȫ/ƻƴŦƛƎǳǊŀǘƛƻƴ ǎŜǘǘƛƴƎǎ ƭƛǎǘΩ ǎǉǳƛǊǊŜƭǎέ

ÁTotal Sites Found: +22,000

ÁProbe each site to determine security and 
ǿƘŜǘƘŜǊ ƛǘ ƛǎ άŀōŀƴŘƻƴŜŘέΦ
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Target Site Criteria
ÁNo Wikimedia Foundation Sites:

ÁExample: Wikipedia, Wikitionary, etc.

ÁNo commercial hosting sites:

ÁExample: wikia.com

ÁLast update >= 3 months

ÁNo CAPTCHAS.

ÁIf requires login, allow registration.
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# of Sites

Anonymous Edits: 8,483

Open Registration: 5,983

“Puzzle” Protection:1,157

Total Open: 15,623

Total Open+Abandoned: 11,987

Open MediaWiki Sites
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Experiment Setup
Á[ŜŀǾŜ ŀ άŎŀƭƭƛƴƎ ŎŀǊŘέ ǘƻ ƛƴŦƻǊƳ ƴƻƴ-network 

users of the system:

ÁLink back to project website using URL 
containing unique tracking code.

ÁDo not modify existing pages.

ÁMore resilient approach would be to modify 
homepage and then immediately rollback.

ÁOnly store one replica per site.
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Example Replica
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Tracking Page
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²Ŝ ǘǳǊƴ ƛǘ ƻƴΧ
ÁSimulation started April 10th, 2009

ÁShutdown on April 11th, 2009

Áhƴƭȅ ǎǘƻǊŜŘ рΣспс ǊŜǇƭƛŎŀǎ ōŜŦƻǊŜ L Ǝƻǘ ŀ ŎŀƭƭΧ

October 12, 2009



Aftermath
ÁwŜǾŜǊǎŜŘ ǇŀƎŜǎ όǎƛƴŎŜ ǿŜ ŎƻǳƭŘƴΩǘ ŘŜƭŜǘŜύΦ

ÁPosted apology.

ÁRemoved list of open MediaWiki sites.

ÁRemoved link to source code.

ÁRemoved Brown logo.
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Unwanted Notoriety?
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Constructive Feedback
ÁYou should have asked me, I would have
ƭŜǘ ȅƻǳ ǎǘƻǊŜ ǘƘŜ ŘŀǘŀΧ

ÁNot a real-world experiment.

ÁYou should have ran it in your own
ƭƻŎŀƭ ŎƭǳǎǘŜǊκtƭŀƴŜǘ[ŀōΧ

ÁAgain, not real-world conditions.

Á¸ƻǳ ǎƘƻǳƭŘ ƘŀǾŜ Ǌŀƴ ƛǘ ŦǊƻƳ {ǘŀǊōǳŎƪǎκtŀƴŜǊŀΧ

ÁHiding makes it looks like you know you are 
doing something wrong.
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Replica Availability
ÁApril 10th, 2009 to October 11th, 2009
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Replica Availability by Protection
ÁApril 10th, 2009 to October 11th, 2009
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Protection Enhancements
ÁreCAPTCHA is the answer:

ÁAllow anonymous edits, but require verification.

ÁDoes not require server-side graphics libraries.

ÁThrottle users creating too many pages or 
posting data larger than threshold.

ÁAutomatically lock-down abandoned sites:

ÁShould be part of all open-source CMS software.

October 12, 2009



Lessons Learned
ÁBe careful how you advertise yourself.

ÁConsider how your system will affect others.

ÁConsult others outside of your project.

ÁBe open and upfront about project.

Á5ƻƴΩǘ ǇŜŜ ƛƴ ǘƘŜ ǇƻƻƭΗ
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Project Status
ÁChecking replica status daily.

ÁTwo workshop submissions, two rejections:

ÁLt¢t{ Ψлф

Á²hh¢ Ψлф

ÁPlanning to submit one last time:

Á[99¢ Ψмл ό!ǇǊƛƭ рth, 2010)
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Concluding Remarks
ÁFinal vindication: The system works!

Á¢ǊŜŀŘ ƭƛƎƘǘƭȅΧ

ÁOff probation at the end of this semester!
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More Information

ÁAdditional info is available at our website:

Áhttp://graffiti.cs.brown.edu/

ÁSource code available through SVN:

Áhttp://graffiti.cs.brown.edu/svn/graffiti/

ÁQuestions/Comments?
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