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BitTorrent Overview
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Problem Statement

A How to provide a means for peers to retrieve
data long after seeds have disappeared?

A Requirements:

A Must provide public access.

A Must not allow malicious users to destroy data.
A Must allow all content.

A Must be freel!
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Case Studies

A Average time a peer remains connected to
swarm after finished downloading = 7 hours

A lzal et al., Dissecting BitTorrent: Five Months in a
Torrent's Lifetime. 2004

A Average life-span of a torrent = 9-13 days

A Guo et al., Measurements, Analysis, and
Modeling of BitTorrentlike Systems. 2005

A Faster departure rates for copyrighted content.

A Pouwelse et al., The Bittorrent P2P Fdbaring
System: Measurements and Analysis. 2005
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BitTorrent Security Problems

A Swarm participation is public.

A Private invite-only communities can be
breached.

A Pair-wise communications can identify type of
traffic (see SandVine).
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Graffiti Network Project

A Distributed file-sharing protocol that utilizes
third-party entities as storage sites and data
transfer intermediaries:

A Storage sites are likely unwanted participants.

Acl NBSUO dFollyR2YSRE | NBI &
A Massive replication provides durability.

A Strict tit-for-tat:

A Peers must make a new replica for each piece
that they download.
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Graffiti Network Overview

<Encryption Key, Start/Stop Sequence, Checksum>

<div id="column-content"=
=div id="content"=
<a name="top" i1d="top"=</a>
<hl class="firstHeading"=Alertness</hl=
<div id="bodyContent"=
<h3 id="s1iteSub"=From ScrivenerWiki=</h3=
=div id="contentSub"=
<div id="mw-revision-info"=Revision as of 03:28, 11 April 2009 by <a href=" jwiki /1

<div id="mw-revision-nav"=(diff) <0Older revision | =a href=" wiki/index.php?title=
</div=>

<div id="jump-to-nav"=Jump to: =a href="#column-one"=navigation=/a=

'\:I]}

<h=NOTICE: The data below 1s posted by a program which i1s part of the Graffiti research proj
=/p=>
<p=5+R4dDSGe0SRM,/ vq74GMOS LeSukKzzT1 rkC3nh340Ey dSCPWz Varf k f 1SNDOGxoD]
Hzv24/r1nk18hMGLAOXLzHEBKOGbbFR205 T 2qnZLXex XogOQNoCRy TWsK7
p 1w+ 2L03ubQeHT STMZSFURMHAL hJ Y X Lpdik cQQSmyRI pPWx x 4d8+ dCUFgY nOksPhBd4y IWnQgmT CZTRx]Qz
MQHTvsDrghHrCrhay 4tk rE1Dk 8+Y 284bFBMLY 43WRNPESENVMLGTgn JwP1Te0l 2] 7oy T+ FSUSY 01 Ag AHFh Zmwe S0VDMx 9,/
obd7ark1Yg6/pF2yqaBQyroGtIUpvZZ081lL4ds,/EhHa7Zt 1Y X4ebK8] AaL+RIUWFZ] gF38HCL ZauDpFvaGEoLykzo8S1K3
shHu+XQdQRxax12thCdVgwaSmu1DBD?NngZLULOMPU3+AW9+XI2p3Bququy+
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Graffiti Network Benefits

A Similar to steganographic data systems:
A Plausible deniability.
A Difficult to throttle HTTP traffic.
A Multi -site subpoenas.

A Integration with BitTorrent:

A GN tracker incentivizes network participation
through BT peer discovery.

A Pieces obtained through BT or GN can be shared
with either network.
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Storage Site Alternatives

A Good:
A Cloud Resources (Amazon S3), Usenet

A Better:

A File upload sitesRapidSharg, Free webmail,
Image upload services, Message Boards,
Pastebins Blogs.

A Best:
A Wikis!
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Experimental Evaluation

A Graffiti Network prototype:
A Tracker:MySQL+ Django
A Client: Python ibtorrent
A Hybrid BitTorrent+ Graffiti system.

A Goal: Measure the lifespan of data stored on
third-party storage sites outside of our control.

A Use Graffiti Network to store a 700MB Linux ISO
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MediaWiki
A Most widely used open-source wiki software:

A Likely to be many novice users and instdien-
forget installations.

A Default permissions are very lax:

A Anonymous edits enabled by default.

A Non-trivial to install CAPTCHA plugins:
A Default SimpleCAPTCHA is useless.
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SimpleCAPTCHA Authentication

special page

Log in / create account

Create account

Already have an aci _ -i{‘script::- .
<div id="userlogin"=

To help protect  <form name="userlogin2" id="userlogin2" method="post" action="/w/1ndex.ph

and enter the a <h2>Create account</h2=
! <p 1d—"userlng1n11nk"}Already have an account? <a href=" w/index.php?t
93-4= <div class='captcha'=><pg : st autnmated account crea
L /Special:Captchas
name="wpCaptcha
Username:; ~ <input type="hidd® ame = 1d= g yalue="33282811060

<table=>
Password: ! <tr=

<td class="mw- Label"=<label for='wpNameZ'=Username:</lLabel=</td=
<td class="mw-1nput"=

b1 ] - —_
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Discovering Target Sites

A Scraped two well-known search engines looking
for MediaWiki installations:

A Used phrases indicative of a fresh install + a
random word from dictionary.

A9EI YLX SY G6/ 2y FAIdzNT GA 2
A Total Sites Found: +22,000

A Probe each site to determine security and
GKSUKSNI A0 A& al ol yR2YS
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Target Site Criteria

A No Wikimedia Foundation Sites:

A Example: Wikipediaikitionary, etc.
A No commercial hosting sites:

A Example: wikia.com

A Last update >= 3 months
A No CAPTCHAS.
A If requires login, allow registration.
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Open MediaWiki Sites

# of Sites
Anonymous Edits: 8,483

Open Registration: 5,983

“Puzzl e” Pt ect I on:

Total Open: 15,623

Total Open+Abandoned: 11,987

mE BROWN




October 12, 2009

Experiment Setup
Al SIS I &GOF f f Ay detwortk NR €
users of the system:

A Link back to project website using URL
containing unique tracking code.

A Do not modify existing pages.

A More resilient approach would be to modify
homepage and then immediately rollback.

A Only store one replica per site.
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le Replica

Exact
Revision

2 lonindrore

rticle discussion adit history

5:57, 11 April 2009; Promontorys (Talk | contribs)

Calling Card pWIs Tracking URL

mm

Tutorials

How to...

FAQ

Code snippets
Downloads
Recent changes
Random page

search

Go Search

toolbox

= What links here
Related changes
Upload file
Special pages
Printable version

BROWN

n | Current revision | Newer revision— (diff)

NOTICE: The data below is posted by a program which is part of the Graffiti research from Brown University
e will remove the data from your site once the experiment is finished, If you want elete this, please do so as
you would delete a spam page. For more information, please visit http: //graffiti.cs.brown.edufinfo/ i,

yZZTKOEhgYDSeKEHLc)0z)SGqGLLRgnjsnQ7kpgskyOuz 1zUzfSFMeraEYxbPbpw3R44m2B kG oglkux8ZMPMasiUX/S9keGOZmot

NSVBFNC)Kdyvo/NBfRp/T)XHWE

/mMBY5D3GloHCY2BZ5nz3z4I1SUVBaVBcm+NnfCaWowX4ziZscDouj7KfZIWn3jOEHAUNH B a.S e 64+ E n C ry p t ed
JPIWMY/INtSIgLC 7jIVUrQxQXbHUDIZHKXUIH Ki66yA2 yHSNS|IS66we 3mtSp69IHULjUOaMNS X

oc701tuiaZ 1SkuRgMpfRU3YSkaABGCcSNrnBaFkYBDraggfh/mSefLOp)7 CAE+PMEWNBYEH

JBAQKTwW/sCIYsME1kSesEgNR/hEoBOFIBELNoIVMW/ /U/d7LENGT7 1oNQLh1IdBSAOUA|IpFQR
Jorv42olQYIBn79K3cUSpthXECixa4RyxTSiHUMXYY U+ ZZFXfygs Tnmnh25GRYCJc171C51 TbPLQbfasxmcNfotqu7iDUSET 24
JONJQWPIG|OAFWMVXG/QEPOYiZWaehhw
[eZL7bE9Y|kIFCTNXQXLMIUSBWQTr7LR3IHIS4vWDUr+BdhAiGkINSvezS+kELBTKENWMy|JEKAWEOEFwo CnNSNes
/pyfiKGAVIdCcOWYmMMNSICEBLWKNpKMELSP|j3icGdrkzBp THUHT|886KcUjlcX+ 5496 ZI3RFwS4)FVizS8zNrVTIS5ed4 2vkDYpWQ3ILQsEKaBSs:
SwPaHYNFbaxMIgFEVZ4PVxQnSrLuZDREK/pmZcLWEDgDBAW KUY Y BILAAXEDUMNCCGo04634+IgRzCCRAWQ 6833 0ivVdUvXcGF
JOITIHFNgZYysmxDwGSrvEaDgorsDOXv1tZeYm

fepdfUHexXVC16TIPTWW3ez66+ 0BfAADerBMDzifoFuZ owNEILwAXhBYVDcedISz0+ ZUgvtzFFBMCFg|BUS35/0DQnk+ gPBd/GYaug
/h/D28gyCwOkSHIrlA7ULUBQyoBULNQRpmMVghxCBy54s7f2 bWPVHFIF7PvDFw)CRg)c)/a0XxrE8x+ 1 QingAImCwy
UyPpsSyYZWdRzONUHUUMN3ZVsv2 BifoXpmVFFCSxNtf+ ztd0ge cXyCLpWyhH7 qgyz 3Pte GFgiLc 2 wrbhEJWzqclsp8aKkezxTT1¥dDgnguZOC
JUkGF1UEBl|odK38/GuULfFfodLpDyUuHMbZmM5risSg3rMilsgwxzBjLt4 0F/PHs 4j/vRajviHLmM

——— i me——— | e At J e T P, e ————



October 12, 2009

Tracking Page

Graffiti Networks

A Subversive, Internet-scale File Sharing Model

Project Overview Downloads

Instructions on protecting your site:

o MediaWiki - Anti-Spam Features

e MediaWiki Administrator's Handbook - Spam and Spammers
Note: As mentioned on this page, do not use the SimpleCaptcha CAPTCHA method, as this is easily circumvented
in a few lines of code.

o reCAPTCHA

YOUR MEDIAWIKI SITE INFORMATION

Storage Site: Scrivener'Wiki
Storage System: MediaWiki 1.13.3
Site Discovered On: 2009-04-01 18:09:38
Last Modified: Unknown

Require Login: NO

Require CAPTCHA: NO

Require Puzzle:

Require Email:

v.literatureandlatte.com
Replica URL: . — = QLT
P fwiki/index.phpititle=Alertnessfoldid=84
Ranlira Craatad On- N0-N4-10 23-78-10

BROWN
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2§ GdzNY Al 2y X
A Simulation started April 10t", 2009

A Shutdown on April 11th, 2009
Ahyteé a02NBR pZcnc NBLIX A
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Aftermath
AWSOSNASR LJ 3Sa
A Posted apology.

A Removed list of open MediaWiki sites.
A Removed link to source code.

A Removed Brown logo.
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Unwanted Notoriety?
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Games

Anonymous writes y Password
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IEEE s bandwidth from open Mediawiki sites to send data between users as an
alternative to BitTorrent. There was immediate backlash as site operators
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many of the pages still remain on the web. The project homepage was also
taken down and the students posted an apology this afternoon.”
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Constructive Feedback

A You should have asked me, | would have
f SO @e2dz adiizNB GKS P

A Not a realworld experiment.
A You should have ran it in your own

f 20 f Of dzZa G SNkt | )/Su[ |
A Again, not realworld conditions.
A 2dz aK2dzZ R KI @S NIy Al
A Hiding makes it looks like you know you are
doing something wrong.
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Replica Availability

A April 10th, 2009 to October 11th, 2009

==Total Replicas Removed == Replicas with Tracking Click-Throughs

percentage

0.6

0.5

0.4

0.3
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100 120

# of days since replica created

EE BROWN
@ ]

October 12, 2009




October 12, 2009

Replica Availability by Protection
A April 10th, 2009 to October 11th, 2009

==Pyzzle Protected Registration Protected  ====Anonymous Edits

percentage
0.7

0.6

0.5

0.4 -

0.3 -

0.2

0.1
0

0 20 40 60 80 100 120 140 160 180

# of days since replica created
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Protection Enhancements

v

A reCAPTCHA is the answer:
A Allow anonymous edits, but require verification.
A Does not require serveside graphics libraries.

A Throttle users creating too many pages or
posting data larger than threshold.

A Automatically lock-down abandoned sites:
A Should be part of all opesource CMS software.
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Lessons Learned

A Be careful how you advertise yourself.

A Consider how your system will affect others.

A Consult others outside of your project.

A Be open and upfront about project.

A5 2y QU LISS AY

mE BROWN

October 12, 2009




October 12, 2009

Project Status
A Checking replica status daily.

A Two workshop submissions, two rejections:
ALt ¢t { WYnd
A2 hh¢ Wnd

A Planning to submit one last time:
A[ 99 ¢ Wmty2000) LINA €
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Concluding Remarks

A Final vindication: The system works!
ACNBIR fAIKGf &X
A Off probation at the end of this semester!
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More Information

A Additional info is available at our website:
A http://graffiti.cs.brown.edu/

A Source code available through SVN:
A http://graffiti.cs.brown.edu/svn/graffiti/

A Questions/Comments?
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