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Abstract

The open nature of the Web makes it possible to create
spoofed Web pages which, to the casual observer, are in-
distinguishable from authentic pages. The defense against
Web spoofing attacks is a challenging problem since most
users are unwilling (or unable) to follow complex interac-
tive authentication procedures (e.g., inspect a Web server
certificate). In this paper, we present a visual scheme that
protects users against Web spoofing attacks while requiring
minimal interaction.

1. Introduction

Ensuring the integrity of Web content has become a fun-
damental issue in information security. Even with a crypto-
graphically secure system, we need to present the relevant
authentication information to the user in a way that is clear,
concise, and useful.

In the standard HTTP protocol, there are many oppor-
tunities for an attacker to intercept and manipulate Web
pages. Such content-spoofing attacks are relatively easy
to perform [2, 4] and present a serious security problem.
The user interface components of the Web browser (includ-
ing the toolbars and the status bar) are also vulnerable to
spoofing attacks that leverage standard scripting languages
such as JavaScript [5, 10]. A common remedy to this prob-
lem is to simply disable client-side scripting and other ba-
sic browser features (such as the ability to launch new win-
dows.) However, this approach penalizes legitimate uses of
scripting technology, such as the validation of forms.

The transport layer security protocol (TLS) and its pre-
decessor SSL are widely used today for protecting the trans-
mission of sensitive information over the Internet. However,
their security is undermined by the simplicity of the inter-
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face provided by most browsers. The closed-lock icon in-
dicates that an encrypted channel has been established, but
can offer a false sense of security if the subject of the SSL
certificate is not scrutinized. Moreover, the icon and certifi-
cate inspection window can be easily forged [2, 4, 10].

In this paper, we present a visual scheme that protects
users against Web spoofing attacks while requiring minimal
interaction. As a case study, we use prooflets, a distributed
architecture for the end-to-end integrity of Web content [8].
Using prooflets, we develop a user interface for present-
ing authentication information in a tamper-resistant fash-
ion, without sacrificing the user experience. We also report
on the results of a preliminary user study comparing our
prooflets approach with a previous approach [10].

2. Previous Approaches

Ye and Smith [10] propose a technique called synchro-
nized random dynamic (SRD) boundaries. The main idea is
to use a browser window whose border alternates between
two colors, blinking in synchrony with a trusted window.
User studies indicate that the SRD boundaries approach is
an effective passive approach that does not require user in-
teraction. However, this approach does not allow for mod-
ular verification of portions of a Web page since the unit of
authentication is an entire page. Also, the modifications of
the browser required to implement SRD boundaries go be-
yond plugins and are thus suited for open-source browsers.

GeoTrust’s True Site product [7] places a “smart icon” on
authenticated Web pages, which is dynamically generated
when the page is requested. The icon includes a timestamp
and a watermark to prevent spoofing. Clicking on the icon
allows the user to view detailed authentication information.
Since the typical user experience will generally involve a
quick glance to check for the icon’s presence, this technique
is also a passive scheme. However, a savvy attacker could
still try to forge the smart icon (with its associated times-
tamp and watermark) and the detailed authentication infor-
mation.
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3. Our Approach

The principle of least effort [6] dictates that the casual
user does not need to be presented with the full details of
authentication information at all times. While a sizable
amount of information is necessary to counter certain at-
tacks, the tradeoff between security and ease of use must be
weighed carefully.

In a passive authentication visualization approach, sig-
nificant security events are displayed to the user with-
out interaction. The closed-lock icon indicating an SSL-
encrypted session, the SRD boundaries and the True Site
smart icon can be viewed as examples of the passive ap-
proach. The main problem with the passive approach is that
the user may overlook or ignore the visual cues.

In order to provide a stronger level of security against
forgery attacks, we introduce a controlled model of user in-
teraction where the system provides to the user a mecha-
nism for expressing interest in the authentication process at
various levels. Our approach does not guarantee full pro-
tection against spoofing attacks. However, it increases the
likelihood that the user will notice such an attack. Although
we require some level of user interaction, our model strives
to keep this interaction as small as possible.

4. Prooflets: A Case Study

Prooflets [8] are a scalable architecture for authenticat-
ing Web content based on authenticated dictionaries (see,
e.g., [9]). A proofiet tag is a specific HTML span tag delim-
iting a portion of an HTML (or XML) document that can
be authenticated. Prooflet-aware browsers recognize such
tags and query the authenticated dictionary to determine the
authenticity of the data enclosed by prooflet tags. In an ab-
stract sense, a prooflet can be considered as a remote pro-
cedure call (RPC) to the authenticated dictionary system,
where the content enclosed within the prooflet tags can be
viewed as the parameter of the RPC.

Prooflets provide authentication by extending, rather
than supplanting, the current Web content delivery infras-
tructure. Our prototype implementation of the proofiets ar-
chitecture employs a plugin toolband for Microsoft Internet
Explorer, called the proofiets toolband, that includes action
buttons and a status indicator.

For a casual and passive visualization of prooflets, we
can specify different styles for valid content (e.g., green
background) and invalid content (e.g., red background).
However, this scheme may cause confusion (e.g., does
green always associate with valid?) and lends itself to
spoofing attacks. For increased protection, we employ a
minimal level of user interaction (usually a single click), as
discussed below.

In order to distinguish reliably between authentic vi-
sual elements (created by the prooflets user interface) and
spoofed visual elements (created by the attacker), we em-
ploy a visual portfolio recognition system, based on a visual
hashing scheme [3]. When prooflets are installed, a user
randomly selects four images out of a large collection of
images. These four images form the user’s visual portfolio,
which will be displayed on any visual element purporting
to originate from the prooflets user interface, including the
proofiets toolband. Assuming the user has undergone an
initial training period, visual recognition can be very suc-
cessful.

In order to validate a specific prooflet, the user can just
hover the mouse over its content. The status indicator on the
prooflets toolband will display a check-mark if the content
is validated, a cross if the content is not validated, and a
question mark if the content is not a prooflet. Recall that the
visual portfolio is also displayed on the toolband to counter
spoofing attacks that try to emulate the toolband.

We also provide the prooflets view of a Web page, a
mechanism that allows the user to visually inspect all the
prooflets on the page. Upon request by the user, all content
that is not associated with a prooflet will slowly fade away
from the screen (though not completely) with a transition
effect [1]. What the user is left with then is purely prooflet
content. Since the rest of the content is still slightly visible,
the user can see the context of each prooflet and its relative
position on the page.

At any point, the user can take a snapshot of all the
prooflets in a document and view complete authentication
information about an individual prooflet. Both the snapshot
window and the individual prooflet windows are authenti-
cated using the visual portfolio.

Finally, we support the ability to visually connect
prooflets to each other. A typical use for this feature is the
validation of key-value associations. For example, in a Web
page listing stock quotes, we would like to validate the as-
sociations between each stock symbol (key) and its price
(value). An attacker may try to rearrange the position of the
symbols and prices on the page to induce the user to make
an incorrect key-value association. To counter this attack,
when the user enters the prooflets view of the document,
keys and their associated values are shown using the same
background color. The user can then immediately connect
like colors and make inferences based on the relative loca-
tions of the prooflets.

S. Preliminary User Studies

We have conducted two preliminary user studies, the
first on effectiveness and the second on usability, to com-
pare our prooflets approach with the SRD boundaries ap-
proach [10]. For these studies, we have used a simplified
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Figure 1. Simplified prooflets interface that
uses a personal identifier.

version of the prooflets interface that uses a personal iden-
tifier (a.k.a. “magic key” or “MAC phrase”) instead of a
visual portfolio, as shown in Figure 1.

Our user group for the effectiveness study consisted of
eleven people: eight doctoral students, two masters stu-
dents, and one undergraduate student. About half of these
users had experience in user interface design. Each user
was exposed to different visual scenarios. After showing
each scenario, the screen was blanked momentarily so that
visual cues would not be given away while the visual en-
vironment was modified for the next scenario. The sub-
jects were exposed to the following three scenarios: valid
unspoofed, invalid unspoofed, and valid spoofed. All the
users were able to recognize a valid unspoofed SRD win-
dow. In addition, all the users were able to detect a spoofed
SRD window with incorrect timing. However, when pre-
sented with a spoofed SRD window with correct timing, ten
of the users still thought that the page was authentic. Only
one participant was able to detect that the page was spoofed.
For prooflets, all the users were able to detect the valid and
invalid prooflets, as well as detect the spoofed version of the
prooflets user interface.

The usability study was conducted by three doctoral stu-
dents who did not participate in the effectiveness study.
When testing with the SRD-enabled browser, they all found
the flashing windows to be distracting for casual Web surf-
ing and eventually stopped observing the reference win-
dow. After several minutes, one user depended solely on
the flashing main window for authentication, without even
taking note of the reference window. All participants noted
that they began to ignore the pace of the flashing windows

as time progressed.

For prooflets, all the users were willing to do an interac-
tive check of the validity of the prooflets that were of high
interest to them by hovering the mouse over the content and
looking at the status indicator on the toolband. Two of the
users noticed the correctness of the personal identifier all
the time (after an interactive check), while the third user
noticed the identifier most of the time.
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