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Abstract

Efficient utilization of modern high bandwidth com-
munication networks relies on statistical multiplez-
ing of many logical channels through one physi-
cal channel. Communication requests typically in-
clude some statistical characterization of the re-
quested connection (such as pick value, mean val-
ues, etc). The task of the network management
protocol is to accommodate as many communi-
cation requests as possible while keeping the fail-
ure (e.g. overflow) probability bounded by a pre-
specified parameter. When the network consists of
one link, the task reduces to evaluating the prob-
ability that a sum of random variables does not
exceed a given bound.
method of effective bandwidth give a practical so-
lution for the one link problem. In this paper
we address the more realistic setting of estimating
QoS properties of multi-link networks with arbi-
trary patterns. The related optimization problem
for that setting is #P-complete even for the most
simple communication characteristics.

Our main result is an efficient Monte-Carlo
method for estimating the failure probability of a
general network. Qur method is particularly useful
in a dynamic setting in which communication re-
quests are dynamically added and eliminated from
the system. The amortized cost in our solution

Techniques such as the
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of updating the estimate after each change is pro-
portional to the fraction of links involved in the
change rather then the total number of links in the
network.

1 Introduction

Modern communication protocols such as ATM
(Asynchronous Transfer Mode) achieve high uti-
lization of channel bandwidth by multiplexing com-
munication streams with different flow character-
istics into one communication channel. Requests
for communication are submitted to the network
management protocol with some statistical char-
acterization of the required communication. The
network (flow) management protocol uses this in-
formation to statistically multiplex as many com-
munication requests as possible while maintaining
global network performance.

Next generation communication networks are
expected to provide QoS (quality of service) guar-
antees when satisfying communication requests. In
particular QoS protocol is expected to limit to a
pre-specified value the probability of communica-
tion failure due to events such as link and buffer
overflow, packet loss, jitter, etc. In this paper we
focus on failures due to link overflow, our technique
can be easily modified to handle any other statis-
ticly governed communication characteristics.

In the case of a one link network, achieving QoS
guarantees is reduced to bounding the probability
that a sum of random variables exceeds a given
bound, where each random variable represents the
stream of data of one logical link, and the bound is
the bandwidth capacity of the channel (or the adja-
cent buffers). Most previous works have focused on



communication flow modeled by an on-off source
[6]. A (g, s) on-off source sends at a peak rate of s
with probability ¢ and zero otherwise. This model
captures the extreme bursty nature of high speed
networks based on ATM and related technologies.
On-off sources have been studied extensively both
in theory [6, 9, 7] as well as in simulation stud-
ies to evaluate performance of routing algorithms
in ATM networks [2]. The work in [9] is especially
interesting as it argues that the fractal nature of In-
ternet and Ethernet traffic is captured very well by
on-off sources. Techniques such as effective band-
width give efficient and practical solution for pro-
viding QoS guarantees on one link networks [1].

The problem of bounding the overflow probabil-
ity in a multi-channel network of arbitrary pattern
is significantly harder. In fact the related optimiza-
tion problem is # P-complete [10] even if all logical
links are fed by on-off sources with the same pa-
rameters ¢ and s. We are not aware of any known
heuristic to this problem, other than summing the
failure probability on all network links. (Which is
what is done in practice [2].) Such an estimate is
far too expensive, since in large networks it can sig-
nificantly over estimate overflow probability, and
thus under utilizing network capacity. In this pa-
per we study Monte-Carlo solutions for achieving
better approximation of QoS properties. We ad-
dress two versions of this problem. In the static
version we are given a network and a set of con-
nections running on the network, our goal is to
estimate the probability of an edge overflow in the
network. In the dynamic version we are interested
in an efficient procedure that can accumulate in-
formation about previous estimates and efficiently
check whether adding a new connection would vio-
late the network QoS guarantee, without repeating
the Monte-Carlo procedure for the whole network.
The dynamic result provides an efficient admission
control procedure for enforing QoS guarantees in
high speed networks.

1.1 Problem Statement and Related
Work

We consider a communication network with m phys-
ical channels (edges) e, ..., e,. For each channel
e; we have a constant B; specifying the maximum
bandwidth of that channel. Let ¢q,...,c, be the
logical channels (connections) in the network. The
data flow in a logical channel, or a communication
request is characterized by a distribution function
specifying the probability that the channel sends
a given amount of data at a given time step. The
goal is to satisfy as many communication requests
as possible while maintaining pre-specified Quality
of Service (QQoS) guarantees. We focus here on one
such guarantee, bounding the probability of over-
flow in the entire network, other QoS properties
(such as packet loss, jitter, etc.) can be handled in
a similar way.

While we focus here on the most stringent over-
flow QoS gurantee, namely bounding the probabil-
ity of an edge overflow in the entire network, our
technique can be easily modified to address weaker
QoS guarantees such as the connection-based over-
flow constraint [7].
constraint bounds the probability of an overflow
along a given logical link. We discuss this vari-
ant in section 4 in the context of practical ATM
network protocols.

Consider first a simple scenario in which all logi-
cal channels are fed by identical (g, s) on-off sources,
i.e. the data flow distribution in each logical chan-
nel has only two states: a flow of rate s with prob-
ability ¢, no flow with probability 1 — ¢, and the
states on different channels are independent events.
Since all logical channels have identical, indepen-
dent, distributions the probability of an overflow in
a given edge can be computed by the Binomial dis-
tribution. Computing the probability of an over-
flow in the entire network, is significantly harder
and can be shown to be # P-complete by a straight-
forward reduction from the union of sets problem
[4]. If the flow distribution of the logical channels is
less restricted, then even the exact computation of
overflow on one edge becomes intractable. In par-
ticular, if logical channels are fed by on-off sources
with different parameters (g, s;), even computing
the overflow probability of one edge becomes # P-
complete [7].

A connection-based overflow



In practice, the complexity of computing the
overflow on one edge is circumvented by using the
method of effective bandwidth [3, 6, 1]:

Definition 1 The effective bandwidth of a random
variable X 1is

log E[p~X
ﬁp(X) = OigOTZ[)p—l]'

(1)
Given the effective bandwidth of individual logical
channels a bound on the overflow probability of a
given edge can be computed using the following
bound due to Hui [3]:

Theorem 1 Let X4,...,X, be independent ran-
dom wvariables, and X = ), X;. Leta > b. If
3 Bp(X;) < b, then Pr{X > a} < p*b.

1.2 New Results

Given a method for estimating the overflow prob-
ability of a given edge (either directly for simple
flow distributions, or through the concept of effec-
tive bandwidth for more general distributions) we
are interested in estimating the overflow probabil-
ity of the entire network. More specifically we are
interested in two versions of the problem:

1. The Static Problem: Given a network and
a set of logical channels estimate the overflow
probability of the network.

2. The Dynamic Problem: Given a network,
a set of logical channels, and a sequence of
add and delete communication requests, de-
termine for each request if granting that com-
munication request violates the global bound
on network overflow probability. If the bound
is not violated a new logical channel, satisfy-
ing this request, is added to the network.

Let m be the number of physical links in the net-
work, n be the number of active logical links (con-
nections). Our results apply to any set of on-off
sources (with possible different parameters to dif-
ferent logical links). For the static case we present
an efficient (¢, 6)-approximation for link overflow in
the network.

Definition 2 An (¢, 6) Monte-Carlo approzimation
for Q is a value Q) such that

Pri(l-0Q <Q < (1+6Q]>1-4,

where the probability depends only on random steps
made by the approrimation algorithm.

In section 2 we prove:

Theorem 2 There is a Monte-Carlo algorithm that
computes an (€,0) approzimation of the probabil-

ity of overflow of the network in O(nme *log §—1)

time.

Henceforth, when we talk about an e approxi-
mation with high probability (whp), we mean that
d is 1/m® for some constant ¢ > 1. We refer to it
as an € approximation whp algorithm.

The dynamic algorithm is presented in section 3.
For the dynamic setting we define an incremental
version of an € approximation for determining QoS
guarantee whp.

Definition 3 Let Qo be the pre-defined QoS fail-
ure probability. Let Q' be the exact failure probabil-
ity when adding a new communication request. A
dynamic algorithm is an € approrimation whp for
QoS guarantee, if whp the algorithm rejects a new
request when Q' < (1 — €)Qo, or accepts the new
request when Q' > (14 €)Qo.

Theorem 3 There is a Monte-Carlo € approzima-
tion whp algorithm for the dynamic problem with
O(nflogm) amortized complexity, where f is the
number of edges involved in a given change in the
communication (added or deleted requests).

2 The Static Algorithm

Our static algorithm is based on the Karp, Luby
and Madras (€, ) approximation algorithm for the
cardinality of union of sets [4].

In the union of m sets problem we are given m
sets Dy, ..., Dy, the goal is to estimate | U2, D;|.
The basic step in Karp et al. algorithm is choosing,
with probability 1/>°™, |D;|, a pair (¢,s), where
1<t <m,and s € D;, and estimating the proba-
bility that 7 is the smallest index such that s € D;.
By iterating this step O(m) times one gets a tight
estimate on the the overlap between the sets, thus
obtaining an estimate on the cardinality of the
union.

Theorem 4 [{] There is a Monte-Carlo algorithm
that computes an €,8 approrimation of the cardi-
nality of the union of m sets in

(8 (14 €) + mIn(3/6))/((1— €2/8)€?)



steps.

Assume first that all communications are fed by
on-off sources with identical parameters. In our
formalization, instead of sets of elements we have
m events, F1, ..., E,, where the event F; is “edge @
overflows”. An event is a collection of states, where
a state is an on or off setting for all the logical chan-
nels (communications) in the system. The event E;
contains all the states that overflow edge i. Instead
of estimating the cardinality of the union of sets we
need to estimate the probability of the union of m
events, where different states have different prob-
abilities. That is we are interested in estimating
@, the network overflow probability which can be
viewed as the probability that in a randomly cho-
sen state (according to the probability distribution
of the connections) some edge will overflow. We
would like to calculate an (e, §) approximation of
Q which we will denote by Q. (Henceforth, a tilde
on top of a value denotes an estimate of that value.)

The static algorithm is given in Figure 1. Let
p; be the probability that edge ¢ overflows. Let
P =%, pi. One trial in our algorithm is choos-
ing a pair (¢, s) with probability p(s)/P, and esti-
mating the probability that ¢ is the smallest index
edge such that state s overflows edge i. We esti-
mate this by uniformly choosing an edge at random
and checking whether it overflows (steps 4.3.4 and
4.3.5 of Figure 1). The costly step in a trial is
checking for overflow in an edge. The tricky point
is selecting a random state with the appropriate
probability. Let C; = {ci,...,¢|¢;} be the set of
connections going through edge 7. Given an edge
t we choose a state that overflows that edge using
the algorithm choose given below:

(Let € denote the complement of the event £)
Algorithm choosn[e:] choosing an overflow state s
Pr(s

with probability >

1 Set all connections not belonging to edge C;
to “on” with probability ¢
and “oft” with probability 1 — ¢
2 Let Fy be the event “edge ¢ overflows”
3 for k =1 to |C;| do
3.1 Let &; be the event “cj, is on”
3.2 Set ¢ to “on” with probability
bi = Pr{&k|Fr_1}
and to “off” with probability 1 — b;.
3.3 if ¢, is set to “off” then Fj = & N Fr_1
3.4 else Fr, =&, N Fr_q

Lemma 1 The choose algorithm chooses an over-
flow state s with the correct probability.

Proof: Connections outside C; are clearly indepen-
dent of the event “edge ¢ overflows”. Connections
in C; are fixed using the appropriate conditional
probabilities. O

The choose algorithm can be implemented in
O(n) time by pre-computing the conditional prob-
abilities and using a look up table.

Theorem 5 The run-time of the static algorithm
given in Figure 1 is O(nme %log ') and it pro-
duces an (€,6) approzimation of the network over-
flow probability.

Proof: We show that E[Y;] = Q.

Let s be an overflow state of the network.

Let C(s) = {(s,1) : edgeioverflows in states}. Let
Ry = {s : |C(s)| = k}. Let rp, = X e, Pr(s).
Then, P = Y j  k+rpand Q = Y joq k. Now,
E[Y;] = E[t(s)] x P/m. Since the random variable
t(s) depends only on k, t(s) is geometrically dis-
tributed with mean m/k.

Hence, E[Y;] = > ju, Pr(s € Ry) * P/k. Steps 4.1
and 4.2 choose a state s with probability Pr[s]/P.
Hence, the probability that in a trial a state s € Ry,
is chosen is k x ri/ P, and we have E[Y;] = Q. The
random variables Y7, ..., Yy, are independent and
identically distributed with mean (). The number
of steps needed to get an (¢, d) approximation fol-
lows due to theorem 4 proved in [4]. O



The Static Algorithm

1 gtime = 0 /* gtime counts the global number of steps executed */
2 Ny =0 /* counts the number of trials */
3T =8+ (14 € *mln(3/8))/((1 — €/8)€?)

4 trial:
4.1 randomly choose 7 € {1,...,m} such that i is chosen with probability p;/P
4.2 choose a state s with probability Pr[s]/p; using the choose algorithm
4.3 t(s) =0 /* t(s) is the step number, counts the number of steps in this trial */
step:
4.3.1t(s) =t(s)+1
4.3.2 gtime = gtime + 1
4.3.3 if gtime > T then go to 5
4.3.4 randomly choose j € {1,...,m} with probability 1/m
4.3.5 if j does not overflow in s then go to step
45 Ny =Nr+1
4.6Y; =Pxt(s)/m
4.7 go to trial
~ Nty
5Q= —E;;Tl .

Figure 1: Static Algorithm for estimating system overflow probability

We can use the static algorithm even when con-
nections are arbitrary on-off random variables by
using Hui’s theorem (theorem 1) as an upper bound
on the overflow probability. For example, we can
choose b in the above theorem to be the bandwidth
capacity of the edge and a to be 2b. Then Hui’s
theorem gives an upper bound on the probabil-
ity that twice the bandwidth capacity will be ex-
ceeded. Then our Monte-Carlo algorithm will find
an overall network estimate of this upper bound.
To choose a state s with the appropriate proba-
bility in the choose algorithm we again use Hui’s
theorem when calculating the conditional proba-
bilities.

3 The Dynamic Algorithm

We consider now the dynamic problem in which
the network protocol needs to react sequentially
to a sequence of add and delete requests. For
each add request, the protocol needs to decide if
adding that request violates the system’s QoS re-
quirement. If the requirement is not violated a
new logical channel is added, satisfying that re-

quest. The goal is to use past estimates in order
to minimize the work of each evaluation. Assume
that the change in the network (add or delete) in-
volves a subset FF C FE of edges, where E is the
total number of edges in the network. Since the
static algorithm requires O(nmlogm) steps ! to
check for QoS guarantee without prior information,
we are looking for an incremental algorithm that
can check the same in |F|/m of that complexity
or O(n|F|logm) steps. Since error probabilities
accumulate, we will need to compute a new esti-
mate for the whole network after a long sequence
of changes, however, the amortized complexity will
remain O(n|F|logm) steps per addition or dele-
tion.

Let @Q and Q' denote the overflow probability of
the network before and after the connection was
added. Let Q and Q' denote their respective esti-
mates. Let Q@ and Q% denote the probability that
an edge in F overflows in a randomly chosen state
before and after the change. We also define Qp_r
to be probability that only an edge in E — F over-

' From now on, we assume that § is 1/m° for some ¢ > 1 to guar-
antee estimation with high probability, € is a fixed constant.




flows in a randomly chosen network state. Clearly

Q=Qr+Qr-rF (2)

And since the change involves only edges in F

Q' =Qr+Qs-r (3)

Let W be the probability that a random state s
that overflows before the change, overflows only
edges in E — F, then Qp_r = WQ. Thus, instead
of estimating @’ directly (which requires O(nm log m)
time) we can estimate Q% and W, focusing only
on |F| edges. The incremental algorithm for es-
timating the overflow probability after a change
that involves the set of edges F' is given in Figure
2. In step 3.1.1 of this algorithm, we have to ran-
domly choose an overflow state s of the network
with probability Pr[s]/Q. This can be done using
the following algorithm global-choose. This is es-
sentially like the choose algorithm, but chooses a
state s such that some edge overflows in the whole
network with the appropriate probability.

(Let € denote the complement of the event &)
Algorithm global-choose: choosing an overflow
state s with probability 2l

1 Let Fy be the event “some edge in the
network overflows” (Pr{%y} = Q)
2fori=1tomdo
2.1 Let &; be the event “edge F; overflows”
2.2 Set edge F; to overflow with probability
b = Pr{&|F;_1}
and not to overflow with probability 1 — b;.
2.3 if E; is set to overflow then
2.3.1 Choose an overflow state s using the
choose algorithm
2.3.2 stop
2.4 else
2.4.1 Set the connections belonging to edge
E; such that the edge does not overflow
similar to step 3 of the choose algorithm
(i.e. do not set the status of connections
not belonging to Ej)
242 F, =& N Fiy

The main result of this section is the following
theorem.

Theorem 6 The incremental algorithm (Figure 2)
satisfies definition 3 and takes O(n|F|logm) steps,
where n is the total number of connections in the
network.

Proof: Tt is easy to see that E[Z;] * Q = Qp_r.
If we proceed to step 3, we compute Q' with
accuracy (step 4). On the other hand, if we skip
step 3, then because of the condition, Q% > %
whp. Since Q' < Q + Q, we still maintain an €
accuracy.

To show that running time of the algorithm is
O(n|F|log m) we note that step 1 takes O(n|F|logm)
time. Step 3 takes O(n|F|logm) time because we
have to check for overflow only in edges belonging
to F (in step 3.1.2). The upper bound we choose
for the number of trials needed to estimate W is
an application of the zero-one estimator theorem
of [4]. Since W is lower bounded by €/2 whp, it
is enough if we perform only 81n(2/8)/(€)? trials.
O

We notice that in the incremental algorithm we
“lose” a small constant factor in the confidence
probability in each call to the algorithm. This is
because our estimate in the incremental algorithm
(step 2.1 or step 4) is an addition of two terms.
Hence if the error in each estimate is &, the error
of the total estimate adds up to 24. To maintain
an € approximation whp, we run all calls of the in-
cremental algorithm with § = 1/(2m?). Every m?
calls we re-evaluate ) using the static algorithm
(with § = 1/(2m?)). Since a call to the static algo-
rithm takes O(mnlog m) time, the amortized work
done for any addition or deletion of a path of F
edges is still O(n|F|logm).

4 Applications to ATM Networks

We briefly mention how QoS requirements are han-
dled in practice in some ATM networks and point
out how our techniques of accurately estimating
the error probabilities can be incorporated to im-
prove network throughput.

Practical ATM networks are essentially modeled
as a complete graph G (of say, m edges and N ter-
minals). Each edge can be thought of as a Vir-
tual Path (VP) and connections are basically Vir-
tual Circuits (VC’s) (2], [5]). When establishing a

VC so that a pair of terminals can communicate, a



Incremental Algorithm
(Qo is a parameter fixed by QoS.

() is the current € estimate of the network overflow probability.
()’ is the new estimate after a connection is added or deleted.)

1 Estimate the overflow probability QN% for the set F
using the algorithm of Figure 1, with the parameters (€/2,4).
2if Q'r > (¢/2)Q then
21Q' =0 +Q'y
22gotob
else go to 3
3 Let W be the probability that a randomly chosen network state overflows
(before the new connection was added or deleted) onlyin E — F and not in F'.
The following steps compute an (e, §) approximation W for W:
3.1fork=1to N =(81n(2/8)/(¢)*) do
3.1.1 randomly choose an overflow state s with probability Pr[s]/Q
using the algorithm global-choose
3.1.2 if any edge in F overflows then set Z; = 0
3.13elseset Z; =1
3.2 endfor
33W =Y, Zs/N
4Q'=Qr+WxQ
5 if Q' < Qo then “accept request”
else “reject request”

Figure 2: Incremental Algorithm for determining QoS guarantee after a connection is added or deleted

route consisting of a set of VP’s is selected. Follow- ting up a new virtual circuit are as follows:
ing the practices of dynamic routing in telephone 1. direct route j: (a) p;(I; + 1) < p and
. . . g\ty >~
networks ([2], [5]), routes that consist of more than (b) For every VP, such that a VCj is in
two hops are excluded. If a route consists of one progress, p;(1; + 1) + px(lx) < p.

VP, it is a direct route; otherwise, it is an alterna- Notice that the first of these conditions en-
tive route.
To provide QoS guarantees, we suppose that the

sures that the additional VC will not cause

- _ - ) cell loss to be excessive for any of the directly
fraction of cel.ls (which are .snnply pack.ets in ATM routed VCs on VP;. The second condition
network terminology) lost is not permitted to ex-

ceed a given fraction p.? Let p,(I) denote the frac-
tion of cells lost in V' P; of the network, when /
VCs are being routed through VP;. We assume

ensures that cell loss will not be excessive for
any of the “overlapping VCs” that is, the al-
ternatively routed VCs employing V P;.

that these single link probabilities can be deter- 2. alternate route {7, j}: (a) pi(li+1)+p;([;+
mined by cell level analysis [2] or by simulations 1) < p and
[11]. We classify a VC as either a VCj or a VCj; (b) For every V Py, such that a VCjj is in progress,
if the VC is assigned route {j} or route {1, j}, re- pi(li+1)+pi(lk) < p; and for every V Py, such
spectively. In an alternatively routed VC, cell loss that a VCjy is in progress p;(l;+1) +pe(lk) <
can occur at either of the two VPs. p.

In [2], the QoS-permissibility conditions for set- Notice that QoS-permissibility of any route in-

2 A typical value of p ranges from 10~° to 10~°. volves examining VPs that are not on the route un-



der consideration. This is similar to the connection-
based overflow constraint mentioned in section 1.1.
Applying our method to the two-link subgraphs in
cases 1(b), 2(a) and 2(b), we get accurate estimates
of the overflow probability, instead of just summing
the overflow probabilities which can be a gross over
estimation of the loss probability (especially when
the two edges under consideration share a lot of
common connections). The incremental algorithm
is especially attractive, since a connection spans
only two edges, which means O(nlogm) running
time. We are presently conducting simulations to
study the effectiveness of our methods in a variety
of network and load settings.
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