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BitTorrent Overview
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Problem Statement

A How to provide a means for peers to retrieve
data long after seeds have disappeared?

A Requirements:

A Must provide public access.

A Must not allow malicious users to destroy data.
A Must allow all content.

A Must be freel!
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Case Studies

A Average time a peer remains connected to
swarm after finished downloading Z hours

A lzal et al., Dissecting BitTorrent: Five Months in a
Torrent's Lifetime. 2004

A Average lifespan of a torrent =9-13 days

A Guo et al., Measurements, Analysis, and
Modeling of BitTorrentlike Systems. 2005

A Faster departure rates for copyrighted content.

A Pouwelse et al., The Bittorrent P2P Fdbaring
System: Measurements and Analysis. 2005
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BitTorrent Security Problems

A Swarm participation is public.

A Private inviteonly communities can be
breached.

A Pairwise communications can identify type of
traffic (seeSandVing.

mE BROWN




October 12, 2009

Graffiti Network Project

A Distributed file-sharing protocol that utilizes
third -party entities as storage sites and data
transfer intermediaries:

A Storage sites are likely unwanted participants.

Acl NBSUO dFollyR2YSRE | NBI &
A Massive replication provides durability.

A Strict tit-for-tat:

A Peers must make a new replica for each piece
that they download.
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Graffiti Network Overview

<Encryption Key, Start/Stop Sequence, Checksum

<div id="column-content"=
=div id="content"=
<a name="top" i1d="top"=</a>
<hl class="firstHeading"=Alertness</hl=
<div id="bodyContent"=
<h3 id="s1iteSub"=From ScrivenerWiki=</h3=
=div id="contentSub"=
<div id="mw-revision-info"=Revision as of 03:28, 11 April 2009 by <a href=" jwiki /1

<div id="mw-revision-nav"=(diff) <0Older revision | =a href=" wiki/index.php?title=
</div=>

<div id="jump-to-nav"=Jump to: =a href="#column-one"=navigation=/a=

'\:I]}

<h=NOTICE: The data below 1s posted by a program which i1s part of the Graffiti research proj
=/p=>
<p=5+R4dDSGe0SRM,/ vq74GMOS LeSukKzzT1 rkC3nh340Ey dSCPWz Varf k f 1SNDOGxoD]
Hzv24/r1nk18hMGLAOXLzHEBKOGbbFR205 T 2qnZLXex XogOQNoCRy TWsK7
p 1w+ 2L03ubQeHT STMZSFURMHAL hJ Y X Lpdik cQQSmyRI pPWx x 4d8+ dCUFgY nOksPhBd4y IWnQgmT CZTRx]Qz
MQHTvsDrghHrCrhay 4tk rE1Dk 8+Y 284bFBMLY 43WRNPESENVMLGTgn JwP1Te0l 2] 7oy T+ FSUSY 01 Ag AHFh Zmwe S0VDMx 9,/
obd7ark1Yg6/pF2yqaBQyroGtIUpvZZ081lL4ds,/EhHa7Zt 1Y X4ebK8] AaL+RIUWFZ] gF38HCL ZauDpFvaGEoLykzo8S1K3
shHu+XQdQRxax12thCdVgwaSmu1DBD?NngZLULOMPU3+AW9+XI2p3Bququy+
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Graffiti Network Benefits

A Similar tosteganographidata systems:
A Plausible deniability.
A Difficult to throttle HTTP traffic.
A Multi -site subpoenas.

A Integration with BitTorrent

A GN tracker incentivizes network participation
through BT peer discovery.

A Pieces obtained through BT or GN can be shared
with either network.
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Storage Site Alternatives

A Good:
A Cloud Resources (Amazon S3), Usenet

A Better:

A File upload sitesRapidSharg, Free webmail,
Image upload services, Message Boards,
Pastebins Blogs.

A Best:
A Wikis!
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Experimental Evaluation

A Graffiti Network prototype:
A Tracker:MySQL+ Django
A Client: Python ibtorrent
A Hybrid BitTorrent+ Graffiti system.

A Goal: Measure the lifespan of data stored on
third-party storage sites outside of our control.

A Use Graffiti Network to store a 700MB Linux ISO
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MediaWiki

A Most widely used opersource wiki software:

A Likely to be many novice users and instdien-
forget installations.

A Default permissions are very lax:

A Anonymous edits enabled by default.
A Nonttrivial to install CAPTCHA plugins:
A Default SimpleCAPTCHA is useless.
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SimpleCAPTCHA Authentication

special page

Log in / create account

Create account

Already have an aci _ -i{‘script::- .
<div id="userlogin"=

To help protect  <form name="userlogin2" id="userlogin2" method="post" action="/w/1ndex.ph

and enter the a <h2>Create account</h2=
! <p 1d—"userlng1n11nk"}Already have an account? <a href=" w/index.php?t
93-4= <div class='captcha'=><pg : st autnmated account crea
My /Special:Captchays
</p=><p=<lLabel foff="wpCaptchaword'=93 - 4</label> = <inpul) name="wpCaptcha
Username:; ~ <input type="hidd® pame="wpCaptchald" id="wpCap g value="388811060

<table=>
Password: ! <tr=

<td class="mw- Label"=<label for='wpNameZ'=Username:</lLabel=</td=
<td class="mw-1nput"=
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Discovering Target Sites

A Scraped two welknown search engines looking
for MediaWikiinstallations:

A Used phrases indicative of a fresh install + a
random word from dictionary.

A9EI YLX SY G6/ 2y FAIdzNT GA 2
A Total Sites Found: +22,000

A Probe each site to determine security and
GKSUKSNI A0 A& al ol yR2YS
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Target Site Criteria

A No Wikimedia Foundation Sites:

A Example: Wikipediaikitionary, etc.
A No commercial hosting sites:

A Example: wikia.com

A Last update >= 3 months
A No CAPTCHAS.
A If requires login, allow registration.
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Open MediaWiki Sites

# of Sites
Anonymous Edits: 8,483

Open Registration: 5,983

Gt dzl 1T fSé¢ t NPSHSOUAZ2YVY
Total Open: 15,623
Total Open+Abandoned 11,987
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Experiment Setup
A[ SI S | 4Ol f f Ay Aetworlk NR £
users of the system:

A Link back to project website using URL
containing unique tracking code.

A Do not modify existing pages.

A More resilient approach would be to modify
homepage and then immediately rollback.

A Only store one replica per site.
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Tracking URL

Base64+Encrypted
Payload




